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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
69. 30. 226. 218

|Target Address |Site
Lhited Sates

|Signature |Device Action |Count |
147.237.77.170 naar achot . i df . il bl ock-sp-trafl forward 1
195. 93. 222. 124 Pol and 147.237.76. 201 e atal.idf.il L4 Source or Dest Port Zero drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |S gnature Devi ce Action

54, 152. 103. 188 Lhited Sates 147.237.77. 216 dover.idf.il |[24910: HTTP. Python urllib User-Agent Header B ock 20
54.175.139. 222 Lhited Sates 147.237.77. 216 dover.idf.il |24910: HITP. Python urllib User-Agent Header B ock 20
52.90. 55. 176 Lhited Sates 147.237.77. 216 dover.idf.il |24910: HITP. Python urllib User-Agent Header B ock 10
91. 200. 12. 47 Lkr ai ne 147.237.77.233 atal .idf.il [C1000016: HITP. adninistrator in LR Per nirt 8
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
2.53.134.5 147.237.77. 216 (I srael dover.idf.il |portscan: TCP D stributed Portscan 1
80.179.207. 111 |[147.237.77. 216 |l srael dover.idf.il |portscan: TCP D stributed Portscan 1
2.53.8.95 147.237.77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
79.181.10. 1 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
66. 249. 93. 69 147.237.76. 42 |Europe refush.idf.il [ET SCAN NVAP -sA (2) 1
211. 149. 219. 167|147. 237. 76. 30 |Chi na himsh.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
62. 90. 76. 231 147.237.77. 216 (I srael dover.idf.il |portscan: TCP D stributed Portscan 1
109. 253. 130. 111|147. 237. 77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
37.232.95.74 147.237.72. 166 |Georgi a aka.idf.il portscan: TCP DO stributed Portscan 1
91.201.236.50 |147.237.72. 166 |lkrai ne aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
31. 168. 61. 87 147.237.77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
91.201.236.50 |147.237.72. 166 |krai ne akaidf.il ET SCAN NVAP -f -sS 1
31. 24. 228. 20 147.237.77. 216 |Uni ted Ki ngdom |dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
84.94. 99. 92 147.237.77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
2.53.171. 108 147.237.77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
80. 246. 133. 124 |147.237.72. 166 | srael aka.idf.il portscan: TCP D stributed Portscan 1
2.53.44.29 147.237. 72. 166 |I srael aka.idf.il portscan: TP Dstributed Portscan 1
79.182.121.17  |147.237.77. 216 |l srael dover.idf.il |portscan: TCP D stributed Portscan 1
79.180.237.81 |147.237.77. 216 |Israel dover.idf.il |portscan: TCP D stributed Portscan 1
919 20.198.85  |147 237 77 233 |1 st ael atal idh il ET DC5 Large anount of TCP ZeroWndow - Possi bl e Niller2 DDos 1
attack
66.220. 156. 105 |147.237.77.216|Wited Sates  [dover.idf.il  [portscan: TCP D stributed Portscan 1
185.120.126.6 |147.237.77.216|Israel dover.idf.il |portscan: TCP D stributed Portscan 1
46.116.99. 155  [147. 237.72. 166 || srael akaidf.il portscan: TCP D stributed Portscan 1
109. 67. 108. 158 |147.237. 77. 216 |I srael dover.idf.il [portscan: TGP D stributed Portscan 1
31.168. 122. 137 |147.237.77. 216 |l srael dover.idf.il |portscan: TCP D stributed Portscan 1
91.201.236.50 [147.237.72. 166 |lkrai ne aka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
31.24.228. 20 147.237.77. 243 |Wni ted Ki ngdom [nobile.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
87. 69. 63. 46 147.237.77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
2.53.179. 153 147.237.77. 216 |I srael dover.idf.il  |portscan: TCP D stributed Portscan 1
81.82. 238. 67 147.237.8.46 [Bel gi um e.chinuch.idf.i|ET SCAN NVAP -sS wi ndow 3072 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
62.0.201.1 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 82
109. 253. 197. 64 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 19
46. 19. 85. 203 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 17
46. 19. 85. 238 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
2.55.151.206  |Israel 147.237.72. 166 |aka.i df .i Bad TCP sequence Smwace e reansm wehdifferent | onitor |15
2.55.151. 206 I srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 14
2.55. 151. 206 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 14
46. 19. 85. 203 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 12
87.69.247.253 |Israel 147, 237.76. 200 |ei tan. aka i of. i1 | €M NG Engi ne: TP Invalid  Jinvalid segnent retransnissi on drop 12
Ret ransni ssi on Packet dr opped.
109. 253. 146. 19 |Israel 147. 237, 72. 167 | shurimaka i o || S NG Egine: TGP Invalid invalid segnent retransmssi on drop 12
Ret ransmi ssi on Packet dr opped.
109. 253. 197. 64 |l srael 147. 237.77. 216 |dover i df .1 Bad TCP sequence ﬁgﬁ‘sg rea”S”“ wthdifterent Joonitor |12
67.171.72.57 Wited Sates [147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 11
46.19. 85. 81 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 10
46. 19. 85. 236 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Inval i d ACK nunber noni t or 8
46. 19. 86. 120 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
109. 253. 133. 37 |lIsrael 147.237.77. 233 |atal .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 7
46. 19. 85. 70 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval id ACK nunber alert 7
46.19. 85. 70 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 7
46. 19. 86. 243 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert 7
46. 19. 86. 120 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval id ACK nunber alert 7
46. 19. 85. 203 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 7
46. 19. 86. 243 I 'srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 7
155. 254. 215. 153|Bahrain 147.237.77. 216 |dover.idf il SYN At ack SYN -> SYN-ACK -> RST noni t or 7
212.150.61.66 |lsrael 147.237.72. 167 |i shuri maka. i df . i [dr op Frst packet isn't SN drop 6
177.130. 213. 28 |Brazil 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 6
46.19. 85. 148 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d ACK nunber noni t or 6
82.81.132.17  |israel 147.237.77. 243 |mmbit e ior i1 | ©2MNG Bngine: TP Invalid invalid segnent retransmssi on. drop 6
Ret ransmi ssi on Packet dr opped.
213.8.92. 154 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
46. 19. 86. 106 I srael 147.237.0.34 |tikshuwv.idf.il [Bad TCP sequence Invalid ACK nunber noni t or 6
62.0.201.1 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
109. 253. 197. 64 |l srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
46.19. 85. 81 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval id ACK nunber alert 6
46.19.85.119  [israel 147. 237. 77. 216 |dover . i f . i1 Bad TCP sequence mﬁsg reansm wthdifferent | onitor |6
46.19. 85. 148 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval id ACK nunber alert
109. 253. 197. 64 |Israel 147.237.77. 216 |dover.idf.il SYN Attack noni t or
46. 19. 86. 99 I srael 147. 237. 77. 216 |dover i df . Bad TCP sequence m’cﬁsg ;ans”“ wthdifferent | oitor |5
46.19. 85. 19 I srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> Ti neout noni t or
109. 253. 203. 54 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
46.19. 85. 19 I srael 147. 237.72. 166 |aka. i df . Bad TCP sequence ﬁgﬁ‘sg rea”S”“ wehdifterent Joonitor |5
89.138.177.180 |lsrael 147.237.72. 156 |anan.idf .il SYN Attack SYN - > SYN ACK -> Ti neout noni t or 5
85. 130. 186. 3 I 'srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 4
46. 19. 86. 33 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 4
82. 80. 196. 44 | srael 147.237.72. 167 |i shurimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
77.139.46.101 |France 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
156.199. 21. 162 |Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 4
46.19. 85. 169 | srael 147.237.72. 167 |i shurimaka.idf.i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
217.132. 113. 211 srael 147.237.77. 243 |mmbit i1 | 2M NG Engine: TP Invalid —invalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
46. 19. 85. 236 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Invalid ACK nunber alert
2.53.20.151 I srael 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
46. 19. 85. 242 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.225.41 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 105
87.70. 20. 149 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 84
37.26.149.236 |[Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 24
37.26.147.130 |lsrael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 19
84.108.182.50 |[Israel 147.237.72. 166 |aka. i df . i | Ml tiple Unhauthorized URL Access from 84.108. 182. 50 B ock 18
109. 253. 142. 63 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
37.26.149.193 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 6
46. 19. 85. 102 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
176.13.242.90 |Israel 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
188. 120. 156. 152|I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 3
46.19.85.7 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
85.64.164. 138  [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
2.53.187. 163 | srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 2
2.55.161. 72 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
109. 253. 196. 130]I srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 2
109. 253. 129. 73 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
37.26.147.250 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
169. 229. 3. 91 Uited Sates [147.237.72.167|i shurimaka.idf.il Mitiple Illegal Byte Qode Character in Mthod from169. 229.3.91 |B ock 1
66. 249.79. 42 | srael 147.237.0.17 ;Tl in|y- kosher-kravi. T Irrlllrr;??(losiaerra}nlfrtae\:i Elngfw: r?a: r;?(/icr: eat ecapt chai nage. aspx None !
212.235.62. 200 |israel 147.237.77. 216 |dover . i df . i | muitgf?rillzlehib?z wg‘;;ﬁ?z;ﬂ ot ekl B ock 1
31.168. 125. 157 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 1
76.100.149. 61 |Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for wawu aka. i df . il /yohal an B ock 1
169. 229. 3. 91 Uhited Sates [147.237.77.170|nmarachot.idf.il Mitiple Illegal Byte Qode Character in Mthod from169. 229.3.91 |B ock 1
66.102.9. 26 Lhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Met hod PCST for aka.idf.il/main/ hone/ def aul t. aspx [B ock 1
169. 229. 3. 91 Lhited Sates |147.237.0.19 |[nadimatal .idf.il Mal formed LRL 3,5 s <»~qbe '&f2e B ock 1
89.237.70.101 |France 147.237.72. 166 |aka. i df . i | m;:(;’_“itjfd_ iLIh/arlrﬁihn(;rr:ozrri(/j d'e\f;ﬁ‘l’?_ ';‘S’LXK”O"‘" UL on B ock 1
37.26.148.199 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None

207. 46. 13. 42 Uited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.226 :A:WN chanat z. aka. i df I11egal HITP \ersion Bl ock 1
169. 229. 3. 91 Whited Sates [147.237.72.167]i shuri maka.idf.il NULL Character in Method B ock

66. 249. 93. 83 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237.76. 42/ styl el shar ed/ 960. css |Bl ock

46. 19. 85. 118 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 1
109. 253. 159. 2331 srael 147.237.76.42 |refuah.idf.il ﬂ?&;g;’lr;éefzﬁgﬁﬁezz ayout . css Bl ock 1
37.26.146.156 | srael 147.237.76.42 |refuah. i df il Sy 230 76, 45, 1519 ot of cae s Bl ock 1
185. 3. 147. 80 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
85. 65. 106. 67 I srael 147.237.72. 156 [anan. i df . i | V‘?;,;f ;L;’;'_tiegf Lna/urt]tr;(:;slz/i?nwu:_naﬁc.czfss, |0,n Bl ock 1
80. 246. 130. 65 I srael 147.237.76.31 |nakchal .idf.il 1D4§t ;;39;2?’52?&2?;2‘;%Ié";%jsm%g doc Bl ock 1
169. 229. 3. 91 Uited Sates [147.237.77.170|nmarachot.idf.il NLL Character in URL B ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.19 |madimatal .idf.il Mitiple Illegal Byte Qode Character in Method from169.229.3.91 |B ock 1
66. 249. 65. 50 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1437-he/ atal . aspx |B ock 1
91. 200. 12. 47 kr ai ne 147.237.77.233|atal .idf.il Distributed PHP Attenpt B ock 1
207.232.18.46 |lsrael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Bite Qode Character in LR Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.226 :vawv chanat z. aka. i df Mal formed URL Y97 B ock 1
84.108.182.50 |Israel 147. 237.72. 166 |aka. i df . i | chaut hori zeq /Li?‘p_’;ﬁfz;e}fo”es/ & uncief i e Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77. 170 |naar achot . i df . il Distributed Abnormal |y Long Request B ock 1
66.249.93.85  |Israel 147.237.76.42 |refuah.idf.il ﬂ??;g;r;éefzggﬁje&or et css Bl ock 1
46.19.86.233  |israel 147.237.76.31 |nakchal .idf.il fl?fltzg?.r;?gy?pfﬁfffigéffi | o5/ 8] 1665, doc Bl ock 1
80. 246. 136. 161 [l srael 147.237.0.19 |madimatal .idf.il Distributed Suspici ous Response Code B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.226 :A:MN chanat z. aka. i df Abnormal |y Long Request net hod Bl ock 1
169.229. 3. 91 Lhited Sates [147.237.0.19 |madimatal .idf.il Mitiple Il1legal Byte Gode Character in LRL from169.229.3.91 B ock 1
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