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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
185. 32. 179. 136 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 22
80. 246. 138. 145 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 11
2.55.133. 94 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 9
87.71.35.170 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 8
79.178.30. 171 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 7
2.55.154. 168 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
176.13.5.74 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
80. 246. 137. 155 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
37.26.146.211 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
80. 246. 138. 148 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
2.55.187.209 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 3
85. 65. 38. 117 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
2.53. 61. 221 | srael 147.237.77.216 dover.idf.il SYN Hood out of context drop 3
63. 141. 231. 197 Lhited Sates 147.237.76. 30 hi nush. i df . il bl ock-sp-trafl forvard 2
69. 30. 226. 220 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
2.53.7.143 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
176. 13. 243. 103 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 2
204. 12. 220. 82 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 forward 2
142.54.174. 83 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il bl ock-sp-traf 1 forward 2
208. 110. 84. 70 Lhited Sates 147.237.77.176 nat pash. i df . i | bl ock-sp-trafl forvard 1
69. 30. 226. 221 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-trafl forvard 1
191. 96. 249. 37 Gile 147.237. 76. 86 navy.idf.il B ack List dr op 1
109. 253. 195. 116 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
66. 240. 192. 138 Lhited Sates 147.237.76. 201 e atal.idf.il B ack List dr op 1
210.4.97. 2 Phi |i ppi nes 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
37.26.149. 151 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
176. 13. 240. 221 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
93. 174. 94. 235 Net her | ands 147. 237. 76. 148 gacenter.aka. i df .i | B ack List drop 1
69. 30. 227. 218 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forvard 1
63.141. 231. 211 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 forward 1
198. 20. 99. 130 Net her | ands 147.237.76. 86 navy.idf.il B ack List drop 1
120. 132. 50. 135 Chi na 147.237.77. 226 wwn chanmat z. aka. i df . i | |bl ock-sp-traf 1 forvard 1
37.142.72.31 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
95. 86. 109. 173 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
63. 141. 242. 195 Lhited Sates 147.237.72. 167 ishurimaka idf.il bl ock-sp-traf1 forvard 1
69. 30. 226. 220 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 forward 1
46. 19. 86. 13 | srael 147.237.77.216 dover.idf.il TCP handshake vi ol ation, first packet not syn|drop 1
109. 253. 140. 203 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
63. 141. 242. 195 Lhited Sates 147.237.77. 234 hal ag.i df .il bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|
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|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry |Signature

74.69.161. 0 147.237.76. 44 Lhited Sates e.refuah.idf.il ET SCAN Potential SSH Scan 2
185. 27. 106. 197 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 2
46. 19. 86. 47 147.237.77. 216 I 'srael dover . idf.il portscan: TCP D stributed Portscan 1
85. 65. 206. 142 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
37.26.147. 210 147.237.77. 216 I srael dover.idf.il portscan: TCP Distributed Portscan 1
77.139.141.81 147.237.77. 216 France dover.idf.il portscan: TCP DO stributed Portscan 1
74.69.161. 0 147.237.77. 176 Lhited Sates nat pash. i df . i | ET SCAN Potential SSH Scan 1
74.69. 161.0 147.237.77. 74 Lhited Sates lawidf.il ET SCAN Potential SSH Scan 1
195. 110. 40. 7 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
74.69.161.0 147.237.76. 34 Lhited Sates yohal an. i df .il ET SCAN Potential SSH Scan 1
74.69. 161.0 147.237. 8. 45 Lhited Sates e.eitanidf.il ET SCAN Potential SSH Scan 1
147. 236. 238. 41 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
66. 87. 150. 180 147.237.77. 216 Lhited Sates dover.idf.il portscan: TCP D stributed Portscan 1
92. 42. 162. 161 147.237.0.19 Russi an Federation nedi matal .idf.il  [ET SCAN NMAP -sS wi ndow 1024 1
41. 215. 36. 46 147.237.77. 233 Kenya atal.idf.il ET SCAN NVAP -sS w ndow 1024 1
81.218. 175. 84 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
74.69. 161.0 147.237.77. 178 Lhited Sates e. nat pash. i df .i | ET SCAN Potential SSH Scan 1
74.69. 161.0 147.237.77. 170 Lhited Sates naar achot . i of . i | ET SCAN Potential SSH Scan 1
74.69.161.0 147. 237.77. 61 Lhited Sates e.cogat.idf.il ET SCAN Potential SSH Scan 1
74.69. 161.0 147.237.76. 38 Lhited Sates eenmeitav.idf.il [ET SCAN Potential SSH Scan 1
192. 116. 205. 43 147.237.77. 216 I srael dover.idf.il portscan: TCP DO stributed Portscan 1
74.69. 161. 0 147.237.76. 31 Lhited Sates nakchal .idf.il ET SCAN Potential SSH Scan 1
178. 214. 89. 85 147.237.77. 176 Pal estinian Territory, Qcupied nat pash. i df .i | ET SCAN NVAP -sA (2) 1
74.69. 161.0 147.237.0. 33 Lhited Sates idf.il ET SCAN Potential SSH Scan 1
132.74.7.232 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address |Ste Signature
185.99. 17. 218 |Lebanon 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 51
210.4.97.2 Phi | i ppi nes 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 40
62.0.224.1 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 35
46.19.85.246  |israel 147.237.72. 167 [i shurimaka i i | ' SAM NG Engine: TP Invalid vl id segnent retransnissi on drop 33
Ret ransni ssi on Packet dr opped.
2.53.190. 42 I srael 147,237, 77. 243 mobi e i1 | S Ng Engine: TCP Invalid  invalid segnent retransnission drop 30
Ret r ansni ssi on Packet dr opped.
212.179. 90. 106 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 30
174.51.142. 186 |lLhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 29
174.51.142.186 |Whited States |147.237.77. 216 |dover. i df i Bad TCP sequence mﬁsg rea”s”“ wthdifferent | oitor |28
46.19. 86. 173 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 26
43. 250. 158. 6 I ndi a 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 19
46. 19. 86. 20 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 17
176.13.4.23 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 12
37.26.147.221 |israel 147,237, 77. 243 mobi e i1 | S Ng Engine: TCP Invalid  linvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
212.235.98. 139 |[Israel 147.237.76.31 |nakchal .idf.il dr op Frst packet isn't SN drop 12
2.55.169.110  |Israel 147.237.77. 243 |rvi e i1 | AMNG Bngine: TCP Invalid - invalid segnent retransmission drop 12
Ret ransm ssi on Packet dr opped.
46. 19. 85. 34 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
80. 246. 138. 145 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 11
46. 19. 85. 212 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
80. 246. 138. 145 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 11
109. 253. 136. 185|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
46. 19. 85. 55 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
185. 32.179. 136 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
46. 210. 168. 24 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 10
46. 19. 85. 12 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 10
46. 19. 85. 92 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
185.32.179. 136 |l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 9
62.0.201.1 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 9
176. 13. 4. 153 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
2.55.168.128 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
109. 253. 136. 233l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
46.19.85.249  |israel 147 237.72. 167 [i shurimaka i i | ' SAM NG Engine: TP Invalid — invalid segnent retransnissi on drop 9
Ret r ansn ssi on Packet dr opped.
45. 35. 64. 142 Lhited Sates |147.237.77.216|dover.idf.il drop First packet isn't SN drop 9
46. 19. 86. 193 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 9
109. 253. 140. 187l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
31.168.13.78 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
46. 19. 85. 209 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
176. 13. 251. 122 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
50.178.38.187 |lhited Sates |147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 8
46.120. 245.36  |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 8
109. 253. 146. 33 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
100. 92. 235. 33 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
50.178.38.187 |[Uited Sates [147.237.72.166 [aka.idf. il Bad TCP sequence mﬁsg rea”s”“ wthdifferent | oitor s
77.125.3.181 | srael 147.237.72. 167 |i shuri maka. i df . i |[dr op Frst packet isn't SWN drop 8
185. 32.179. 136 |l srael 147.237.77. 216 |dover.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 8
46.19.86.5 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
46. 19. 86. 81 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 8
82. 166. 190. 42 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 8
46. 19. 86. 111 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
176.13.9. 88 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 7
79.177.170.78 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
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|Top Attackers In V\AF|

Attacker Address étuiikre; Target Address |Site Sgnature /?ca\t/ii (;i ‘Count
2.55. 38. 69 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 118
185.32.179. 109 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 68
2.53.32.222 I srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 52
37.26.149.236 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 47
176.13.22. 243 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 32
176. 13. 230. 156 |l srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 32
188. 120. 156. 152|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 19
37.26.149.239 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 17
121. 205. 226. 157|Chi na 147.237.77.74 |lawidf.il Ml ti pl e Unhaut hori zed URL Access from 121. 205. 226. 157 B ock 7
10. 161.81. 9 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for ww aka. i df.il/ishurindnain/ B ock 7
192. 116. 148. 105|1 sr ael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka.idf.il/sip storage/files/4/  |B ock 5
91. 228. 248. 251 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/igrot/igerethonas/ B ock 4
109. 253. 196. 130l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 86. 121 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
176. 13. 233. 219 |Israel 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 3
2.55.136. 145 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 3
85. 250. 69. 115 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
37.26.147.221 |[israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 3
121. 205. 226. 157 |Chi na 147.237.77.74 |lawidf.il PHP Attenpt B ock 3
176.13.18.164 |lIsrael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 3
109. 253. 157. 209]1 srael 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 3
46. 19. 86. 102 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
37.26.149.188 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
37.26.149.212 |[israel 147.237.0.19 |madi matal .idf.il O stributed Suspicious Response Code B ock 2
185. 110. 110. 18 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka.idf.il/main/ B ock 2
109. 64. 186. 136 |l srael 147. 237.72. 156 |anman. i df . i | DO stributed Suspici ous Response Qode B ock 2
212.235.62.200 |Israel 147.237.77. 216 |dover. i df . il D stributed Waut horized HTTP Met hod B ock 2
37.26.149.164 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
212. 235.62. 200 I srael 147. 237.77. 216 |dover . i df . i | m“itgﬁriilzle:eblf: Wf)cr;;isz;oi ot ekt B ock 2
185.32.179.26 |l srael 147.237.77.216|dover. i df .il Untraceabl e SSL Sessions: Qpen Mde None 2
192.198. 151. 45 |Eur ope 147.237.72. 166 |aka. i df . i | m;‘:ﬂt? iﬂa#;ihn(;rrjozni? d"g;ﬂ??.;g;xmom R on B ock 1
80.246.133.32 |Israel 147.237.76.31 |nakchal . i df .| ot ated Mt hori zed R ool Bl ock 1
2.55. 38. 69 I srael 147.237.0.19 |nadimatal .idf.il SSL Untraceabl e Connection - Cpen Mde None 1
169. 229. 3. 91 Uhited Sates [147.237.76.42 |refuah.idf.il Dstributed Il1egal Byte Qode Character in Mthod B ock 1
77.125.40.172  |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to v idf.il/tenpl ates/article/null B ock 1
46. 19. 86. 247 I srael 147.237.77.216|dover . i df .i | Illegal HTTP Version 26 Sep 2016 10:29: 25 GVI' Bl ock 1
220.181.108. 95 |China 147.237.77. 226 :’TMN chanat z. aka. i df Unhaut hori zed LR Access to www chamat z. aka. i df . i | / 404. aspx B ock 1
40.143.136.38 |lhited Sates [147.237.72.156|anan.idf.il Unaut hori zed URL Access to 147.237.72. 156/ i ndex. php Bl ock 1
84.108. 189. 108 |l srael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in LR B ock 1
79.177.120.73 [israel 147.237.77.216|dover.idf . il PHP At t enpt B ock 1
31. 209. 49. 74 Sweden 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to waw idf.il/francais Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.200|ei tan. aka.idf.il Mitiple Illegal Byte Gode Character in Method from169.229.3.91 |B ock 1
138.134.102. 16 I srael 147. 237.77. 216 |dover . i df . i | O 2 A e L ver. asox. 14 Bl ock 1
52.69.6.159 Japan 147.237.0. 17 ;n in|y- kosher-kravi.. T ﬂ?.ng(?).ré).zf?/mﬁfc?ncsezjse/tsoerveri nfo.jsp B ock !
109. 64. 154. 232 |l srael 147.237.72. 156 |anan. i df . i | O stributed Suspicious Response Code B ock 1
210.4.97.2 Phi | i ppi nes 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to www i df.il/894-en/idf gdover. aspx Bl ock 1
80. 246. 138. 115 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
2.55. 63. 151 I srael 147.237.77.216|dover.idf . il Unt raceabl e SSL Sessi ons: (pen Mbde None 1
169. 229. 3. 91 Lhited Sates |147.237.76.42 |refuah.idf.il Distributed Ml forned UR Bl ock 1
77.138.93. 36 France 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
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