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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
66. 249. 93. 87 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
109. 66. 33. 99 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 6
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
37.237.192. 39 Iraq 147.237.77. 216 dover.idf.il TP Scan (vertical) dr op 3
109. 65. 72. 179 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
209. 126. 136. 2 Lhited Sates 147.237. 76. 44 e.refuah.idf.il B ack List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 148 ggcenter. aka. i df.il|B ack List drop 1
185.94.111. 1 Russi an Federation 147.237.76. 86 navy.idf.il B ack List dr op 1
84.52.98. 134 Russi an Federation 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 30 hi nush. i df .i | B ack List drop 1




09-26-2016-12:04:00 to 09-26-2016-13:04:00

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1 ure Devi ce Action

106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 12
5.29.217. 24 I srael 147.237.72. 156 aman.idf.il |[32390: HITP. Suspicious User-Agent (Mzilla) Bl ock 4
91. 194. 84. 106 Ger many 147.237.77. 216 dover.idf.il |Cl000074: HITP. majestic bot Permit

66. 249. 76. 112 I srael 147.237.72. 166 aka.idf.il 13840: TLS. QpenSSL Heartheat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Ki ngdom

109. 253. 146. 97 [147.237. 77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
5.22.134. 94 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
106. 38. 241. 106 [147.237. 72. 166 |Chi na aka.idf.il SER\/ER APACI—E.Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt
82. 81. 39. 86 147.237. 72. 166 |I srael aka.idf.il portscan: TGP D stributed Portscan 1
79.181.54.206  [147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
217.132.162.85 |147.237.77.216 | srael dover.idf.il portscan: TGP D stributed Portscan 1
77.138.234. 120 |147.237.72. 166 |France aka.idf.il portscan: TGP D stributed Portscan 1
212.179.62.20 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
41. 215. 36. 46 147.237.76. 38 |[Kenya eenetav.idf.il ET SCAN NVAP -sS w ndow 1024 1
208. 80. 155. 255 |147.237.77.74 |Wited Sates |[lawidf.il ET PALICY I nconing Basic Auth Base64 HITP Password det ected 1
unencr ypt ed
41. 215. 36. 46 147.237.0.19 |Kenya madi matal .idf.il ET SCAN NVAP -sS w ndow 1024 1
139. 162. 187. 89 [147.237.76. 147 |Wited Sates |chinuch. aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
37.26.148.141 |147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
113. 240. 250. 154|147, 237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
13.90.253. 185 [147.237.8.28 |Wited Sates |e nobile-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
109. 64. 133. 163 |147.237. 77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
2.53.1.82 147.237.77. 216 |I srael dover.idf.il portscan: TCQP D stributed Portscan 1
82.81.250.134 |147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
81.218.181.49 |[147.237.77.216 |l srael dover . idf.il portscan: TCQP D stributed Portscan 1
79.176. 128. 121 |147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
212.179.177.58 |147.237.77. 216 |Israel dover.idf.il portscan: TGP D stributed Portscan 1
41.215. 36. 46 147. 237.76. 44 |Kenya e.refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
212.179.23.25 |147.237.72. 166 |l srael aka idf.il portscan: TCP D stributed Portscan 1
41.215. 36. 46 147.237.0.33 |Kenya idf.il ET SCAN NVAP -sS w ndow 1024 1
192, 118. 132. 220|147. 237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
41. 215. 36. 46 147.237.0.16 |Kenya ny-kosher-kravi.idf.il |ET SCAN NVAP -sS w ndow 1024 1
113. 240. 250. 154(147. 237. 76. 197 |Chi na e hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
31.24.228. 20 147.237.76.30 |Uted hi nush. i df i ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

Attacker Address étuiikre; ‘Target Address |Ste Signature z\t/: (;i
62.0.205.1 | srael 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SN drop 32
2.53.190. 42 I srael 147.237.77. 243 |nubi 1 e.i df .i Streamng Engi ne: TCP Inval id finvalid segnent retramsmission |, o, 30
Ret ransm ssi on Packet dr opped.
223.24.36.2 Thai | and 147.237. 77. 243 |robi 1 e i df . i | Streaning Engine: TCP Invalid |invalid segnent retransnission drop 27
Ret r ansn ssi on Packet dropped.
46. 19. 85. 177 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 24
77.138.218.231 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 23
66. 249. 93. 85 Eur ope 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 22
66.249.93.85  |Europe 147. 237. 77. 216 |dover . of .i | drop gr"egﬁféfgegfgé SYN packet - RST|y 22
66. 249. 93. 85 Eur ope 147. 237. 77. 216 [dover.i df . il Bad TCP sequence Invalid ACK nunber alert 22
46.19. 85. 146 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 19
196. 15. 164.10 |South Africa |147.237.72. 167 |ishurimaka.idf.il drop First packet isn't SYN drop 17
46.19. 85. 146 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 16
196.15.164. 10  [South Africa [147.237.72. 167 |i shurimaka. i df.il Bad TCP sequence moni tor |14
87.69.40.170 [ srael 147. 237. 77. 216 |dover i . i Bad TCP sequence mﬁsr;;ansmt wthdifferent | onitor |13
141. 226. 218. 97 |l srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 12
31.168.52.118 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
46. 19. 85. 67 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 12
46. 19. 85. 67 I sr ael 147.237.76.42 |refuah.idf.il Bad TCP sequence I nval i d ACK nunber moni tor |11
66. 249. 93. 83 Eur ope 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
196. 15. 164. 10 South Africa |147.237.72.167 |ishurimaka.idf.il SYN At t ack SYN - > SYN- ACK -> Ti meout noni t or
66.249.93.83  |Europe 147.237. 77. 216 |dover i df . drop g:eésﬁftesgego:é SYN packet - RST |y o 9
196. 15.164.10 |South Africa [147.237.72. 167 |ishurimaka.idf.il Bad TCP sequence Invalid ACK nunber alert
66. 249. 93. 83 Eur ope 147.237.77. 216 |dover. i df .| Bad TCP sequence I'nval i d AGK nunber alert
87. 69. 40. 170 I srael 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
212.143.187.65 |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdgitvrsac'znlt wth dfferent monitor (8
196. 15. 164. 10  [South Africa [147.237.72. 167 |i shurimaka. i df.il Bad TCP sequence I'nval i d AGK nunber moni tor |7
46. 19. 86. 85 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber moni tor |7
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
46.19. 85. 147 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Invalid ACK nunber aert 6
217.194.203.52 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
176.13.235.95 | srael 147.237.77. 243 |robi L e. i of . | Streaming Engi ne: TCP Inval id finvalid segnent retransmssi on, drop 6
Ret r ansn ssi on Packet dropped.
62.0.224.1 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 6
46. 19. 85. 28 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber alert 6
46. 19. 85. 147 | srael 147.237. 77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
109. 253. 192. 169|l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
80. 246. 130. 8 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber alert 6
46. 19. 86. 135 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 6
66. 249. 93. 85 Eur ope 147.237. 77. 216 |dover.idf.il D rect ory Traver sal directory traversa overflow noni t or 6
46. 19. 85. 28 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber nonitor 6
83.130. 75.123  |lsrael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 6
87.69.40.170 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 177 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor 6
83.130. 75.123  |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46.19. 85. 95 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nvalid ACK nunber aert 5
46. 19. 85. 95 I srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d AGK nunber nonitor |5
176.13.10. 254 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
46.19. 85. 27 I srael 147.237.72. 167 |i shuri maka. i df .i | SYN Attack SYN -> SYN-ACK -> RST monitor |5
46.19.86.135  |[israel 147. 237.72. 166 |aka. i f . Bad TCP sequence mﬁsr;;ansmt wthdifferent | oitor |5
46.19.86.119  |israel 147.237.77. 226 | "} chanatz. aka. 1df 1pad TCP sequence Inval i d ACK nunber monitor  [5
62. 0. 219. 129 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop
46. 19. 85. 146 I srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or




09-26-2016-12:04:00 to 09-26-2016-13:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
109. 253. 198. 94 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 86
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 Bl ock 84
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock 78
176. 13. 230. 156 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 72
2.53. 136. 255 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response CQode Bl ock 65
2.55.130. 71 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 43
80. 246. 137. 133 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 38
109. 253. 142. 190|1 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode Bl ock 37
176.13.12. 172 |Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 23
46. 19. 86. 85 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 21
84. 95. 208. 20 I srael 147. 237.77. 226 V\:V\:W chamat z. aka. i df Mil tipl e Unaut horized UR. Access from 84.95. 208. 20 Bl ock 20
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df .i | Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 Bl ock 12
60.181. 128. 232 [China 147.237.77.216|dover.idf .i | Ml tipl e Unaut horized URL Access from 60. 181. 128. 232 B ock 11
109. 253. 222. 163|I srael 147.237.0.19 [madimatal .idf.il O stributed Suspicious Response Code Bl ock 8
176.13.237.14 |lIsrael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode Bl ock 8
193.34.56.101 |Israel 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gde Character in URL B ock 7
84. 94. 120. 47 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock 5
109. 253. 214. 197|1 sr ael 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Qode Bl ock 4
60. 181. 128. 232 [China 147.237.77.216|dover. i df .i | Dstributed PHP Attenpt B ock 4
200.88.198.1 | srael 147.237.72. 166 |aka. i df . i | m“;?:rl ! d?‘_eidl/l':;j; n/jcs‘;‘ff; ;/OCSSSpi o hic B ock 4
109. 253. 209. 104|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
132.72.138.1  [Israel 147.237.76.86 |navy.idf.il m“;:\?;.'izd?i e Singrsacjec; £l es/ 3 s 263350 1612, pg Bl ock 3
46. 19. 85. 39 I srael 147.237.0.19 |nadimatal .idf.il O stribut ed Suspicious Response Qode Bl ock 3
84. 95. 208. 20 I srael 147.237.77. 226 WIVTN chanat z. aka. i df PHP At t enpt B ock 3
80. 246. 136. 161 [Israel 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 3
31.210. 187. 114 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock 3
120. 86. 227. 104 [China 147.237.77. 216 |dover . i df . i | Mil tipl e Unaut hori zed URL Access from 120. 86. 227. 104 Bl ock 3
2.55.28. 142 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspicious Response Code Bl ock 3
37.26.148.229 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
2.53. 156. 40 I srael 147.237.77. 243 |nobi | e. i df . i | r:a){)f‘rgt o lelplesgcﬁlﬂ icﬁgn'gt‘sﬁxf;d in Bl ock 2
46. 19. 85. 151 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None

5. 29. 205. 159 I srael 147.237.77.216|dover. i df .i | D stributed Uhaut hori zed HTTP Met hod B ock

84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 Bl ock
66.249.76.85 [ Israel 147.237.76.42 |refuah. i df il a7 2. 76 43) 904 5682- hef 1 ef uah. aspx B ock 1
61.8.244.132  |Astralia 147.237.72. 166 |aka. i df . i | m“;grii dﬁ‘??l ;‘bn;jhr?/dsaﬁ/?;mpaysl i p. s Bl ock 1
84.95. 85. 110 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
46. 19. 86. 132 I srael 147.237.77.216|dover. i df .i | D stributed Lhknown HTTP Request Met hod B ock 1
176. 13. 228. 164 |l srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Qode Character in URL Bl ock 1
79.181. 248. 167 |l srael 147.237.72.167|i shuri maka. i df .i | Untraceabl e SSL Sessions: (pen Mde None 1
31.168. 226. 132 |israel 147. 237.72. 166 |aka. i df . i | m“;:gi' dzfe.(: Iﬁmpn‘;‘;zzia;;’undeﬂ e Bl ock 1
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | i‘&%mﬂ&ﬁ?ﬁfg - Protocol violation None 1
66.249. 66. 188 |l srael 147.237.76.42 |refuah.idf.il e o oo "t uah aspx Bl ock 1
212.235.62.200 |[lIsrael 147.237.77. 216 |dover . i df . i | Distributed Unaut hori zed HTTP Met hod B ock 1
46.116.90.65  |Isral 147.237.76.42 |refuah.idf.il el paut ort zed ;RJaﬁC;ZZi on Bl ock 1
176.13.248.80 |Israel 147.237.77. 216 |dover.i df .i | SSL Untraceabl e Connection - Cpen Mde None 1
169. 229. 3. 91 Lhited Sates |147.237.0.34 |tikshuv.idf.il Illegal Byte Gode Character in Header Nane Bl ock 1
82. 80. 55. 83 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
66. 249. 93. 85 I srael 147.237.77. 216 |dover.i df .i | Dstributed LR is Avove Root Drectory Bl ock 1
2.55. 151. 66 I srael 147.237.77.243|nobi l e. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
66.102. 9.6 lhited Sates [147.237.72.166|aka. i df . i | m“;:;rii;‘f‘: I'}bg?]‘/jhzcnff dfe]?;ul (. aspx Bl ock 1

09-26-2016-12:04:00 to 09-26-2016-13:04:00




