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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
185. 32. 179. 69 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 20
2.53. 140. 230 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9
79.180. 122. 72 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 8
5.29.171. 20 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
77.127.73. 83 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
77.139. 26. 28 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
141. 226. 217. 239 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
104. 238. 145. 167 Lhited Sates 147.237.76.176 test.ncore.idf.il|B ack List drop 1
109. 253. 220. 112 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
185. 32. 179. 105 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
134.134. 139. 76 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
212.235.116. 236 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnature Devi ce Action |Count
51.255. 48. 155 France 147.237. 76. 86 navy.idf.il C1000074: HTTP: naj estic bot Permit 2
51. 255. 48. 155 France 147.237.77. 216 dover.idf.il |Cl000074: HITP. najestic bot Per nirt 2
195. 154. 255. 20 France 147.237.76. 86 navy.idf.il C1000074: HTTP. maj estic bot Per nirt 2
195, 154. 255, 20 France 147.237.77. 74 lawidf.il CL000074: HTTP. maj estic bot Per nit 2
2.53.172. 253 I srael 147.237.72. 166 aka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1
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|Top Attackers In |D|

Attacker Address

| Target Address

Attacker Qountry

dte

|Signature

211. 149. 244. 79 147. 237. 76. 86 Chi na navy.idf.il ET SCAN NVAP -sS wi ndow 1024 1
31.24.228.20 147.237.76.176  [hited K ngdom test.ncore.idf.il |ET SCAN NVAP -sS w ndow 1024 1
185. 32. 179. 213 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
141.226.217.125  |147.237.77.216  [israel dover.idf.il portscan: TCP D stributed Portscan 1
113.240. 250. 154  |147.237.8.50 Chi na e.tikshuv.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
82. 81. 209. 181 147.237.77.216  [Israel dover . idf.il portscan: TCP D stributed Portscan 1
80. 179. 223. 150 147.237.77.216  [israel dover . idf.il portscan: TCP D stributed Portscan 1
54.175. 4. 38 147.237.77.216  |wited Sates dover.idf.il portscan: TCP Distributed Portscan 1
31. 168. 250. 82 147.237.77.233  [Israel atal.idf.il ET SCAN NVAP -sA (2) 1
213.151. 35. 213 147.237.77.216  [israel dover . idf.il portscan: TCP D stributed Portscan 1
31.24.228.20 147.237.77.205  [uhited Kingdom prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
185.129. 148. 230  |147.237.77.235 [Latvia svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
2.53.146. 122 147.237.77.216  [israel dover . idf.il portscan: TCP D stributed Portscan 1
176. 13. 23. 217 147.237.77.216  [israel dover.idf.il portscan: TCP Distributed Portscan 1
121. 46. 106. 39 147.237.72. 14 I ndi a dover.idf.il(old) |ET DROP Spanhaus DRCP Listed Traffic |nbound 1
85. 250. 231. 203 147.237.77.216  [israel dover . idf.il portscan: TCP D stributed Portscan 1
81.218. 124. 66 147.237.77.216  [israel dover.idf.il portscan: TCP Distributed Portscan 1
58. 218. 200. 137 147. 237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 73 147.237.77.216  [israel dover . idf.il portscan: TCP D stributed Portscan 1
31.154.81. 32 147.237.77.216  [israel dover.idf.il portscan: TCP Distributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address | . ry Target Address ‘S te ‘Signature
91. 195. 162. 254 |Israel 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 29
46.19. 86. 181 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 19
212.179.90. 106 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 18
109. 253. 143. 21 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 15
141. 226. 217. 239|I srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 14
84.109. 194. 208 |israel 147.237.76.42 |refuah.idf.il |Bad TCP sequence Sszzée“a”s"“ wth different wndow| oivor |14
46.19.85.110  |israel 147.237.76. 42 |refuenicr.i1 |2 €AMNg Engine: TP Invalid Invalid segnent retransmssion. drop 13
Ret r ansm ssi on Packet dr opped.
109. 253. 132. 223l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
46.19.85.251  |Israel 147, 237. 76. 200 e tan. aka i of || SN NG Engine: TCP Inval i d Invalid segnent retransnssi on drop 12
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 137 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 12
46. 19. 86. 204 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
46.19.86.106  |israel 147.237.76. 42 |refuenicr.i1 |2 €AMNg Engine: TP Invalid Invalid segnent retransmssion. drop 12
Ret r ansm ssi on Packet dr opped.
82.80.219.164 |israel 147, 237. 76. 200 e tan. aka i of || S NG Engine: TCP Inval i d nvalid segnent retransnssion. drop 12
Ret r ansni ssi on Packet dr opped.
109. 253. 220. 112|l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 11
89. 138. 124. 154 |lIsrael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert 11
89. 138. 124. 154 |l srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 11
89.138.124. 154 |l srael 147.237.77.216|dover.idf.il |(Bad TCP sequence Inval i d sequence nunber noni t or 11
46. 19. 85. 168 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber aert 10
46. 19. 85. 168 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 10
176. 13. 22. 186 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 10
176.13.236.20 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 10
109. 253. 137. 176l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 10
176. 13.15. 72 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 9
2.53.177. 64 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 9
185. 32.179. 172 |l srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 9
89.138. 124. 154 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
89.138.124. 154 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
2.53.170. 183 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 8
46.19. 85. 250 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
46. 19. 86. 159 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
5.28.178. 189 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
176. 13. 230. 147 |l srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 8
62.0.212. 201 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
2.53.133. 86 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 8
62.0.251. 1 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 7
109. 226. 28. 148 |l srael 147.237.77.216 |dover.idf.il |SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 7
87. 69. 89. 156 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
176.13. 3. 119 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
62.90.202.180 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
2.55.178. 222 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
2.55.137.3 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
192. 114. 105. 254 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
77.138.52.97 France 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
46. 19. 85. 11 | srael 147.237.77. 216 |dover.idf.il |dr op First packet isn't SN drop 7
77.127.31.160 |lsrael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
109. 66. 116.90 |l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 7
2.53.178.106 | srael 147 237.77. 243 |oti 1 e i oy [ €AMNG Engine: TCP Invalid Invalid segnent retransmssion. drop 6
Ret r ansm ssi on Packet dr opped.
46. 19. 85. 194 I srael 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert
46.19. 86. 103 I srael 147.237.77. 216 |dover.idf.il [Bad TCP sequence Inval i d ACGK nunber noni t or 6
109. 253. 212. 133|lI srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
2.55.130.71 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 205
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock 90
80. 246. 137. 215 |[Israel 147.237.0.19 [madi matal .idf.il O stributed Suspicious Response Code B ock 87
2.53.40. 235 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 83
109. 253.197. 25 |l srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 70
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Unaut horized URL Access from 84. 95. 208. 20 B ock 52
2.53.136. 255 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 48
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | D stributed PHP Attenpt B ock 11
62.219.238.54 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTIONS for waw aka. i df.il/ B ock
109. 253. 198. 94 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mil ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock
84. 95. 208. 20 I srael 147.237.77. 226 }AM:A" chamat z. aka. i d PHP At t enpt B ock 5
84. 95. 208. 20 I srael 147.237.77. 226 }MA:A'/ chamat z. aka. i d Mil ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 5
84. 95. 208. 20 I srael 147.237.76.200(ei tan. aka. i df . i | Ml tiple Unaut horized URL Access from 84.95. 208. 20 B ock
81.218.34.242 |lIsrael 147.237.76.31 |nakchal .idf.il Distributed Unaut horized HTTP Met hod B ock
37.26.148.149 |[Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock
46.19.86.115  [Israel 147.237.76.42 |refuah. i df il Pevaneter Type Molaton o L?f?g;ﬁ”;;fcem deriStxt@ntent inJpock |3
84. 95. 208. 20 I sr ael 147.237.77.233|atal .idf.il PHP Attenpt Bl ock 3
79.178. 48. 109 | srael 147.237.77. 226 ¥W\:A|/ chamat z. aka. i d Uhaut hori zed URL Access to waw chanat z. aka. i df . i 1/404. aspx B ock 3
46. 19. 86. 213 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
81.218.34.242 |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to v nakhal .idf.il/sip storage/files/2/ [B ock 3
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP At t enpt B ock 2
46.121. 115. 171 |[Israel 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut horized Method for Known URL from 46.121.115. 171 |B ock 2
109. 253. 197. 220|1 sr ael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 2
212.235.62.200 |[Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to ww i df.il/hebrew organi zati on/ nakhal |Bl ock 2
2.55.175. 122 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
46.19. 86. 193 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 2
2.53.131. 123 I srael 147.237.0.19 |[madi matal .idf.il O stributed Suspicious Response Code B ock 2
109. 253. 201. 124|Isr el 147.237.76.42 |refuah.idf.il O ted e rorized éﬁj‘aﬁczgsx on Hock |1
66.249.76.87 I srael 147.237.76.42 |refuah.idf.il e oo o e et v aspx Bock |1
189. 218.218.94 |Mexi co 147.237.0.19 |nadimatal .idf.il Redundant HTTP Headers Cont ent - Type Bl ock 1
84.108.87.238 |[Israel 147.237.77.233|atal .idf.il Lhaut hori zed URL Access to waw atal . idf.il/wp-1ogin. php B ock 1
217.132.63.220 |1 srael 147.237.76.42 |refuah. i df il oot ated Lt hori zed of vt e Bock |1
187.160. 97. 180 |Mexi co 147.237.0.15 |kosher-kravi.idf.il |[Miltiple Redundant HITP Headers in header Content- Type Bl ock 1
Illegal Byte (Gode Character in Mthod
169.229. 3. 91 Lhited Sates |147.237.76.39 |nobile.neitav.idf.il |Nfoth™E [tel.[[#20]] & hUAS! . p6Ki "—-?[ [ #25] ] O [ #29] ] 444" ¥4 E |B ock 1
A-or3[[#16]]
201. 173. 160. 130|Mexi co 147.237.77.74 [lawidf.il Ml tipl e Redundant HTTP Headers in header Content- Type B ock 1
194.90.99.193  [Israel 147. 237.77. 216 |dover . i df . i | Vt\m ir;fb.“itﬁ? ni"gaeit/th'elzteft :i_app,c;:(‘;ss on Bl ock 1
169.229.3.91  |tited Sates |147.237.0. 17 (rjnfnlyl kosher -kravi . i I1legal Byte Gode Character in LR B ock 1
66.249.69.228 |lsrael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to v i df.il/dover B ock 1
187. 252. 229. 206 |Mexi co 147.237.76.42 |refuah.idf.il Mil ti pl e Redundant HITP Headers in header Content - Type B ock
2.24.14. 15 LK!iﬂr:gegom 147.237.76.42 |refuah.idf.il Ostributed NILL Character in Method Bl ock 1
109. 67. 202. 232 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135- he/ atal . aspx B ock 1
212. 235. 62. 200 |l srael 147.237.77.216|dover. i df . i | D stributed Waut hori zed HTTP Mt hod B ock 1
46.19. 86. 220 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
180. 76. 15. 157  |Chi na 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to v arman.idf.il/list5. htm B ock 1
81.218.241.25 [Israel 147.237.77. 216 |dover.idf .il Unaut hori zed URL Access to waw i df.il/inages/ 1. he/ send_but.png |B ock 1
201.172.63.173 |Mexico 147.237.77.235|sviva.i df . i | Ml tipl e Redundant HTTP Headers in header Content- Type Bl ock 1
2.55. 135. 95 I srael 147. 237.72. 166 |aka. i df . i | 3/;; ;IL ;Li'td?‘.’iwmﬁ?zsﬁj iu; i’°|°°ess on Bl ock 1
169. 229. 3. 91 Uhited Sates [147.237.76.31 |nakchal .idf.il Mitiple Illegal Byte Qode Character in URL from169. 229, 3. 91 B ock 1
2.53.43. 241 I srael 147.237.72. 166 |aka. i df . i | mu;:;rii dﬁ‘f(?l')‘::a?zfs:ﬁ;;;’gwt aspx Bl ock 1
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