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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action |Count |
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
84. 95. 208. 20 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 6
37.142.11. 16 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
84.94. 208. 121 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
85. 250. 214. 228 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
31.168. 74. 67 | srael 147.237.77. 216 dover.idf.il B ack Li st drop 2
210. 19. 13. 209 Ml aysi a 147.237.76. 177 ncore.idf.il JLM Under At tack_Con_Tcp dr op 1
45. 32. 205. 135 Net her | ands 147.237.76. 199 e.nakchal .idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry get Address |Site |Sgnature Devi ce Action |Count |
213.174.55. 11 Ger many 147.237.77.233 |atal .idf.il |5670: HITP. SQ Injection (SELECT) B ock 12
87.242.112. 45 Russian Federation |147.237.72.166 |aka.idf.il [6134 HITP. SQ Injection Variable Decl aration Bvasion B ock 11

50. 63. 196. 229 Lhited Sates 147.237.77.233 |atal .idf.il |5670: HITP. SQ Injection (SELECT) B ock 6
87.242.112. 45 Russian Federation |147.237.72.166 |aka.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6
176.9. 131. 69 Ger many 147.237.72.166 |aka.idf.il |Cl000074: HITP. najestic bot Per nirt 3
88.198. 16. 12 Ger many 147.237.77.216 |dover.idf. il |ClL000074: HTTP. majestic bot Per nirt 3
87.242.112. 45 Russi an Federation |147.237.72.166 |aka.idf.il 9785 HITP SQ Injection (Referer Header) B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature
87.242.112. 45 |147.237.72. 166 gZSia”. akaidf.il SQ Injection - Select From 46
lerat i on
213.174.55.11  |147.237.77. 233 |Ger many atal.idf.il SQ Injection - Select From 27
50. 63. 196. 229  |147.237.77.233|Wited Sates aal.idf.il SQ Injection - Select From 10
2.55.129. 196 147.237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 64. 174. 124 |147.237. 77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
2.53.21.83 147.237. 77. 216 I srael dover.idf.il [portscan: TGP D stributed Portscan 1
84.108.238.64 |[147.237.77.216 |l srael dover.idf.il |portscan: TCP Distributed Portscan 1
82. 80. 176. 99 147.237.77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
80.246.137.72  |147.237.77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
62.90. 159. 249  [147.237. 77. 216 |l srael dover.idf.il |portscan: TCP Distributed Portscan 1
212.179. 132. 204147. 237. 77. 216 || srael dover.idf.il |portscan: TCP D stributed Portscan 1
46.161.40.17  [147.237.8.46 gjj:tnim e.chinuch.idf.i{ET SCAN NVAP -sS wi ndow 1024 1
195. 200. 205.2  |147.237.77. 216 |I srael dover.idf.il |portscan: TCP Distributed Portscan 1
37.142.183.36  [147.237.77. 216l srael dover.idf.il |portscan: TCP D stributed Portscan 1
163.172.129. 15 |147.237.76.86 |Uhited Ki ngdom |navy.idf.il ET SCAN NVAP -sS w ndow 1024 1
5.102. 196. 180  [147.237.77. 216 |l srael dover.idf.il |portscan: TCP Distributed Portscan 1
109. 253. 130. 109|147. 237. 72. 166 |I srael aka idf.il portscan: TCP DO stributed Portscan 1
2.53.186. 194 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
82.166.219. 64 |[147.237.72. 166 |l srael aka.idf.il portscan: TCP O stributed Portscan 1
81.218.53.186 [147.237.77. 216l srael dover.idf.il |portscan: TCP D stributed Portscan 1
79.177.27.88 147.237.77. 216 (I srael dover.idf.il |portscan: TCP D stributed Portscan 1
199. 203. 63. 239 |147.237. 77. 216 |I srael dover.idf.il |portscan: TCP Distributed Portscan 1
46.116.80.214  [147.237.77. 216l srael dover.idf.il |portscan: TCP D stributed Portscan 1
194.90. 191. 193 [147.237.77. 216 |I srael dover.idf.il SER\/ER APAO_E_ Apache mod_ssl non- S8 connection to SSL port 1
deni al of service attenpt

13.90.253. 185 |147.237.76. 199 |Lhited Sates e.nakchal .idf.i|ET SCAN NVAP -sS w ndow 1024 1
163. 172. 129. 15 |147.237.76.30 |[United Kingdom |hinush.idf.il [ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

At acker

Count ry

Target Address ‘ Ste

‘Signature

SYNretransnmit wth different w ndow

81. 218. 89. 58 | srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence scal e noni t or 36
2.53.175.64  |Israel 147, 237.77. 243 |obi e i o 11 | €AM NG Engine: TP Invalid nval i d segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dropped.
62.0.201.1 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 23
176. 13. 251. 221 |I srael 147, 237. 77, 243 |mbil e i o1 [} €M NG Engine: TCP Invalid nval i d segnent retransmssi on. drop 23
Ret ransmi ssi on Packet dr opped.
46. 19. 86. 154 | srael 147.237.76.42 |refuah.idf.il |SYN At ack SYN -> SYN-ACK -> RST noni t or 15
62.0.224.1 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SN drop 14
193. 43. 246. 250 [l srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 13
62. 0. 207. 129 | srael 147.237.72. 166 |aka.idf . il drop First packet isn't SN drop 13
62.0.244. 129 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SN drop 12
62.0.232.1 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 12
46.19. 85.203  |Israel 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 10
46. 19. 85. 203 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 9
46.19.86.230 |lsrael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber nmoni t or 8
2.53.39.52 | srael 147.237.72. 166 |aka.idf . il drop First packet isn't SN drop 8
46. 19. 86. 230 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber alert 8
46.19. 85. 42 I srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber nmoni t or 7
46. 19. 86. 18 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 7
46.19. 86. 137 | srael 147.237.76.42 |refuah.idf.il |dr op Frst packet isn't SWN drop 7
62. 0. 252. 161 | srael 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 7
2.53.151. 242 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 6
62.0.212.201 | srael 147.237.72. 166 |aka. i df.il dr op First packet isn't SWN drop 6
31.168. 89. 106 |Israel 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d sequence nunber moni t or 6
37.26.147.153 |Israel 147.237.72.166 |aka.idf.il  |Bad TCP sequence ﬁﬁffsﬁ rea”S”“ wthdifferent | oonitor |6
46.19.85.134  |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 6
62. 0. 200. 125 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SYN drop 6
46. 19. 86. 244 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert 6
46.19.85.134  |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 6
46.19.86.135 |lsrael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber nmoni t or 6
109. 253. 142. 38 |l srael 147.237.76.42 |refuah.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 6
2.53.150.59  |Israel 147, 237.76. 200 |eitan. aka i of .| 2 NG Egine: TCP Invalid nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dr opped.
46.19. 86.244  |lsrael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber noni t or 6
194. 90. 209. 235 [l srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 6
46.19. 86. 18 I srael 147.237.77. 216 |dover.icf.il |Bad TCP sequence Inval i d ACK nunber aert 6
31.168.89. 106 |l srael 147.237.77. 176 [matpash.idf .il |Bad TCP sequence Inval i d sequence nunber noni t or 5
46.19.86.154 |l srael 147.237.76.42 |refuah.idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 5
2.53.39.52 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 5
156.204.25.7  |Egypt 147.237.77. 216 |dover.idf.il |Bad TCP sequence mﬁffsg reansm't wthdifferent | oo |5
192. 114. 168. 52 |l srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 5
84.94.208.121 |Israel 147.237.77. 216 |dover.idf.il |drop First packet isn't SYN drop 5
2.53.39.52 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
46.19.85.151  |[Israel 147.237.77. 216 |dover.idf.il |Bad TCP sequence Invalid ACK nunber alert 4
46.19.85.181 |lsrael 147.237.76.42 [refuah.icf.il |Bad TCP sequence Inval i d ACK nunber nmoni t or 4
46. 19. 85. 151 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 4
46. 19. 85. 61 | srael 147.237.77. 216 |dover.idf.il |drop Frst packet isn't SYN drop 4
46.19. 86. 164 |l srael 147.237.0.34 [tikshw.idf.il |Bad TCP sequence Inval i d ACK nunber nmoni t or 4
212.199. 101. 60 |I sr ael 147,237, 77. 243 |mobi 1 .1 || €8 NG Engi ne: TGP 1nval i d Ival id segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
46.19. 86. 154 |l srael 147.237.76.42 [refuah.icf.il |Bad TCP sequence Inval i d ACK nunber aert 4
176.13.240.1 | srael 147.237.72. 166 |aka. i df . il drop First packet isn't SN drop 4
46. 19. 86. 227 | srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SWN drop 4
109. 253. 192. 53 |l srael 147.237.76.42 [refuah.icf.il |Bad TCP sequence Inval i d ACK nunber nmoni t or 4
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19. 85. 85 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 122
2.53.157.31 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 102
85. 65. 98. 208 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 89
46. 19. 86. 145 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 54
176.13. 14. 61 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 14
37.26.148.144 |israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 6
37.26.148.146 |lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
46.210. 165. 187 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 6
10. 30. 10. 166 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for www aka. i df.il/yohal an B ock 6
46.121.115. 171 |[Israel 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 46.121.115. 171 |B ock 5
176.13. 16. 25 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
2.53.26. 192 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
. . Unaut hori zed URL Access to
132.72.138.1 I srael 147.237.76.86 |[navy.idf.il vaw nawy. i cf i 1/i p st oragel i1 es/ 3/ si 7e338x0/ 1613.| pg B ock 3
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
. . Paraneter Type Mol ati on ctl 00$Qont ent P acetbl der 1$t xt H r st Nane i n
176.13.23.144 |[Israel 147.237.76.42 (refuah.idf.il vown ref Ua, atal i df i1/ 1518 hel ref uah, aspx Bl ock 2
84. 95. 208. 20 | sr ael 147.237.77. 176 [nat pash. i df . i | Ml tipl e Unauthorized URL Access from 84.95. 208. 20 B ock
84. 95. 208. 20 I srael 147.237.72. 166 [aka. i df . i | PHP Att enpt B ock
Paraneter Type Mol ation
81.218.173. 237 |[Israel 147.237.76.31 |nakchal .idf.il ct| 00$Cont ent M acetbl der 1$ucFagCont r ol $t xt Search in B ock 2
waw nakhal . i df . il/1072- he/ nakhal . aspx
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Ml tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 2
46. 19. 86. 60 I srael 147.237.77. 216 |dover . i df . i | Mal formed URL B ock 1
31.168. 23. 60 I srael 147.237.77. 216 |dover.i df . il Ml tipl e Unauthorized URL Access from 31.168. 23. 60 B ock 1
169. 229. 3. 91 Lhited Sates |147.237.76.86 |navy.idf.il Illegal Byte Gode Character in Mt hod B ock 1
81.218.37.2 I srael 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df.il/inages/ 1. he/scrolIstrech.gif [B ock 1
66.249. 69. 232 |l srael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df.il/menglish/ Bl ock 1
. . Lht raceabl e SS. Sessions: Protocol violation
212.117.137. 146|l srael 147.237.72. 166 |aka. i df . i | (SSL_OONN LI ENT FELLO) None 1
82.80.193.240 [Israel 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Qharacter in URL B ock 1
. . D stributed Unauthori zed URL Access on
37.142.10.48  |israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he/ r ef uah, aspx Bl ock 1
] . . Unknown HTTP Request Met hod
169. 229. 3.91 Lhited Sates |147.237.77.233atal .idf.il <t LA J[ [ #1]] 8] YyMaak: [ [ #1]] « Ak [[#30]] av~v[[#8]] in R Bl ock 1
] . . Unaut hori zed URL Access to
68.180.228.174 |Uhited Sates |147.237.77.234|hal ag. i df . i1 wn | ogi stics.atal.idf.il/tenpl ates/shared usercontrol s/trajector/ B ock !
2.55.18.73 I srael 147.237.77.216|dover.idf .il Unt raceabl e SSL Sessi ons: (pen Mode None 1
157. 55. 39. 27 Uhited Sates [147.237.72.166|aka. i df .il Unknown Paraneter catid in aka.idf.il/main/ haredi nmigeneral . aspx None 1
] . . Unaut hori zed Met hod PCBT for
66.102.9.8 Lhited Sates [147.237.72.166|aka. i df.il wiw aka, i df . i |/ i v/ smal i mf snal i m aspx Bl ock 1
46.19. 86. 60 I srael 147.237.77.216|dover.idf .il Unknown HTTP Request Met hod 3c05yi gxk14zlycyfnrk255 in URL  [B ock 1
180. 76. 15. 158  |Chi na 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147. 237. 76. 42/ styl el shared/ t ext . css B ock 1
169.229.3.91  [thited Sates |147.237.76.86 |navy.idf.il NULL Character in Mthod B ock 1
. . D stributed Lhaut hori zed URL Access on
81.218.89.58  [Israel 147.237.76.42 (refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
66.249.73.130 |[Israel 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/edi myonan/enl arge.asp  |[B ock 1
. . Paraneter Type M ol ati on searchText in
2.53. 30. 169 | srael 147.237.76.42 |refuah.idf.il Wi ref ua. atal i df i1/ 1085 he/ ref uah. aspx Bl ock 1
.. . Mil tiple Uhtraceabl e SS. Sessions from 139. 162. 13. 205 (Pr ot ocol
139. 162. 13. 205 |9 ngapore 147.237.0.15 |kosher-kravi.idf.il viol ation (SS. CON QLI ENT HELLO)) None 1
. - Unaut hori zed Met hod HEAD f or
46.121.115.171 |israel 147.237.72. 166 |aka. i df . i | wiuw aka. i df i |/ nai 1V gi yus/ | ogi n. aspx B ock 1
212.199. 154. 194|I srael 147.237.76.42 |refuah.idf.il Mil ti pl e Uhaut hori zed URL Access from 212. 199. 154. 194 B ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover . i df . il Dstributed PHP Attenpt B ock 1
84.94.152.251 |[Israel 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to waw navy. i df . il/994-8845- he' navy. aspx [Bl ock 1
176. 13. 8. 242 I srael 147.237.77.243|nobi l e.idf . il Lhaut hori zed URL Access to nobile.idf.il/nekudot/i ndex Bl ock 1
. . D stributed Lhaut hori zed URL Access on
80. 246. 130. 201 |Israel 147.237.76.42 |refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx Bl ock 1
5 29 242. 220 srael 147. 237, 72. 166 |aka. i df . i | Unknown ‘Par gnet er ct!1 00%ct | 00$_CphMi| n$cphSachar $ct 1 55 in None 1
wwy aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
. www. chamat z. aka. i d _ o
157.55.39. 135 |lLhited Sates |147.237.77.226 fFil Unaut hori zed URL Access to wwu chamat z. aka. i df . i | /404. aspx Bl ock 1
109. 64. 89. 165 | srael 147.237.77.234|hal ag. i df . i | Ml tipl e Unaut horized URL Access from 109. 64. 89. 165 B ock 1
66. 249. 66. 203 [l srael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to ww nakhal . i df . i/ nobil e/ Bl ock 1
193. 128. 33. 248 Ei"";gegom 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod POST for ww aka. i df .i |/ mai v/ r abanut / B ock 1
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