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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count|
5. 102. 195. 249 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 6
108. 61. 204. 80 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
210. 19. 13. 209 Ml aysi a 147.237.76. 177 ncore.idf.il JLM Under Attack Con_Tcp drop 1
45. 63. 70. 29 Lhited Sates 147.237.76.176 test.ncore.idf.i|B ack List drop 1
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|Top Attackers In IPS|

At t acker

At t acker

Country

’Tar get Address

Site

’Sgnature

106. 38. 241. 106 |Chi na 147.237.77. 216 |dover . i df . i{CLO00071: HTTP: User Agent Sogou+web+spi der Per mit 31
38.110.11.92 |Whited Sates 147.237.72. 166 [aka. i df . i | [5670: HITP. SQ Injection (SELECT) Bl ock
46.4.32.75 Ger many 147.237.72. 166 |aka. i df . i | [C1000074: HTTP. naj estic bot Per it
46.4.32.75 Ger many 147.237.77. 216 |dover . i df . i|C1000074: HTTP. naj estic bot Per nit
115. 42. 137. 250 | ngapore 147.237.77. 216 |dover . i df . i ﬁfﬁ;abﬁy PHP-Q3 Qery String Paraneter Information O sclosure B ock 1
38.110.11.92 |lhited Sates 147.237.72. 166 |aka. i df . i | (9785 HITP. SQ Injection (Referer Header) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
38.110. 11. 92 147.237.72. 166 |Lhited Sates aka.idf.il SQ Injection - Select From 8
62. 210. 97. 57 147, 237. 72. 166 |France aka.idf.il ET WEB SERVER Fake oogl ebot UA 1 | nbound 5
141, 226. 244. 49 |147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
2.55.190. 72 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
128.199. 42.73  |147.237.77. 176 |Net her | ands nat pash. i df . i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
87.71. 49. 237 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
84.94.140.177  |147.237.77. 226 I srael waw chanat z. aka. i df . i | ;‘i()IS:L—Ru‘ES - HTTP Request wi th CPTIONS nethod to a . doc 1
212.179.1.218 |[147.237.77. 216l srael dover . idf.il portscan: TCP DO stributed Portscan 1
79.182. 119. 210 |[147.237.77.216 |l srael dover . idf.il portscan: TCP DO stri buted Portscan 1
212.29.211.62 |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
210.19.13.209 [147.237.0.16 |Milaysia ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
46. 19. 86. 150 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stri buted Portscan 1
192.116.94. 67 |147.237.77.216|Israel dover.idf.il portscan: TCP O stributed Portscan 1
176.13.7. 125 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
5.29.182.31 147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
139.162. 187.89 [147.237.0.19 |Wnited Sates  [madimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
2.53.47.42 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
113.176. 215. 79 [147.237.76.42 |M etnam refuah.idf.il portscan: TCP O stributed Portscan 1
84.108.26. 184 |[147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
213.8.105.9 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
80.179.225.42  |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
212.143. 159. 118(147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
66. 249. 66. 12 147.237.77. 170 |Wnited Sates n@ar achot . i of .i ET SCAN NVAP -sA (2) 1
210.19.13.209 |147.237.76.34 |Milaysia yohal an. i df .il ET SCAN Potential SSH Scan 1
62. 90. 181. 97 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
199. 203. 196. 105|147. 237. 77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
46. 19. 85. 215 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stri buted Portscan 1
185. 129. 148. 230|147. 237.0. 33 |Latvia idf.il ET SCAN NVAP -sS w ndow 1024 1
31.154. 92. 74 147.237.77. 216 |I srael dover . idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address [Ste Signature
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 36
Sreanming Engine: TP Invalid i i ssi
46.19.86.13  |Israel 147.237.76.86 |navy.idf. il 9 =9 Inval i d segnent retransmssion. |, 12
Ret r ansni ssi on Packet dr opped.
62. 0. 208. 254 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 12
46.19.85.154  |israel 147.237.77. 226 | "} chanatz.aka.1df |pad TGP sequence Inval i d ACK nurber moni tor |10
62.0.211.1 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 10
80.246.138.65 I srael 147. 237.72. 166 |aka i of . i Bad TCP sequence SINFACK retransmt wth moni tor |9
different w ndow scal e
46. 19. 86. 87 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
188. 72. 103. 231 ;:i'”taetdesprab 147.237. 77. 216 [dover. i df . i SYN At ack SYN -> SYN-ACK -> RST noni t or 8
176.13.240.1 | srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 7
62.90.193.162 |[lIsrael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or 7
62.0.211.1 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 7
62.0.208. 1 | srael 147.237.72. 166 |aka. i df .i | drop Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i sSi
176.13. 1. 70 I'sr ael 147.237.72. 167 |i shuri maka. i df . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
185.32.179.88 |Israel 147.237.72. 166 |aka.idf il SYN Attack noni t or 6
46. 19. 86. 87 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |6
46. 19. 86. 38 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber alert 6
176. 13. 251. 171 |lsrael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 6
46. 19. 86. 38 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 6
188.193.78.18  |Ger many 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
- . SYNWtAXK retransmt with )
46. 19. 86. 14 | srael 147.237.72. 166 |aka.i df .il Bad TCP sequence di fferent w ndow scal e noni t or 6
46. 19. 86. 38 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 6
46.19. 85. 171 I srael 147.237. 77. 216 [dover.i df il Bad TCP sequence Invalid ACK nunber aert 6
77.126.6.44 I srael 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |6
176.13. 240. 1 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber nonitor |6
46.19. 86. 38 I srael 147.237. 77. 216 [dover.i df il Bad TCP sequence Invalid ACK nunber noni t or 6
37.26.147.158 [lIsrael 147.237.72. 166 |aka.idf .i| SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 6
62. 0. 207. 129 | srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 6
46.19. 85. 171 I srael 147.237. 77. 216 [dover.i df il Bad TCP sequence Invalid ACK nunber noni t or 6
46. 19. 86. 87 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Invalid AGK nunber aert 6
62.0.211. 129 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 5
176. 13. 240. 1 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 5
84.108.240. 62 |Israel 147.237.72. 166 [aka.i df .i | Bad TCP sequence Invalid AGK nunber nonitor |5
R SYNtACK retransmt with .
176. 13. 240. 1 I srael 147.237. 72. 166 |aka. i df .i 1 Bad TCP sequence di fferent vi ndow scal & monitor |5
46.19. 86. 33 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 5
e SYNtACXK retransmt with .
109. 253. 204. 142|I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence di fferent vi ndow scal e noni t or 5
46. 19. 86. 33 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber nonitor |5
. . SYNFACXK retransmt wth .
2.53.139. 16 I srael 147.237. 77. 216 [dover. i df i Bad TCP sequence di fferent w ndow scal e noni t or 4
46. 19. 86. 33 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 4
46. 19. 86. 33 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
79.178. 216. 96 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
46. 19. 86. 190 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
Sreaning Engine: TGP Invalid ' i ssi
213.8.242.46  |israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
80. 246. 140. 209 [l srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 4
Sreaning Engine: TCP Invalid i i SSi
213.57.80.102 [Israel 147.237.77. 243 |nobi l e.i df . | 9 =g Inval id segnent retransmssion. |, 4
Ret r ansni ssi on Packet dr opped.
s SYNtACXK retransmt with .
37.26.149.140 [Israel 147.237.72. 166 |aka.i df .i | Bad TCP sequence di fferent vi ndow scal e noni t or 3
46. 19. 86. 35 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or
176.13.19. 18 I 'srael 147.237.72. 166 |aka.idf .i | SYN Attack SYN -> SYN-ACK -> RST noni t or
37.26.148.151 |[Israel 147. 237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
Sreaning Engine: TCP Invalid i i SSi
176.13. 225. 128 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Inval id segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 66 I 'srael 147.237.76. 42 [refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
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Attacker Address Qount ry ‘Target Address |[Site Sgnature Acti on ‘Count
46. 210. 165. 187 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 206
2.55. 20. 45 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 53
80. 246. 136. 179 |[Israel 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 45
2.53.11. 110 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 31
109. 253. 231. 172/l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 24
60. 181. 128. 232 [Chi na 147.237.77. 216 |dover.i df .i | Ml ti pl e Unaut horized URL Access from 60. 181. 128. 232 B ock 14
176. 13. 227. 127 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 12
176.13.227.46 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Qode B ock 6
194.90.151.18 |l srael 147.237.77. 216 |dover . i df . i | D stributed Unaut hori zed HTTP Met hod B ock 6
193.34.57.101 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Gode Character in LRL B ock 6
60. 181. 128. 232 [China 147.237.77. 216 |dover.i df .i | PHP At t enpt B ock 5
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.il Ml tiple Unauthorized URL Access from 84.95. 208. 20 B ock 4
84. 95. 208. 20 I srael 147.237.77. 226 \A:A:W chamat z. aka. i df Ml tiple Unauthorized URL Access from 84.95. 208. 20 Bl ock 4
109. 253. 216. 222|I srael 147.237.0.19 |nmadimatal .idf.il O stributed Suspicious Response Code B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tiple Unaut horized URL Access from 84.95. 208. 20 B ock 3
176.13.6. 15 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
84. 95. 208. 20 I srael 147.237.76.86 |navy.idf.il Ml tiple Unauthorized URL Access from 84. 95, 208. 20 B ock 3
37.26.149.239 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode Bl ock 3
77.138.13.147 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df.il/vwan tikshuv.idf.il Bl ock 2
84. 95. 208. 20 I srael 147.237.77. 226 V\:V\rN chamat z. aka. i df PHP At t enpt B ock 2
185.32.179.33 |Israel 147.237.0.19 |mnadimatal .idf.il D stributed Suspicious Response Code B ock 2
77.138.232.79 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method POST for wwwu aka. i df . il/mai n/ kapat z/ B ock 2
176.13.228.63 |Israel 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
84. 95. 208. 20 | srael 147.237.0.34 |tikshuv.idf.il Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 2
84. 95. 208. 20 | sr ael 147.237.77.234|hal ag. i df . il Ml tipl e Unaut horized URL Access from 84.95. 208. 20 B ock 2
2.55. 35. 66 I srael 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 2
176. 13. 225. 128 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 2
194. 114. 146. 227 |1 sr ael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qde Character in LR B ock 2
37.26.148.222 |[israel 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
194.90. 99. 193  |Israel 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 1
84. 95. 208. 20 I srael 147.237.72. 156 |anan. i df . i | PHP At t enpt B ock 1
46.19.85.80  [israel 147.237.76.42 |refuah.idf.il e s 10 aspx B ock 1
195. 160. 242. 40 |l srael 147. 237. 72. 166 |aka. i df . i | m”;;:rii de??IL\bn;jhr?/ds;:ifT/frZ(;i ot rati omi zar st epd, asp B ock 1
81.218.57. 61 I srael 147.237.72. 166 |aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
2.53.167. 186 | srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/gius B ock 1
66. 249. 69. 224  |Israel 147.237.77. 216 |dover.i df .i | Lhaut hori zed LRL Access to waw idf.il/atal 1/izkor/viewing. asp |[B ock 1
212.185.61.13 |Ger many 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for aka.idf.il/giyus/ B ock 1
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 1
46. 19. 86. 227 I srael 147.237.76.42 |refuah.idf.il Mal formed LRL B ock 1
37.26.148.244 |Israel 147.237.76.42 |refuah.idf.il ﬂ;"_“;g?_’;gefﬂﬁlggﬁ;segﬂ cset css Bl ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi .idf.il PHP At t enpt B ock 1
84.195.208. 20 | srael 147.237.77. 226 V\:V\:W chamatz.aka. il muiggriaiatzze.daltf_i c’JAfCCl?s/st etrSpI at es/ honepage/ di v. i tem Block !
84. 95. 208. 20 | srael 147.237.72. 166 |aka. i df . i | Mil tiple Unaut hori zed URL Access from 84. 95. 208. 20 B ock 1
46. 19. 86. 48 I srael 147.237.76.42 |refuah.idf.il Aonormal |y Long Request request version B ock 1
209.88.173.130 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 209. 88. 173. 130 B ock 1
81.223.254.34 |Austria 147.237.77.216|dover. i df .i | Uhaut hori zed LRL Access to /robots. txt B ock 1
2.53.184. 211 I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
66.249. 69. 228 [Israel 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to wawidf.il/atal 1/izkor/print_text.asp |B ock 1
46. 19. 86. 227 | srael 147.237.76.42 |refuah.idf.il Unknown HTTP Request Method jj4cOv4iu in URL B ock 1
84.95.208.20 |Israel 147.237.77. 216 |dover . i df . i | mult Qfor: szf’enﬁafg;esjn;sage/ £ vi k. php Bl ock 1
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