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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
212.199. 154. 194 | srael 147.237.72. 167 i shuri maka.idf.il|Anonal y- TLS renegotiation-d i dest - reset 183
176. 13. 12. 205 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 30
77.139.101. 27 France 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 9
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
209. 126. 136. 2 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
46. 19. 86. 119 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
87.1.105. 91 Italy 147.237.76. 201 e atal.idf.il Invalid L4 Header Length drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 197 e. hinush.idf.il B ack List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 199 e.nakchal .idf.il |Back List drop 1
180. 97. 106. 37 Chi na 147.237.76. 176 test.ncore.idf.il |Back List drop 1
209. 126. 136. 2 Lhited Sates 147.237.76. 201 e atal.idf.il B ack List drop 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

146.200.148.0 |147.237.77.216 E?i;;gom dover.idf.il Tehila - Perl LW with fake user agent 2
91.201. 236. 158 |147.237. 72. 217 |krai ne eidf.il ET SCAN NVAP -f -sS 1
193. 169. 70. 108 [147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
91.197.103.1 147.237.77. 216 |I srael dover.idf.il portscan: TGP D stributed Portscan 1
18593 185. 10 |147. 237, 76. 42 |k ai ne ceftahidh il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
84.108.29.231 |147.237.77.216|Israel dover.idf.il portscan: TCQP D stributed Portscan 1
151.11. 201. 3 147.237.76.42 |itay refuah.idf.il ET SCAN NVAP -sS wi ndow 3072 1
79.183. 63. 41 147.237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
139. 162. 187.89 |147.237.0.35 |lhited Sates |akavs.idf.il ET SCAN NVAP -sS wi ndow 1024 1
79. 176. 84. 91 147.237. 72. 166 |I srael aka.idf.il portscan: TCQP D stributed Portscan 1
199 170.36.68  |147. 237 76. 42 lindia ceftahidh il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

78.129.171.173 [147.237.0.16 E;ir:;cci]om ny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
114. 112. 83. 142 |147.237.77. 61 [China e.cogat.idf.il ET SCAN Potential SSH Scan 1
42.159.197.39 [147.237.76. 198 |Chi na e.yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
94.60.121.232 |147.237.76.86 |Rortugal navy. i df.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
42.116. 29. 68 147.237.77. 121 |[M et nam e navy.idf.il ET SCAN NMAP -sS w ndow 3072 1
218. 87.109. 253 |147.237.77. 234 |China hal ag.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 158 [147.237.72. 217 |lkrai ne eidf.il ET SCAN NVAP -sS wi ndow 2048 1
42.116. 29. 68 147.237.77. 121 |[M et nam e navy.idf.il ET SCAN NVAP -f -sS 1
211. 149. 219. 167|147. 237. 77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 158 [147.237.72. 217 |lkrai ne eidf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
191. 96. 249. 189 |147.237.76.31 |Gile nakchal . i df il ET SCAN NVAP -sS wi ndow 1024 1
88.249.106.23 |147.237.76. 147 |Turkey chi nuch. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
176.228.31.11 |147.237.77.216|Israel dover . idf.il portscan: TP D stributed Portscan 1
80. 246. 137. 250 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
79. 180. 145. 6 147.237.77. 216 (I srael dover.idf.il portscan: TQP D stributed Portscan 1
123.31.34.244 |147.237.8.50 |V etnam e.tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
78.129.171. 173 |147.237.8. 14 E?i;;gom e.orchot.idf.il ET SCAN Potential SSH Scan 1
114.112. 83. 142 |147.237.77. 212 |Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
43.245.186. 227 [147.237. 77. 216 |l ndonesi a dover.idf.il portscan: TCP D stributed Portscan 1
109. 253. 156. 230(147. 237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
42.159.197.39 |147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
91.201. 236. 158 |147.237. 72. 217 |krai ne eidf.il ET SCAN NMAP -sS wi ndow 4096 1
42.116. 29. 68 147.237.77. 121 |M et nam e navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
218.87.109. 253 |147.237.76.86 |China navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Acti on ‘Count
194.90.151.18 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 102
176.13.12.205 |[Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 34
66.249.64.81  |Uited Sates  |147.237.76. 200 fei tan aka o i1 | €A NG Engine: TCP I nvalid  invalid segnent retransnission drop 30
Ret r ansni ssi on Packet dropped.
62.0.242.129 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 29
195. 160. 242. 40 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 28
212.199. 154. 194|l srael 147.237. 72. 167 |i shuri maka.i of . i [dr op First packet isn't SN drop 19
46.19.85.3 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence I'nval i d AGK nunber noni t or 16
80. 246.138.89 |lsrael 147.237.72. 166 |aka. i df .il dr op First packet isn't SYN drop 15
2.55.8. 251 I srael 147.237.77. 243 |rti 1 e i1 | €@M NG Engine: TGP | nvalid Jinvalid segnent retransnission drop 15
Ret r ansni ssi on Packet dropped.
46.19.85.3 I srael 147.237.76.31 |nakchal.idf.il [Bad TCP sequence Inval i d AGK nunber alert 12
207.232.41.2 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12
62. 0. 242. 129 I srael 147.237.0.34 |tikshw.idf.il |drop First packet isn't SN drop 11
46.19. 85.45 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 11
176.13.12.205 |Israel 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 10
2.53.23.251 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 9
212.199. 251. 235|I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 8
46. 19. 85. 45 I srael 147.237. 77. 216 |dover.idf i | Bad TCP sequence I'nval i d ACK nunber aert 8
45.74.1.196 Saudi Arabia 147.237.77. 216 |dover.i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 8
213.8.122.115 | srael 147.237.72. 166 |aka. i df . il Streaning Engine: TCP | nvalid Inval i d checksum Packet dropped. |drop 7
Checksum
176.13.251. 171 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 7
176.13.251. 171 [Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg reansmt wthdifferent | onitor |7
80.246.138.89 I srael 147.237.72. 166 |aka. i df . Bad TCP sequence mﬁ?fsg‘ reansm wthdifferent |oonitor [
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
109. 253. 192. 23 [ srael 147.237.72. 166 |aka i df . Streaning Engi ne: TCP Invalid Jimvalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 39 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber alert 6
66.249.64.89  |Uited Sates  |147.237.76. 200 fei tan aka o i1 | €A NG Engine: TCP I nvalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 39 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 6
46. 116. 13. 156 | srael 147.237.72. 166 |aka. i df .il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 6
77.138.52.97 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 6
46. 19. 86. 39 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert 6
46. 19. 86. 121 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
46.19.86.201  |israel 147. 237.72.167 |ishurimaka.i df .i|Bad TCP sequence mﬁsg reansm wthditterent | onitor |6
192.118.36.53 |Israel 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46. 19. 86. 39 I 'srael 147.237. 77. 216 [dover. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 6
46.19.85. 8 I srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
62. 0. 225. 254 | srael 147.237.72. 166 |aka.i df . il drop First packet isn't SN drop 6
46.19.85. 2 I'srael 147.237. 77, 243 |t 1o o1 |2 €@MNG Engine: TQP Invalid invalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dropped.
79.183.96.191 | srael 147.237.77. 243 |rvi e i1 | €AM NG Engine: TCP Invalid - invalid segment retransmssion. |, o 6
Ret ransni ssi on Packet dropped.
66.249.64.85  |Uited Sates  |147.237.76. 200 fei tan aka o i1 | €A NG Engine: TCP I nvalid invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dropped.
176. 195. 103. 241 :Z:::t”ion 147.237.77. 176 |natpash.idf.il  |drop First packet isn't SYN drop 6
46. 19. 86. 149 I 'srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 5
46.19.85.164  |israel 147. 237. 77. 216 |dover i df .i Bad TCP sequence mﬁ?fsg‘ reansm wthdifferent |oonitor s
46. 19. 86. 149 I 'srael 147.237.76. 42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
176.13.251. 171 |Israel 147.237.72. 166 |aka.i df .i SYN At tack SYN -> SYN-ACK -> Ti neout alert 5
80.246.138.89 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
46. 19. 86. 126 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 5
46. 19. 85. 84 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 4
2.53.189.188 |l srael 147.237.72. 166 |aka. i df i Bad TCP sequence S e Lansmt wthdifferent | onitor |4
176.13.12. 205 |l srael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber noni t or 4
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Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.53.135. 47 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 31
176.13.237.14 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 18
2.53.54. 208 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 9
194.90.99. 193  |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed HTTP Met hod B ock 6
185.32.179. 139 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 4
5.28.158. 171 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 4
109. 253. 231. 172|I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
. . . Mul tipl e Uhaut hori zed Method for Known URL from
118. 192. 160. 145|Chi na 147.237.72. 166 |aka. i df . i | 118. 192, 160. 145 B ock 3
2.53.57.115 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 3
194.90.99.193 |Israel 147.237.76.31 |nakchal .idf.il Mil tipl e Uhaut horized URL Access from 194. 90.99. 193 B ock 3
46.19.85.2 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 3
176. 13. 249. 187 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 2
109. 253. 146. 219l srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Cpen Mde None 2
2.53.131. 123 I srael 147.237.0.19 |[madi matal .idf.il D stributed Suspici ous Response Code B ock 2
176. 13.227. 127 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 2
46. 19. 85. 27 I srael 147.237.72. 156 |anan. i df . i | D stributed Suspi ci ous Response Code B ock 2
- . Unaut hori zed Met hod PCST for
77.138. 54. 90 France 147.237.72. 166 |aka. i df . i | v aka. i dff i 1/ mai n/ hone/ def aul t . aspx B ock 2
46. 19. 86. 98 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
. . - Unhaut hori zed URL Access to
66.249. 64. 166 |l srael 147.237.77.243|nobi | e. i df . i | nobi | e. i cf i1/ vel | - knowy asset | i nks. j son Bl ock 1
66.102. 8. 142 Uhited Sates [147.237.72.166|aka.idf.il Uhaut hori zed Method PCST for aka.idf.il/mai n/ hone/ defaul t.aspx |B ock 1
. . Unhaut hori zed URL Access to
66.249.76. 85 I srael 147.237.76.42 [refuah.idf.il 147.237. 76. 42/ shared/ cl i ent scri pts/j query/jquery-1.4.2.nin.js Bl ock !
. - . Unknown Par anet er searchText in
66.249.64.81  [Israel 147.237.76.200 (ei tan. aka. i df . i | Vo ei tan. aka i df .|/ 1149-en/ ei t an. aspx None 1
157. 55. 39. 21 Uhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed URL Access to aka. idf.il/main/gi yus/ undefi ned/ B ock 1
46.19.85.2 I srael 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
84. 95. 208. 20 I srael 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to waw aran. idf.il/robots. txt Bl ock 1
: . . Unhaut hori zed URL Access to
66. 249. 64. 169 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e. i cf i 1/ appl e- app-Si t e associ at i on B ock 1
] - . D stributed Unaut hori zed Met hod for Known URL on
66.102.9. 8 Wited Sates |147.237.72.166|aka.idf.il v aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
. . . Unhaut hori zed URL Access to
180.76.15.26  |China 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9698- he/ r ef uah. aspx B ock 1
] . . Unaut hori zed URL Access to
68. 180. 230. 216 [Lhited Sates |147.237.76.31 |nakchal .idf.il v nakhal . df .i 1/ consol e cor e/ doc.ngr/ doc. ngr . asp B ock 1
194.90. 99. 193 |l srael 147.237.77.216|dover.idf .i | Uhaut hori zed URL Access to wwuidf.il/images/ 1. he/ back. png B ock 1
. - . Unknown Par anet er searchText in
66.249.64.81  |Israel 147.237.76.200|ei tan. aka. i df . il vouy i tan. aka. i df . i 1/ 999- ey ei t an. aspx None 1
] . . Unaut hori zed Met hod HEAD f or
96.126.109.30 |Lhited Sates [147.237.72.166|aka.idf.il vw aka. i o 1/ el tany prat i i pi rt eyer ual B ock 1
. . Unaut hori zed URL Access to
66.249. 66. 185 |lsrael 147.237.76.42 |refuah. idf.il 147. 237.76. 42/ shared cl i ent scri pts/ ui /i 18 ] query-ui-i 18n.j's H ock !
. . . Unknown Paraneter searchText in
66. 249. 64. 81 I srael 147.237.76.200|ei tan. aka. i df .i | v ei tan. aka | df . |/ 1084-en/ ei t an. aspx None 1
109. 253. 244. 53 |l srael 147.237.76. 42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css |B ock
2.53. 147. 195 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
206. 246. 150. 226|lhited Sates [147.237.77.243|nobi | e.idf .il Unaut hori zed URL Access to 147.237.77. 243/ i ndex. php Bl ock 1
. - . Unaut hori zed URL Access to
66.249.64.85  |Israel 147.237.76.200|ei tan. aka. i df . il vaw ei tan. aka, i df i |/ 1105- en/ cont act us. aspx Bl ock 1
. . Unaut hori zed URL Access to
109.66.121.83 |l srael 147.237.72. 166 [aka. i df . i | waw aka. i df . i |/ mai n/ gi yus/ gener al . aspx?cat i d=58608&doci d=78560 Bl ock !
www. chamat z. aka. i d , R
66. 249. 75. 38 | srael 147.237.77. 226 £l Unaut hori zed URL Access to waww chanat z. aka. i df . i1/404. aspx B ock 1
. . . Unknown Paranet er searchText in
66.249.64.81  |Israel 147.237.76.200|ei tan. aka. i df . il v ei tan. aka | df . |/ 1085-en/ @i t an, aspx None 1
192. 115. 64. 250 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method HEAD for aka.idf.il/main/ hone/ def aul t.aspx [B ock 1
80.178.220.41 |Israel 147. 237.72. 166 |aka. i df . i | Wnaut hori zed Method HEAD for Bl ock 1
wv aka. i df . i1/ nai n/ gi yus/recr uitl ane. aspx
212.199.185.50 |[lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
. - . Unknown Par anet er searchText in
66.249.64.85  |Israel 147.237.76.200 (ei tan. aka. i df . i | Vo ei tan. aka i df .|/ 1001-en/ e t an. aspx None 1
. . . Unhaut hori zed URL Access to
54.179.147.31 |5 ngapore 147.237.77. 235 [sviva. i df . i | 147. 237. 77. 235/ web- consol e/ serveri nfo. j sp Bl ock !
. . D stributed Lhaut hori zed URL Access on
176.13.249.54 [l srael 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 1518- he r ef uah, aspx B ock 1
109. 253. 141. 184|I srael 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
- . Unaut hori zed URL Access to
66.249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ gi yus/ f or und asp/ showf or um asp B ock 1
66.249.64.81  |Israel 147.237.76. 200 |ei tan. aka. i df . i | thknown Paranet er searchext in None 1

wwy ei t an. aka. i df .il/1086-en/ ei t an. aspx
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