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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
91.141. 3. 52 Austria 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 72
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood out of context drop 24
217.132.33.124 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 9
80. 178. 189. 167 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 7
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
69. 30. 227. 219 Lhited Sates 147.237.77.176 nat pash. i df.il bl ock-sp-traf 1 forward 1
208. 110. 84. 70 Lhited Sates 147.237. 76. 200 eitan.aka.idf.il |bl ock-sp-trafl forward 1
63. 141. 231. 214 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 f orward 1
63. 141. 242. 196 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forward 1
45. 32. 205. 193 Net her | ands 147.237.76. 42 refuah.idf.il B ack List drop 1
69. 30. 227. 219 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forward 1
176. 13. 248. 159 | srael 147.237.72. 167 i shuri maka.idf.il|DOSS- SSL- A ear Text drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Count

123.126. 113. 101 Chi na 147.237.76.42 |refuah.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|

At acker

Target Address ountry Signature
121. 32.129. 130 [147. 237. 77. 216 |Chi na dover.idf.il GPL SCAN nmap TCP 2
52.38.11.111 |147.237.0.200 |Uhited Sates  |mu.idf.il ET SCAN Potential SSH Scan 1
210. 212. 207. 80 [147. 237.76.86 [india navy. idf.il ET SCAN Potential WNC Scan 5900- 5920 1
52.38.11.111 [147.237.0.34 |lhited Sates  [tikshuv.idf.il ET SCAN Potential SSH Scan 1
163. 172. 129. 15 |147. 237.76. 34 |United Ki ngdom|yohal an.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46. 19. 86. 13 147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
115. 73. 224. 53 [147.237.76.42 |V etnam refuah.idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
40.114.15.49 [147.237.0.35 |lhited Sates |akaws.idf.il ET SCAN NMAP -sS wi ndow 1024 1
78.129.171. 173 |147. 237. 77. 179 |Uni ted Ki ngdom|e. nazi .idf il ET SCAN Potential SSH Scan 1
78.129.171. 173 |147. 237.72. 14 |Wnited Ki ngdom|dover.idf.il (ol d) ET SCAN Potential SSH Scan 1
58. 218. 200. 137 [147. 237. 76. 200 |Chi na eitan. aka.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 [147.237.0.33 [China idf.il ET SCAN Potential SSH Scan 1
52.38.11.111 |147.237.72. 156 |lhited Sates  |anan.idf.il ET SCAN Potential SSH Scan 1
52.38.11.111 [147.237.0.35 |lhited Sates  |[akavs.idf.il ET SCAN Potential SSH Scan 1
185. 32, 179. 231 |147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
46.161.40.17  |147.237.76. 147 :ZZ:;’} o chi nuch. aka. i df .1 ET SCAN NVAP -sS wi ndow 1024 1
43. 245, 186. 227 |147. 237. 77. 216 |1 ndonesi a dover.idf.il SERVER- WEBAPP TRACE at t enpt 1
91.141.3.52 147.237.77. 216 |Austria dover.idf.il portscan: TCP O stributed Portscan 1
78.129. 171. 173 [147. 237. 77. 170 |Lni t ed Ki ngdom |maar achot . i df . i | ET SCAN Potential SSH Scan 1
66.249.66.12  [147.237.77.170|Wited Sates  |naarachot.idf.il ET SCAN NVAP -sA (2) 1
58. 218. 200. 137 |147. 237. 76. 196 [Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 [147.237.0.17 [China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address | . ry Target Address |Ste Signature Acti on ‘Count
87.105.15.139 |Pol and 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SN drop 30
91.141.3.52 Austria 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 25
79.180. 207. 154 i srael 147.237.76.42 |refuah.idfi.il  |Bad TOP sequence f;-y':drcﬁ‘v;a;j”lt wth different moni tor |22
46. 19. 86. 225 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop
2.53.33.44 | srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or
109. 253. 130. 80 |I srael 147.237.77. 23 |mmbit i1 | 2M NG Engine: TP Invalid —invalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dr opped.
176.13. 226. 115 |l srael 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
37. 26. 149. 249 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
100. 92. 143. 99 147.237. 72. 156 |anan. i df . il dr op Frst packet isn't SN drop 4
91.141.3.52 Austria 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
2.53.170. 150 | srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 3
46. 19. 85. 49 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
46. 116. 63. 2 | srael 147.237.72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
176. 13. 251. 69 | srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
79.183.96.191 | srael 147.237.77. 23 |mabit e i1 | M NG Engine: TP Invalid —invalid segnent retransmssion drop 3
Ret r ansni ssi on Packet dr opped.
85.130.176. 102 |l srael 147.237.72. 167 |i shuri maka.i df . i [dr op First packet isn't SYN drop 2
157.55.39.27  |Wited Sates |147.237.72. 166 |aka.idf.il Streaming Engine: TCP Invalid invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
46.19.85.2 I srael 147.237.77. 234 |hal ag.i of .i | Bad TCP sequence Invalid ACK nunber alert 2
46. 19. 86. 35 I srael 147.237.77. 176 |mtpash.idf.il  [Bad TCP sequence Invalid ACK nunber moni t or 2
109. 253. 135. 178l srael 147.237.76.42 |refuah.idf.il drop First packet isn't SN drop 2
46.19. 85. 49 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber alert 2
185. 3. 147. 172 |lIsrael 147. 237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber moni t or 2
46.19.85.2 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
109. 253. 221. 135]|I srael 147.237.72. 166 |aka.i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46.19. 85. 148 I 'srael 147. 237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber moni t or 2
46.19.85.2 I srael 147.237.77. 234 |hal ag.idf il Bad TCP sequence Inval i d ACK nunber noni t or 2
176.13.251.69 |lsrael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
37. 26. 148. 212 | srael 147.237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
109. 253. 135. 178l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
213.57.113.196 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 2
89. 139. 200. 153 |l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
186. 67.176.179 |Gile 147.237.77.227|e.hanaz.idf .il  |Geo-| ocati on enf or cenent Geo- 1 ocati on i nbound enf orcenent |drop 2
46.19.85.2 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 2
176. 13. 15. 209 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
115.214.71.138 |China 147.237.77. 176 |nat pash. i df . i1 SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
46. 19. 85. 174 | srael 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
109. 226. 40. 40 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
109. 253. 135. 178I srael 147.237.76.42 |refuahidf.il  |Bad TCP sequence VSUYEZﬁSrCZI rea”sm't wehdifferent oonitor |2
187.191.7. 14 Mexi co 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
46.19. 85. 2 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert
79.180.212.32 I srael 147.237.77. 216 |dover.idf.i1  |Bad TCP sequence Sweaerel reansm wehdifferent | onitor |2
157.55.39.21  |Wited Sates |147.237.72. 166 |aka.idf.il Streamng Engine: TCP Invalid invalid segnent retransnission drop 2
Ret r ansni ssi on Packet dr opped.
2.53.8.135 I srael 147.237.72. 156 |anan.i df . il Bad TCP sequence Inval i d ACK nunber nmoni t or 2
46. 19. 85. 2 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
62. 219. 228. 13 | srael 147.237. 72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
109. 253. 135. 178|l srael 147.237.76.42 |refuah.idf.il SYN Attack noni t or 2
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
46. 19. 85. 43 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 1
184. 105. 247. 226|lhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46.19.85.2 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Invalid ACK nunber aert 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.6. 15 | srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 55
109. 253.129. 73 |l srael 147.237.0.19 |nmadimatal .idf.i|Dstributed Suspicious Response Qode B ock 18
2.53.24.133 I srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Code B ock 3
176. 13.238. 136 |l srael 147.237.0.19 |nmadimatal .idf.i|Ostributed Suspicious Response Code Bl ock 3
37.26.149.225 |[Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
31.154.81. 1 I srael 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock 2
43. 245. 186. 227 |l ndonesi a 147.237.77. 216 |dover.i df.i |l Lhaut hori zed LR Access to waw idf.il/robots.txt B ock 2
2.53.57.131 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspici ous Response Qode B ock 2
31.154.81.1  [israel 147.237.76.42 |refuah.idf.il m:éfblj’;ij ajujfg:ﬂﬂr/i;fh?pﬁh’:’cess on Bl ock 2
84.111.241.59 |lsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/nain/ B ock 1
66.249.75.36  Israel 147. 237.77. 216 |dover . i df . i | e e o ar | dover. aspx Bl ock 1
31.154.81.1 | srael 147.237.77.234|hal ag. i df . i | PHP Attenpt Bl ock 1
71.6.167. 142 Wited Sates [147.237.77. 170 |nmmar achot . i df . i | [haut hori zed URL Access to 147.237.77.170/ robot s. t xt B ock 1
66.102.9.8 Lhited Sates [147.237.72.166|aka.idf .il Unaut hori zed Met hod PCST for v aka. i df.i|/mai n/ hone/ def aul t. aspx |Bl ock 1
2. 55, 38. 50 I srael 147.237.72. 166 |aka. i df . i | Mil tiple Untraceabl e SSL Sessions from2.55.38.50 ((Qpen Mde) None 1
87.105.15.139  |Fol and 147.237.72. 166 |aka. i df . i | m“;:srii dzfeloi' I'ﬁﬂ?ﬁgﬁ/ ;g;ashlsheel on. aspx Bl ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock
31.154.81. 1 I srael 147.237.77.234|hal ag. i df . i | Unhaut hori zed UR. Access to www | ogi stics.atal.idf.il/xnirpc. php B ock 1
77.138.157.77  |France 147.237.72. 166 |aka. i df . i | mu;;;rii gfe_oi' I'\/'er:;.]?:/j Spnfrr; ol im asix B ock 1
66. 249. 64. 9 I srael 147.237. 72. 166 |aka. i df . i | lﬁ?”;g? r;;efGGLfZ; ticnfz‘:‘;it;pi teychayal/ B ock 1
2.55. 38. 50 I srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None

66. 249. 76. 83 I srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ 1378- he/ r ef uah. aspx B ock
2.53.24.133 | srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock
180.76.15. 161  |china 147.237.76.42 |refuah.idf.il ﬂ?_”;:ﬂsz_idzg:a‘r :glcjsisentt‘s’c” s/ query/ dl obel | Bl ock 1
79. 180. 207. 154 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
66. 249. 69. 228  |Israel 147.237.77.216|dover . i df . i Lhaut hori zed URL Access to wawidf.il/atal 1/izkor/viewingtop.asp  |B ock 1
153. 193. 136. 240|Japan 147.237.77. 176 [mat pash. i df .i| |Unaut hori zed HTTP Met hod Bl ock 1
67.19.79.218 Lhited Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to /robots. t xt Bl ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to wwn i df.il/defaul t.aspx B ock 1
66. 249. 75. 32 I srael 147.237.77.216|dover . i df . i Unaut hori zed URL Access to 147.237.77. 216/ 1824- he/ dover . aspx B ock 1
153. 193. 136. 240|Japan 147.237.77. 176 |mat pash. i df . i|  [Wauthorized LR Access to www cogat.idf.il/sip_storagelfil es/4/ B ock 1
68.180.231.60 |[United Sates  |147.237.77.176 |nat pash. i df . i | ma'g?g‘; e Moation CT;;’\.“;:; B ock 1
46.121.118.60 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ reset . css B ock
2.53.167. 253 | srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 1
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