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Attacker Address |Attacker Country Target Address Site Signature Device Action Count
63. 141. 242. 194 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
204. 12. 220. 85 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
69. 30. 226. 221 Lhited Sates 147.237. 76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 forvard 2
63. 141, 231. 194 Lhited Sates 147.237. 76. 30 hi nush. i df . i | bl ock-sp-traf 1 forward 2
142.54.174. 86 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 forvard 2
209. 126. 136. 2 Lhited Sates 147.237. 76. 38 eeneitav.idf.il B ack List drop 1
108. 61. 204. 80 Lhited Sates 147.237.76. 34 yohal an.i df .i | B ack List dr op 1
63. 141. 242. 196 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forward 1
208. 110. 84. 67 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 forvard 1
69. 30. 227. 218 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 forward 1
63. 141. 231. 211 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forvard 1
185.94. 111. 1 Russi an Federation 147.237.76. 176 test.ncore.idf.il B ack List drop 1
63. 141. 242. 198 Lhited Sates 147.237.77.170 naar achot . i df . i | bl ock-sp-traf 1 forward 1
208. 110. 84. 69 Lhited Sates 147.237. 77. 233 atal.idf.il bl ock-sp-traf 1 forward 1
93. 158. 200. 96 Net her | ands 147.237.76. 201 e atal.idf.il B ack List drop 1
63. 141, 242. 194 Lhited Sates 147.237.0. 17 m ny- kosher -kravi . i df . il bl ock-sp-traf 1 forward 1
204. 12. 220. 85 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 1
63. 141. 242. 198 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 forvard 1
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36.110. 147. 96 Chi na 147.237.77.74 lawidf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 1
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Attacker Address |Target Addr ess |Attacker Gountry |9te |Signature |Count\
113. 240. 250. 154|147. 237. 76. 30 [Chi na hi nush. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
106.1.112. 199 [147.237.0.19 |Taiwan nedi matal .idf.il ET SOAN Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
94.74.129.245 |147.237.77.74 :ézgi)”'z'i'fmc lawidf il ET SCAN NVAP -sS wi ndow 1024 1
220.231. 195. 122|147. 237. 77. 226 |Chi na wan charat z. aka. i df . i1 [ET SCAN NVAP -sS wi ndow 2048 1
78.129.171.173 |147.237.76.197 [United Kingdom |e. hi nush.idf.il ET SCAN Potential SSH Scan 1
216. 81. 230. 167 |[147.237.77.179|Wnited Sates e.nazi.idf.il ET SCAN NMAP -sS wi ndow 1024 1
66.249. 76. 106 |147.237.72.166 |Lhited Sates aka.idf.il ET SCAN NVAP -sA (2) 1
198. 52. 97. 89 147.237.77. 176 |Lhited Sates nat pash. i df . il ET WEB SERVER Fake Googl ebot UA 1 | nbound 1
195. 143. 227. 35 |147.237.76. 202 |Uni ted Kingdom |e.halag.idf.il ET SCAN NMAP -sS w ndow 2048 1
192.223. 76. 213 |147.237.77.19 |Bolivia | awforumi df il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
139. 162. 187. 89 |147.237.76.30 |Lhited Sates hi nush. i of . i | ET SCAN NMVAP -sS wi ndow 1024 1
113. 240. 250. 154|147. 237. 8. 27 |China e.nadimatal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 167. 6. 84 147.237.0.16 |lhited Sates ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
220.231. 195. 122147. 237. 77. 226 |Chi na waw chanat z. aka. i df . i | [ET SCAN NVAP -sS w ndow 4096 1
87.97.29. 37 147.237.8.50 |Hungary e.tikshuv.idf.il Er SGAN Behavi oral .Lhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
220.231. 195. 122147. 237. 77. 226 |Chi na wan chanat z. aka. i df . i1 [ET SCAN NVAP -f -sS 1
78.129.171.173 [147.237.8.24 |united Kingdom [e.lifestyle.idf.il ET SCAN Potential SSH Scan 1
210.212. 207.80 |[147.237.0.35 |[India akaws. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
66. 249. 66. 12 147.237.77. 170 |Wnited Sates naar achot . i df . i | ET SCAN NVAP -sA (2) 1
195. 143. 227. 35 |147.237.76. 202 |Uni ted Kingdom |e.halag.idf.il ET SCAN NVAP -sS w ndow 3072 1
195. 143. 227. 35 |147.237.76. 202 |Uni ted Kingdom |e.halag.idf.il ET SCAN NVAP -f -sS 1
185.93.185.10 |147.237.8.45 |Wkraine eeitanidf.il BT SOAN Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
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2.53.152.117  |israel 147.237.0.19 |nacimatal ior.i1 |2 €@M NG Engine: TCP Invalid finvalid segnent retransmission. | 15
Ret r ansni ssi on Packet dr opped.
93.169.192. 220 |Saudi Arabia |147.237.77.176 |natpash.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 8
37.26.146.215 | srael 147.237.77. 243 |nobi l e i df .1 Streaning Engi ne: TCP Invalid invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
2.53.182.133  |Israel 147.237.77. 243 |nobi le.i o . i1 Streamng Engine: TCP Invalid invalid segnent retramsnission. | o 6
Ret r ansni ssi on Packet dr opped.
77.125.70.227  |israel 147.237.77. 243 |nobi l e i df .1 Streaning Engi ne: TCP Invalid invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
2.55.2.27 I'srael 147.237.77. 243 |nobi le.i o . i1 Streamng Engine: TCP Invalid invalid segnent retramsnission. | o 6
Ret r ansni ssi on Packet dr opped.
46.19.85.174  |israel 147.237.77. 243 |nobil e i df .1 Streaning Engi ne: TCP Invalid invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dr opped.
62.219. 34. 171 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN - > SYN ACK -> Ti neout noni t or 3
37.26.146.131 |israel 147.237.77. 243 |robi L e. i o .i | Streamng Engi ne: TCP Invalid  finvalid segnent retransnission. drop 3
Ret r ansni ssi on Packet dropped.
79.183.96.191 | srael 147. 237.77. 243 |mwbi l e, i f . Streaning Engine: TCP Invalid ivalid segnent retransmission. | 3
Ret r ansni ssi on Packet dr opped.
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
62.219.34.171 [ srael 147. 237.77. 216 |dover . i df . i1 Bad TCP sequence \ng%srcztl Lansm't wehdifferent | onitor |3
88. 202. 218. 238 zi;;gom 147.237.77. 243 |nobi l e. i f .| ;: ?2?;:3 SESr;g(l):e: TeP Invalid 'F;‘éak:td ;eggsgg' retransmssion. 5 o, 2
65. 49. 2. 190 Lhited Sates |147.237.77.216 |dover.idf. il Header Rej ection ?zg'jitrej ection pattern found in o vgr 2
5.29.29.22 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
46. 19. 86. 237 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 2
46.19. 85. 142 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 2
46.19. 86. 71 I srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber alert 2
195. 43. 67. 85 Pol and 147.237.77. 227 |e. hanaz. i df .i | Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop 2
46. 19. 85. 142 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
2.55.188. 208 I srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 86. 71 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
151. 80. 44. 115  |France 147.237.72. 166 |aka i df .i | drop SAMrule drop 2
2.55.188.208 [ srael 147. 237. 72. 156 |anan. i df .| Bad TCP sequence mﬁsg reansrf“ wehdifferent | onitor |2
46. 19. 86. 72 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
186. 75. 83. 70 Panana 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber noni t or 1
184.105.139.71 |Wited Sates [147.237.72. 156 |aman.idf.i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
216.218.206. 90 [Lhited Sates |147.237.76.39 |nobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST noni t or 1
184. 105. 247. 243|Uited Sates [147.237.76.30 |hi mush.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 85. 202 I 'srael 147.237.77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 1
138. 246. 253. 19 |Ger many 147.237. 76. 148 |gqcent er . aka. i df . i1 |dr op drop 1
74.82.47. 45 Lhited Sates |147.237.76.201|e.atal .idf.il Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent |dr op 1
192.251.69.10 |Wited Sates [147.237.72. 156 |aman.idf. il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
43, 245.186. 233 I ndonesi a 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN - > SYN-ACK -> Ti meout noni t or 1
184.105.139. 75 |lLhited Sates |147.237.72.217|e.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf orcenent |drop 1
71. 6. 167. 142 Wited Sates [147.237.77.170 mmarachot.idf.il [SYN At tack SYN -> SYN-ACK -> RST noni t or 1
216. 218. 206. 116|Lhited Sates |147.237.77.121|e. navy.idf.il Geo- | ocat i on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
46. 19. 85. 238 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber noni t or 1
184. 105. 247. 247|Uhited Sates [147.237.8.27 |e.nadimatal.idf.il[Geo-1 ocati on enf or cenent Geo-l ocati on i nbound enf or cenent |drop 1
138. 246.253. 19 |Ger many 147. 237.77. 227 |e. hanaz. i df .i | Geo- | ocat i on enf or cenent Geo- 1 ocati on i nbound enf or cenent |drop 1
5.102.218. 2 I srael 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> RST alert 1
46. 19. 86. 241 I 'srael 147.237. 77. 216 [dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 1
194, 114. 146. 2271 srael 147.237.77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
184. 105. 247. 227|nited Sates [147.237.77.227 |e. hanaz. i df .i | Geo- | ocati on enf or cenent Geo- 1 ocati on i nbound enf or cenent |dr op 1
93.169.192. 220 |Saudi Arabia |147.237.77.176 |natpash.idf.il SYN At t ack SYN - > SYN ACK -> Ti meout noni t or 1
71. 6. 167. 142 Lhited Sates [147.237.77.176 |nat pash.idf.i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
218.22.211.69 |China 147.237.0.15 |kosher-kravi.idf.il|SYN A t ack SYN -> SYN-ACK -> Ti neout noni t or 1
184. 105. 247. 247|Wited Sates [147.237.77. 176 |nat pash.idf .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
24.237.158.9 Lhited Sates [147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
139. 162. 37. 147 |Wited Sates [147.237.76.86 |[navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
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46. 19. 86. 22 | srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 23
185. 120. 126. 33 || srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
46.19. 86. 22 I srael 147.237.77.243|nobi | e. i df . i | Uhaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex B ock 3
77.138.26.20 |Fance 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waw aka. i df . i |/ mai n/ rabanut / gener al . aspx B ock 1
40.77.167.6 Lhited Sates [147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. txt B ock 1
157.55.39. 135 |[lhited Sates |147.237.72. 166 |aka.idf.il Uhaut hori zed URL Access to aka.idf.il/mil uindhoraot B ock 1
Russi an . . Illegal Byte Gode Character in Header Nane
80. 87. 205. 246 ; 147.237.77. 216 |dover.i df . il 5 - ; ; Bl ock 1
Federati on LI#3]] <YW [#4]] 30 [#0] ] [[#0]1 f AL [#20] ] A
66.249. 73. 186 |l srael 147.237.0.34 |tikshuv.idf.il Lhaut hori zed URL Access to tikshuv.idf.il/ediniyorman/ enl arge. asp B ock
2.53.152.117 |[lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Gode B ock 1
Russi an NULL Character in Method
80.87.205.246 |_ -0 147.237.77. 216 |dover.idf . il [[#22] 11 [#3]11[[#21[[#01 1 U [#U][[#0]1[[#0] 1 [#3]1[[#2]]1 ST = > r[[#11] 1% [#1 B ock 1
2] v T HEYR[[#4] 11 [[#22] ]
. . Unknown Paraneter docld in
77.138.87.96 |France 147.237.72.166 |aka. i df . i | vaw aka. i df . i |/ i n/ gi yus/ yahash2017/ | obby. aspx None 1
40.77.167.53 |lnited Sates [147.237.72.156|anan.idf.il Uhaut hori zed URL Access to vww arman. idf.il/robots.txt B ock 1
. . . Unaut hori zed URL Access to
180.76.15. 148 |Chi na 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ shared/ cl i ent scri pts/j query/j query-ui.js Bl ock !
Russi an Ill1egal Byte Gode Character in Method
80.87.205.246 | .0 0 o 147.237.77.216|dover . i df .i | [[#22 1 [[#311 [ [#21[[#O U [#0 ] [[#011 [ [#O] 1 [#3]1[[#2]] ST =>r[[#11] ] Y[ #1 |B ock 1
211 v T HEYR[ [ #4] 11 [[#22] ]
. . . Unaut hori zed URL Access to
66. 249. 76. 2 I srael 147.237.77. 243 |nobi l e. i df . i | nobi | e, i o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1673 B ock 1
31.13.102. 123 [Ireland 147.237.77. 216 |dover . i df . i | Dstributed Uhaut hori zed LR Access on wawidf.il/ https:/tw tter.con B ock 1
Russi an Unknown HTTP Request Met hod
80.87.205.246 | .0 0 o 147.237.77.216|dover . i df .i | [[#22 1 [[#311 [ [#21[[#O U [#0 ] [[#011 [ [#O] 1 [#3]1[[#2]] ST =>r[[#11] ] Y[ #1 |B ock 1
2] v# B[ [#4] 11 [[#22]] in LR
. . Unaut hori zed Met hod PCST for
77.138. 232, 212 |France 147.237.72.166 |aka. i df . i | vaw aka, i df i |/ nai 1/ gi yus/ yahash2017/ | obby. aspx B ock 1
Russi an . . .
80.87.205.246 _ - & o 147.237.77. 216 |dover. i df . i | Ml formed HTTP Header Line 4 Bl ock 1
66.249.76. 66 |lsrael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal . idf.il/894-he B ock
31.154.81.2 I srael 147.237.76.42 |refuah.idf.il PHP At t enpt B ock
85. 65. 244. 190 |l srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wawidf.il/ https:/twtter. con B ock 1
80. 87. 205. 246 gz::;nl on 147.237.77.216|dover. i df .i | Abnornal |y Long Header Line request header nane B ock 1
46. 19. 86. 22 I srael 147.237.0.19 |nadimatal .idf.il|Miltiple Unauthorized URL Access from 46.19. 86. 22 B ock 1
209.6.151. 199 |Uhited Sates |147.237.76. 147 |chi nuch. aka. i df . i|Whaut hori zed URL Access to ww chi nuch. aka.idf.il/sip_storage/files/ 4/ B ock 1
80. 87. 205, 246 |SSan 147.237.77. 216 |dover . i df . i | Mal f or med URL Bock |1
Feder ati on
66.249.76.87 |lIsrael 147.237.76. 42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1300- he/ r ef uah. aspx B ock 1
31.154.81.2 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to v refua. atal .idf.il/xnrpc. php B ock
136. 243. 35. 38 [Ger many 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for waw aka. i df . il/brot hers/ skira/ defaul t. asp Bl ock
Russi an . .
80. 87. 205. 246 Federati on 147.237.77.216|dover. i df . i | Abnormal |y Long Request net hod B ock 1
2.53.147.96 I srael 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147. 237. 77. 234/ i mages/ shar ed/ bul | et 1. gi f Bl ock 1
NULL Character in Header Nane at
A [#19]] AO1IA [#31] ] A [#30] ] [ [#0]] 3[ [#0] ] 2[ [#0] ] S[[#0] ] "P[#0] ] E [#0] ] DA
Russi an D [#14] ] A [#4] ] [[#0] ]/ [[#0] 1 [#01 ] AN [#17] 1 A [#7] | A [#12] T AL [#2] 1 [[#0]1] [[#5]
80. 87. 205. 246 . 147.237.77. 216 |dover. i df . il B ock 1
Federati on TTTHON T [T #41 1 [[#01 1 [[#21] ] [[#0]] [[#18] ][ [#0] ] #OL1[ [#0] ] [[#2011 [[#O] 1 [[#17]] [[#
ONL[#BIT[[#OIT[[#6] 1 [[#O1 1 [[#3] 1 [[#O] 1Y [#11[[#011[[#01 11 [[#0]] [[#12]]1[[#011[
AN [#O T [[#] [ [#2][[#]]]
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