09-26-2016-05:04:06 to 09-26-2016-06:04:06

@
1"NPT SwNn ()
gov IDF Under Attack
www.gov.il Da|ly RepOrt
[Top Targets |
1
2004"
160"
7 M aka.idf.il
120+" M dover.idf.il
. M halag.idf.il
80" Matal.idf.il
Nummber i Wiawid.il
Att(g\cks 404" M nobi | e.idf.il
W madimatal .idf.i
0- M aman.idf.il
S & ' s\é‘»" S s s o ' hi nush. i df . i |
g . y ’ . . \ N . . . .
G AN NN NS ¥ M eitan aka.idf. il
&
Top Tar get

[Top Attackers |

M 216. 119. 112. 144
37.236. 8. 50

0 216. 119. 125. 57
80. 87. 205. 246

N”Z,ber M 91.219.122.2
At t acks M 107. 167. 107. 130

[ 77.125. 18. 162

M 85.8.28. 214
184. 168. 46. 74

W 84. 95. 208. 20

Top Attackers



09-26-2016-05:04:06 to 09-26-2016-06:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
80. 87. 205. 246 Russi an Federation 147.237.77. 216 dover.idf.il TAP Scan (vertical) drop 1633
111.73.45. 16 Chi na 147.237. 76. 86 navy.idf.il JLM Under At tack_Con_Tcp dr op 1

45. 32. 205. 193 Net her | ands 147.237. 76. 86 navy.idf.il B ack List drop 1

204. 12. 220. 82 Lhited Sates 147.237.77. 226 wwn chanat z. aka. i df . i | bl ock-sp-traf 1 forward 1

63. 141. 231. 210 Lhited Sates 147.237.77. 234 hal ag.i df .il bl ock-sp-traf 1 f orward 1

204. 12. 220. 86 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | bl ock-sp-traf 1 forward 1




09-26-2016-05:04:06 to 09-26-2016-06:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount |
216.119.112. 144 |Uiited Sates 147.237.72.166 |aka.idf.il |6134 HITP. SQ Injection Variabl e Decl aration Bvasion Bl ock 18

85. 8. 28. 214 Sweden 147.237.77.216 |dover.idf.i| |Cl000074: HITP. majestic bot Per nit 13
216.119. 125. 57 Lhited Sates 147.237.72.166 |aka.idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion B ock 11

184. 168. 46. 74 Lhited Sates 147.237.77.233 |atal .idf.il |5670. HTTP. SQ Injection (SELECT) B ock 6
216.119.112. 144 |Uited Sates 147.237.72.166 |aka.idf.il |5670: HITP. SQ Injection (SELECT) Bl ock 6
91.219.122.2 Pol and 147.237.72.166 |aka.idf.il 5670: HITP. SQ | njection (SALECT) B ock 6

216. 119. 125. 57 Lhited Sates 147.237.72.166 |aka.idf.il |5670. HTTP. SQ Injection (SELECT) B ock 6

85. 8. 28. 214 Sweden 147.237.77.74 lawidf.il |CL000074: HTTP. najestic bot Per nit 2

95. 135. 249. 88 kr ai ne 147.237.77.216 |dover.idf.i| |12580: HITP. SQ Injection (Cooki e Header) B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

216.119. 112. 144|147.237. 72. 166 |Lhited Sates  |aka idf.il SQ Injection - Select From 72
216.119. 125. 57 |147.237.72.166 |Lhited Sates aka.idf.il SQ Injection - Select Fom 51
91.219.122. 2 147. 237. 72. 166 |Pol and akaidf.il S Injection - Select Fom 14
184.168. 46. 74  [147.237.77.233|Wited Sates atal.idf.il SQ Injection - Select From 8
. L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
116.209.196. 7 |147.237.77. 74 [China lawidf.il . 2
Potential Scan or Brute Force
68.190. 208. 191 [147.237.76.30 [lLnited Sates hi nush. i df . i | ET SCAN NMAP -sS wi ndow 4096 1
68.190. 208. 191 [147.237.76.30 |[Lhited Sates hi nush. i df . il ET SCAN NVAP -f -sS 1
210. 212. 207.80 |[147.237.76.30 [India hi nush. i df . il ET SCAN Potential VWNC Scan 5900- 5920 1
31.24.228. 20 147.237.76.38 |[Wited Kingdom |e.e.neitav.idf.il |[ET SCAN NVAP -sS w ndow 1024 1
178, 212, 76. 3 147 237 76. 200 |FUSSi @ oitan akaidf | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
T T Federation ' ' Potential Scan or Brute Force
. |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
118.71. 70. 197 147.237.0.15 |V etnam kosher -kravi . i df.i . 1
Potential Scan or Brute Force
106. 187. 45. 144 |147. 237. 76. 198 |Japan e.yohalan.idf.il |ET SCAN Potential SSH Scan 1
78.129.171.173 |147.237.77.205|uni ted Ki ngdom |prisha.idf.il ET SCAN Potential SSH Scan 1
78.129.171.173 [147.237.72. 156 |Uni ted Ki ngdom |anan.idf.il ET SCAN Potential SSH Scan 1
68.190. 208. 191 |147.237.76.30 |Lhited Sates hi nush. i df . i 1 ET SCAN NVAP -sS w ndow 2048 1
46.161.40.17  |147.237.72. 167 ?éj;:ﬂm ishurimaka.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
201.7.217.249 |147.237.77.212|Brazil e. dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
i ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
183. 106. 209. 187|147, 237. 8. 24  |FOV€® RepUDIIC | e ocivieidr il ) y 1
of Potential Scan or Brute Force
_ . |ET SCAN Behavi oral Lhusual Iy fast inbound Tel net CGonnecti ons,
177.126.12.11  [147.237.77.19 |Bazil lawforumidf.il ) 1
Potential Scan or Brute Force
78.129.171. 173 |147.237.76.42 |United Ki ngdom |refuah.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
37.236. 8. 50 Irag 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 64
107. 167. 107. 130|Indi a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 19
. . SYNretransmt wth different .
77.125.18.162 |lIsrael 147.237.77. 234 |hal ag.idf .i Bad TCP sequence wi ndow scal e noni t or 15
80. 87. 205. 246 R‘Sf:;”ion 147. 237. 77. 216 |dover i df . i | SYN At t ack SYN -> SYN-ACK -> RST monitor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf .il dr op Frst packet isn't SYN drop 5
Sreamng BEngi ne: TCP i i ssi
2.53. 50. 64 I'srael 147. 237.77. 243 |nobi l e i f i | mng Ehgine: 7 Invalid segnent retransmssion. g 3
Inval i d Retransm ssion Packet dropped.
S reaning BEngi ne: TCP i i ssi
46.19.85.236  |Israel 147. 237, 77. 243 |nobi 1 e. i of . i | mng tngine- 1 Invalid segnent retransmssion. g 3
Inval i d Retransm ssi on Packet dropped.
37.236. 8. 50 Irag 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 3
37.236.8.50 Iraq 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACK nunber nonitor |3
46. 19. 85. 204 | srael 147.237. 72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 2
37.26.148.226 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
76.90.211.5 Lhited Sates |[147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
: ) s . TLS Servers G pher Quites .
198. 7. 57. 46 Lhited Sates [147.237.0.19 |nadimatal.idf.il SS. Enforcenent Mol ation WUl nerabi 1ty Scanni ng Tool s rej ect 2
2.53.133. 136 I srael 147.237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or 2
. . . . Geo- 1 ocat i on i nbound
187.61.109. 18 |Brazil 147.237.77. 212 |e. dover.idf . i1 Geo-1 ocati on enf or cenment enf or cement drop 2
207.244.95.125 |Wited Sates |147.237.77. 243 |nobile.idf.il SIS Enforcenent Miolation [oServers dpher Suites rej ect 2
Wl nerabi lity Scanning Tool s
184.105. 139. 120|thited Sates |147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
2.55. 188. 208 | srael 147.237. 72. 156 |anan. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
141.212.122.50 |Uhited Sates |[147.237.76.200|eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
Russi an S -
80. 87. 205. 246 eration 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 1
189. 74. 210. 150 |Brazil 147.237.77.74 [lawidf.il drop Frst packet isn't SWN drop 1
67.45.114.103 |lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SYN drop 1
184.105.139. 84 |Wnited Sates |147.237. 76. 199 |e. nakchal .idf il Geo- | ocati on enf or cenent Sg?olrggi'n?” i nbound drop 1
99. 250. 108.51 |Canada 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
46. 19. 85. 236 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |1
184. 105. 247. 219|wnited Sates  |147. 237. 77. 227 |e. haraz. i f . | Geo- | ocati on enf or cenent Sﬁ?olzgixn  nbound drop 1
. . SYNWAXK retransnmit with .
2.55.188. 208 I srael 147.237.72. 156 |anan. i df . i Bad TCP sequence di fferent W ndow scal e noni t or 1
141.212.122.60 |[Lhited Sates |147.237.77.179|e.nazi.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82. 47.15 Lhited Sates |147.237.77. 226 ;“MChanmz'aka' Hdf- T lSyN At tack SYN -> SYN-ACK -> RST monitor |1
192.0.101.216 |lhited Sates |147.237.77.216|dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
184.105.139.88 |Lhited Sates [147.237.8.45 |e.eitan.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
: . . SYNWAXK retransmit with .
76.90.211.5 Lhited Sates |147.237.72.166 |aka.idf.il Bad TCP sequence di fferent v ndow scal e noni t or 1
216. 218. 206. 120|Wni ted Sates |147.237. 77. 178 |e. nat pash.i of .| Geo- | ocati on enf or cenent Sﬁ?olggikf”  nbound drop 1
184. 105. 247. 232|Uhited Sates [147.237.77. 176 |matpash.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
5.102.218. 2 | srael 147.237.72. 166 |aka.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.61 |Uhited Sates [147.237.77.179|e. nazi.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
84.61.62.0 Ger many 147.237.77. 216 |dover.idf .i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
74.82. 47.29 Lhited Sates |147.237.8.14 |e.orchot.idf.il Geo-l ocation enforcement  |0!ocation inbound drop 1
enf or cenent
184.105.139. 112|thited Sates [147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
138. 246. 253. 19 |Ger nany 147.237.0. 17 ;“I”Iy kosher-kravi.1d |qyn At t ack SYN -> SYN-ACK -> RST moni tor |1
46.120. 203.47 |l srael 147.237.72. 166 |aka.idf . i1 Bad TCP sequence Invalid ACK nunber aert 1
184. 105. 247. 235|Uhited Sates |147.237.77.234 |hal ag.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
37.26.148.226 |[Israel 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 163|thited Sates [147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
93.172.142.97 |Israel 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.37 Lhited Sates |[147.237.76.200|eitan. aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
207.46.13.112 |Wited Sates [147.237.77.74 |(lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
184.105. 139. 112|Wnited Sates  |147. 237. 77. 212 |e. dover i f .1 Geo-1ocation enforcenent  |0! ocation inbound drop 1
enf or cenent
2.55.188. 208 | srael 147.237. 72. 156 |anan.i df .i | drop Frst packet isn't SN drop
141.212.122. 49 |Uited Sates |147.237.76. 200 |eitan. aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
84. 95. 208. 20 | srael 147.237.77.74 |lawidf.il PHP Att enpt B ock 3
84. 95. 208. 20 I srael 147.237.77.74 |lawidf.il Mul ti pl e Unaut horized URL Access from 84. 95. 208. 20 B ock
207.244.95. 125 g];::g 147.237.77.243|nobi | e. i df . i | Untraceabl e S3. Sessions: sigal gs DS Atack None 2
2.53.50. 64 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
198.7.57. 46 Lsh'mt:: 147.237.0.19 |nadimatal .idf.i|SS Whtraceabl e Gonnection - sigal gs DoS At tack None 1
66.249. 69. 224 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 69. 224 B ock 1
198.7.57. 46 ;“;tteeg 147.237.0.19 |nadi matal .idf.i|Unauthorized Method HEAD for 147.237.0.19/ Bl ock 1
66.249. 69. 224 [Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp B ock 1
84.95. 208. 20 I srael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to wwwv |l aw idf.il/tenpl ates/ general / pi wi k. php B ock 1
37.236. 8. 50 Irag 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to v i df .il/894-ar B ock 1
207.46.13.74 g‘;tt:: 147.237.77.216|dover.idf . il Lhaut hori zed URL Access to wwvidf.il/atal 1/izkor/view i ngt op. asp B ock 1

Uhaut hori zed URL Access to

wawv aka. i df . i1/ wepdwul | t e50dk5nj i 2nt npzbyczg9kf gj md2qwagi dd2gwbai hdwBw
ah4hvm zawj szwhkzai | d2gwbai bd2gwagi bdxychgr ocnmvmbgxkzwzhdwxOl nf zch
hkagupzbycagepf gi ebxnOewx| bgt 3aw Oado5nt bwebyeagepf gi ecwl ubnvyahr t bauz

66. 249.76. 112 | srael 147.237.72. 166 [aka. i df . i | 16nxknec15xxqi dxl deql6nx| der 15xxqgngcag8wah8cbqgt 3awr Oado5nt bweggyaqu Bl ock !
ex19db250cn®sclj | cxvpcnvgb3n0gnf j alt | evof f gnf f mObdawj gnObdawj hj i vghpc
1npdguf f mObdawj gnObdawj hj i guxsu2l 0zxnf f nObdawj gnObdawj hj i quxsu?2l 0z
xn8eh5yubar wr ct t gt sdbj v4sr bosnt nt ap+hah2uc8vg==
104. 173. 227. 88 g‘;tt:: 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to waw i df.il/894-en/i df gdover . aspx B ock 1
46.120.203.47 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to wwe aka. i df.il/main/ B ock 1
207. 46. 13. 180 g"alt:g 147.237.72.166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ Bock |1
77.125.18.162 |lsrael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i mages/ shared/ bul | et 1. gi f B ock 1
192. 116. 176. 221 |l srael 147.237.0.19 |nadi matal . i df.i|Suspicious Response Code B ock 1
. . Unaut hori zed URL Access to
66. 249. 64. 147 I srael 147.237.77.74 [lawidf. il wwn nag. i df . i |/t enpl at es/ shar ed/ user cont r ol s/ | obbyi nf ocent eri t ent Bl ock !
207.244.95. 125 ;“;tteeg 147.237.77.243|nobi l e. i df . i | Unaut hori zed Method HEAD for 147.237.77.243/ Bl ock 1
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