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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature Device Action |Count
60. 165. 176. 125 Chi na 147.237.72. 14 dover.idf.il (ol d) Invalid TGP H ags drop 2
37.186. 206. 220 Italy 147.237.77. 212 e.dover.idf.il L4 Source or Dest Port Zero dr op 1
185.94.111.1 Russi an Federation 147.237. 76. 196 e.sviva.idf.il B ack List drop 1
209. 126. 136. 2 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site Sgnature Devi ce Action |Count
195. 154. 187. 115 France 147.237.77. 216 dover.idf.il CL000074: HTTP. naj estic bot Per nit 194
195. 154. 187. 115 France 147.237. 72. 166 aka.idf.il C1000074: HITP. naj estic bot Per it 6
195. 154. 187. 115 France 147.237.77. 226 WA chamat z. aka. i df . i | C1000074: HITP. maj estic bot Permt 3
195. 154. 187. 115 France 147.237.77. 74 lawidf.il CL000074: HTTP. naj estic bot Per nit 2
195. 154. 187. 115 France 147.237.77. 176 nat pash. i df . i | C1000074: HTTP: naj estic bot Per it 2
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|Top Attackers In |D|

Target Address

A tacker
Count ry

Signature

103. 207. 37.81 |147.237.72. 167 |V et nam i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 1024 1
78.129.171. 173 |147. 237.77. 19 E:'r:;gom | awe forumidf.il ET SCAN Potential SSH Scan 1
46.183.223. 228 |147.237.8. 46 |Latvia e.chinuch.idf.il ET SCAN Potential SSH Scan 1
. . ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
195. 80. 140. 250 |147. 237. 77. 74 |krai ne lawidf.il . 1
Potential Scan or Brute Force
41.215.36.46 |147.237.77.179 |Kenya e nazi.idf.il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 129. 15 |147. 237. 77. 235 zlr:;gom svivaidf.il ET SCAN NVAP -sS wi ndow 1024 1
124. 8. 223.198 |147.237. 76. 199 |Tai wan e.nakchal .idf.il ET SCAN Potential SSH Scan 1
124.8.223.198 |147.237.76. 44 |Tai wan e.refuah.idf.il ET SCAN Potential SSH Scan 1
124.8.223.198 |[147.237.0.35 |Taiwan akaws. i df . il ET SCAN Potential SSH Scan 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
110. 80. 119. 37 |147. 237. 77. 227 |Chi na e. hanaz. i df .il ) 1
Potential Scan or Brute Force
78.129.171. 173 |147. 237. 77. 178 zlr:;gom e. mat pash.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 |147. 237.76. 34 |China yohal an.idf.il ET SCAN Potential SSH Scan 1
41.215.36.46 |147.237. 77. 205 |Kenya prishaidf.il ET SCAN NVAP -sS w ndow 1024 1
181 48.36.61 1147 237 0. 16 |col ombi vosher-kravi i df i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . 0. onoi a - KOS - . . .
w Potential Scan or Brute Force
31.24.228.20 |147.237.77. 227 E:'rf;gom e. hamaz. i df . i ET SCAN NVAP -sS wi ndow 1024 1
124. 8. 223.198 |[147.237. 76. 202 |Tai wan e halag.idf.il ET SCAN Potential SSH Scan 1
124. 8. 223.198 |147.237.76. 177 |Tai wan ncore.idf.il ET SCAN Potential SSH Scan 1
124. 8. 223.198 |[147.237.76.30 |Tai wan hi nush. i df . i | ET SCAN Potential SSH Scan 1
124.8.223.198 |[147.237.0.34 |Taiwan tikshuv.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

A tacker

Attacker Address count ry Target Address |Ste Signature Action ‘Count
179. 169. 108. 167 |Brazil 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 13
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
Sreaning Engine: TGP Invalid i i ssi
66.249.76.30  |Wited Sates |147.237.77. 243 [nobile.idf.il 9 =g Invalid segnent retransmssion. . 3
Ret ransm ssi on Packet dropped.
77.138.52. 97 France 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
Sreaning Engine: TGP Invalid i i sSi
79.183.96.191 |Israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dropped.
87.69. 214. 22 I sr ael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber monitor |3
Russi an s -
95. 25.94. 51 Feder at i on 147.237.77. 176 |nat pash. i df . il drop First packet isn't SN drop 2
Sreaning Engine: TGP Invalid i i ssi
68.180.228.99 |[lnited Sates |147.237.72. 166 |aka i df.il g =g Invalid segnent retransmssion. | 2
Ret r ansm ssi on Packet dropped.
46. 19. 85. 147 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |2
Russi an S -
109. 63. 129. 78 Federat i on 147.237.77. 216 |dover.idf.il dr op First packet isn't SWN drop 2
87.69. 214. 22 I sr ael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber aert 2
Russi an S -
109. 173. 32. 191 rat i on 147. 237. 77. 176 |nat pash. i of . i | drop First packet isn't SN drop 2
23.248.234.11 |lnited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 1
169. 229. 3. 91 Lhited Sates |[147.237.77.234 |halag.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.50 |Wited Sates |147.237.76.201 |e.atal .idf.il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
184.105. 247. 199|Whited Sates [147.237.76.39 [mobile neitav.idf.il |SYN At tack SYN -> SYN-ACK -> RST nonitor |1
169. 229. 3. 91 Lhited Sates [147.237.76.30 |hinush.idf.il SYN Attack SYN -> SYN-ACK -> RST nonitor |1
115. 75. 2. 254 M et nam 147.237. 77. 170 naar achot . i df . i | Bad TCP sequence Invalid sequence nunber noni t or 1
23.248.235.19 |Wited Sates |147.237.0.17 ?]I"Iy kosher-kravi-id |oyN At ack SYN -> SYN-ACK -> Timeout |monitor |1
172.247.85.200 |Wited Sates [147.237.0.33 |[idf.il drop drop 1
141.212.122.51 |wited Sates [147.237.76.201 | atal .idf. il Geo- 1 ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
: . . SYNtACK retransmt wth .
107.197.86.83 |Lhited Sates |147.237.77.216|dover.idf.il Bad TCP sequence di fferent vi ndow scal e noni t or 1
169. 229. 3. 91 Lhited Sates |[147.237.76.38 |e.e.neitav.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
138. 246. 253. 19 |Ger many 147.237.0.16  [ny-kosher-kravi.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or
172.247.86.217 |Wited Sates |[147.237.0.200 |[rdu.idf.il dr op drop
141.212.122. 168|Wnited Sates [147.237.8.14 |e.orchot.idf.il Geo- 1 ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
74.82.47.6 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
169.229.3.91  |Wited Sates [147.237.76.197 |e. hinush.idf. il Geo- | ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
139. 162. 37. 147 |Wited Sates  [147.237. 76. 196 |e. sviva i df i Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
66. 102. 8. 155 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1
141.212.122. 169|Wited Sates [147.237.8.14 e orchot.idf.il Geo-1 ocation enf or cenent Ceo-I ocati on i nbound drop 1
enf or cenent
100.63. 14560 |USSI N 147. 237. 77. 216 |dover. i df . dro First packet isn't SN dro 1
T ) Federation ) T o P P P
74.82. 47. 37 Wited Sates |147.237.77.179 |e. nazi .idf. il SYN At tack SYN -> SYN-ACK -> RST nonitor |1
169.229.3.91  |wited Sates  [147.237.77. 212 |e. dover. i df .i Geo- 1 ocati on enf or cenent Geo-I ocat i on i nbound drop 1
enf or cenent
139. 162. 37. 147 |wited Sates [147.237. 76. 198 |e. yohal an. i df .l Geo- 1 ocati on enf or cenent Geo-1 ocati on i nbound drop 1
enf or cenent
66. 102. 8. 156 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
184.105.139.76 |Lhited Sates [147.237.72.166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
169. 229. 3.91 Lhited Sates [147.237.0.35 [akavs.idf.il drop drop 1
74.82.47.38 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
66. 249. 69. 224 |l srael 147.237.77. 216 |dover. i df . i | Mil tipl e Unaut horized URL Access from 66. 249. 69. 224 Bl ock 2
96.242.35.164 |Uhited Sates [147.237.72.166|aka.idf.il Lhaut hori zed Met hod PCST for www aka. i df.il/tiznoret/ Bl ock
. . Uhknown Par anet er ctl 00$ct | 00$cphMai n$cphSachar $ct |83 in
185. 13.193. 61 [l srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i | / nai 0/ sachar / paysl i ps. aspx None 1
84.108.87.238 |Israel 147.237.77.74 |lawidf.il PHP At enpt B ock 1
. . Unaut hori zed Met hod HEAD for

46.4.74. 42 Ger many 147.237.72. 166 |aka. i df . i | vy aka, i df i 1/ br ot her s/ ski raf def aul t. asp Bl ock 1

_ ny- kosher - kravi . i df _ o
157. 55. 39. 28 Lhited Sates |[147.237.0. 16 O Uhaut hori zed URL Access to waw ny- kosher-kravi.idf.il/robots.txt |B ock 1
66. 249. 69. 229 |l srael 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wanidf.il/.well-knowy assetlinks.json [B ock 1
207. 46.13.3 Lhited Sates [147.237.0.19 |[nadimatal .idf.il Lhaut hori zed LRL Access to nadi matal .idf.il/robots.txt Bl ock
84.108.87.238 |[lsrael 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to w | aw i df.il/wp-1ogin. php B ock

. . . Unaut hori zed Met hod PCST for

60. 240. 90. 32 Australia 147.237.72.166 |aka. i df . i | o aka. i df i |/ nai n/ snal i d snal i m aspx B ock 1
157.55.39. 133 |[lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed URL Access to 147.237.76. 86/ robot s. t xt B ock 1
66.249.76.85 |lIsrael 147.237.76. 42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ robots. t xt Bl ock 1
207.46.13.24 |Uited Sates [147.237.72.166aka.idf.il Unknown Paraneter docid in aka.idf.il/kamar/klali/default.asp None 1
84.109. 3. 215 I srael 147.237.77. 216 |dover.i df .i | Lhaut horized URL Access to waw idf.il/https:/wwidf.il/ B ock 1
65.208. 151. 116 [Lhited Sates [147.237.0.34 |ti kshuv.idf.il Uhaut hori zed URL Access to waw tikshuv.idf.il/sip_storage/files/O/ |B ock 1

] . . D stributed Unaut hori zed LRL Access on
157.55. 39. 233 |[lhited Sates [147.237.77.216|dover.idf.il ww i of i1/t enpl at es/ ar ti ¢l ef vat ch B ock 1

. . Unaut hori zed URL Access to

66.249.76.87 [l srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9031- he/ r ef uah. aspx B ock 1

] . . D stributed Unaut hori zed LRL Access on
207.46.13.74 |wnited Sates [147.237.77.216|dover.idf.il vw i o i1/t enpl at es/ ar ti ¢l ef vat ch B ock 1

. . D stributed Unaut hori zed URL Access on

90.31.89.227 |Qiadel oupe |147.237.77.216|dover.idf.il Vo i i 1 /894- en/ i dff gdover . aspx B ock 1

] . . . S ULhtraceabl e Gonnection - Protocol violation
169.229.3.91 |lhited Sates [147.237.76.30 |hi nush.idf.il (SSL CONN GLI ENT FELLO None 1
68.180.231.57 |[Lhited Sates |147.237.77.216|dover.idf.il Lhaut hori zed URL Access to waw idf.il/en B ock 1
40.77.167.53 |united Sates |147.237.72.156 |aman.idf.il Unaut hori zed URL Access to wan anan. i df.il/robots. txt B ock 1
66. 249. 69. 228 |l srael 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to v i df.il/atal 1/izkor/vi ew text.asp Bl ock 1
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