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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address [Site

|Signature |Device Action |Count |
78.129.171.175 Uni ted Ki ngdom 147.237.76. 44 e.refuah.idf.il |Back List drop 1
93. 174. 94. 235 Net her | ands 147.237.76. 177 ncore.idf.il B ack List drop 1
195. 154. 189. 212 France 147.237.0. 200 ndu.idf.il JLMPurple Gon Linmt Htp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

37.97.224.11 147. 237. 76. 42 |Net her| ands refuah.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
37.97.224.11 147.237.0.34  |Netherl ands tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
37.97.224.11 147.237.0.16 |Netherl ands ny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
13.90.253.185 [147.237.77.179|United Sates |e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
211.149.244.79 |147.237.77.227 |thi na e. hanaz. i df .il ET SCAN NVAP -sS w ndow 1024 1
163. 172. 169. 150(147. 237. 72. 167 E?i;;gom i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
. S ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
109. 75. 44. 26 147.237.76.31 |Armeni a nakchal .idf.il i
Potential Scan or Brute Force
_ L ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons,
82.79.75.5 147.237. 77. 170 |Ronani a naar achot . i df.il . 1
Potential Scan or Brute Force
69.129.141.35 |147.237.76.148|hited Sates |gqcenter.aka idf.il ET SCAN NVAP -sS w ndow 3072 1
37.97.224.11 147. 237.76.39 |Net her| ands mobi le.neitav.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
37.97.224.11 147.237.0.19 |Netherlands madi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
31. 24. 228. 20 147.237.0. 15 E;ir:;cci]om kosher-kravi .idf.il ET SCAN NVAP -sS wi ndow 1024 1
210.212.207.80 [147.237.8.50 |[India e tikshuv.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
_ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
125.107.121.5 |147.237.77.74 |China lawidf.il . 1
Potential Scan or Brute Force
103.207.36.31 |147.237.76. 176 |M et nam test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
69.129.141.35 |147.237.76.148|hited Sates |gqcenter.aka.idf.il ET SCAN NMVAP -sS wi ndow 4096 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Action ‘Count
176. 13.17. 10 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 8
85.64.155.61 | srael 147. 237. 77. 216 |dover. i df .| SYN At t ack SYN -> SYN-ACK -> RST noni t or
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
79.183.96.191 | srael 147.237.77. 243 |nubil e.i of . Streaning Engine: TP Invalid Jimalid segrent retrammssion. |y ) 3
Ret ransm ssi on Packet dropped.
37.46. 41. 246 I srael 147.237.77. 176 [nat pash. i of . i | Bad TCP sequence I'nval i d AGK nunber nonitor 3
2.53. 164. 51 I'srael 147.237.77. 243 |nobil e.i of . i1 Streaning Engi ne: TCP Invalid |invalid segnent retransmission. | 3
Ret r ansni ssi on Packet dropped.
77.139.72.137  |France 147. 237, 77. 243 |nobi l e, f . Streamng Engi ne: TCP Inval id invalid segrent retransnmission. | 2
Ret ransm ssi on Packet dropped.
80.246. 136. 104 || srael 147. 237. 72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST nonitor |2
207.46.13.24  |uwited Sates [147. 237. 76. 200 |ei tan. aka i df .il Streaming Engi ne: TCP Invalid invalid segnent retransnission drop 2
Ret ransm ssi on Packet dropped.
23.248.235.20 |Wnited Sates [147.237.76.30 |himush.idf.il SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |1
195. 154. 189. 212|France 147.237.76. 34 |yohal an.idf.il drop drop
169.229.3.91  |wited Sates |147. 237. 76. 202 |e. hal ag.i df . i1 Geo- | ocati on enf or cement Sg;’;ggﬁ;infn i nbound drop 1
141, 212. 122. 173|Wnited Sates |147. 237. 76.34 |yohal an.idf. il dr op drop 1
5.22.134. 98 I sr ael 147.237.72. 166 |aka.i df . i Bad TCP sequence Inval i d ACK nunber monitor |1
162. 209. 180. 150|Lhited Sates |147. 237. 76. 147 |chi nuch. aka. i df . il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 1
105. 155. 158. 216|Mor occo 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
23.248.236.4  |lhited Sates |147. 237. 77. 176 |nat pash. i df . | SYN At t ack SYN -> SYN-ACK -> Tinmeout  |monitor |1
195. 154. 189. 212|Fance 147.237.76.39 |nobile. neitav.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 1
172.247.82.216 |Whited Sates |147. 237. 76. 148 |gacent er. aka. i df .i | drop drop 1
141.212. 122, 174|Wited Sates |147. 237. 77. 212 |e. dover . i of . i1 Geo- 1 ocati on enf or cenent gﬁ?;'rzgi;infn  nbound drop 1
5.29.29. 22 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
190. 106. 245. 213l ivia 147.237. 72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Timeout  |monitor
169.229.3.91  [tnited Sates 147.237.0.17 |1V kosher-kravi.1d | At ack SYN -> SYN-ACK -> RST nonitor |1
122.103.208. 34 |Japan 147.237. 72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Timeout  |nonitor
195. 154. 189. 212|France 147.237.77. 216 |dover. i df .| SYN At t ack SYN -> SYN-ACK -> RST noni t or
172.247.83.197 |lLhited Sates |147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN- ACK -> Ti meout noni t or 1
141. 212. 122. 175|wnited Sates |147. 237. 77. 212 |e. dover. i df . i Geo- | ocati on enf or cenent Sﬁ?o'rﬁgﬁi'nf" i nbound drop 1
23.248.234. 19 Lhited Sates |147. 237. 72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
195. 154. 189. 212 |France 147.237.0.19 |nadimatal.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
169.229.3.91  |Lhited Sates |147. 237. 72. 167 |i shuri maka. i df . SYN At t ack SYN -> SYN-ACK -> RST moni t or
122.103.208.34 |Japan 147.237.72. 166 |aka.i df .i Bad TCP sequence ;ﬁ;‘gﬁ;ﬁ;ggj?@?th moni tor 1
37.46. 41. 246 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
172.247.83.219 |Uhited Sates |147. 237. 77. 234 |hal ag.i of . SYN At t ack SYN -> SYN-ACK -> Timeout  |nonitor
156. 204. 211. 110|Egypt 147. 237. 77. 216 |dover. i df . Bad TCP sequence wﬁtﬁﬁgﬂgfth monitor |1
23.248.234.27 |Wited Sates |147.237. 72. 167 |ishurimaka. i df .i| SYN At t ack SYN -> SYN-ACK -> Timeout  |monitor |1
195. 154. 189. 212|Fance 147.237.76.30 [hinush.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
160.229.3.91  |lhited Sates |147.237.76.34 |yohal an.idf.il drop drop 1
141.212. 122, 172|Wited Sates |147. 237. 76.34 |yohal an.idf. il drop drop 1
71.6.165.200  |Wited Sates |147.237.8.27 |enadimata.idf.il  |Geo-1ocation enfor cement ﬁfo'rggﬁ;'mon i nbound drop 1
2.55.173.7 | srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
172.247.85.198 |Uhited Sates |147. 237. 76. 200 |ei tan. aka. i f .| SYN At t ack SYN -> SYN-ACK -> Tinmeout  |monitor |1
162. 205. 68. 202 |Lhited Sates |147. 237. 77. 216 |dover. i df .1 SYN At t ack SYN -> SYN-ACK -> RST monitor |1
85.65.71.112  |israel 147.237. 72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> RST nonitor |1
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry ‘Target Address |[Site Sgnature Action ‘Oount
2.53.164.51 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Gode Bl ock 3
66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | D stributed Unaut horized URL Access on 147. 237. 72. 166/ B ock
157.55.39. 155 |Lhited Sates 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/tenpl ates/articl e/ vatch B ock
66. 249. 66. 176 |Israel 147.237.76.31 |nakchal .idf.il ﬂ?;g?‘r;éégﬂtg‘pfgtcf;g;ﬁi | s 51 1635 pel B ock 1
173.58.246.46 |lLhited Sates 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw i df.il/894-en/i df gdover. aspx B ock 1
66. 249. 69. 224 |Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/viewingtop.asp |B ock 1
180.76.15.14 |China 147.237.72. 156 |anan. i df . i | O stributed Lhaut hori zed UR. Access on list.ips.gov.il/robots. txt B ock 1
68.180.231.57 |Lhited Sates 147.237.77. 216 |dover.i df .i | Par anet er Type M ol ati on PageNumin waw i df .il/1815-he/ dover.aspx [B ock 1
204.79.180. 204 |Lhited Sates  |147.237.72.166|aka. i df .i | m”;;:riid?efl mmdmﬁ—rm Lt"gs/i ner . 5D Bl ock 1
2.55.129.131 |[Israel 147.237.0.19 |nadi matal . idf.i |Suspicious Response Code B ock
81.223.254.34 |Austria 147.237.77.74 |lawidf.il Unaut hori zed LRL Access to /robots. txt B ock
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