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|Top Attackers | n DDoS- Def ence |

Attacker Address
185.94.111. 1

|Attacker Country
Russi an Federation

Target Address
147. 237.76. 30

hi nush. i df .i |

Signature
B ack List

Device Action
drop

191. 96. 249. 37

Qiile

147.237.76. 197

e. hinush.idf.il

B ack List

dr op
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Count
89. 44. 144. 244 Ronani a 147.237.77. 74 lawidf.il [5670. HITP. SQ Injection (SELECT) B ock 6
187.17. 96. 33 Brazil 147.237.77. 233 atal.idf.il [5670: HITP. SQ Injection (SELECT) B ock 6




09-26-2016-01:08:20 to 09-26-2016-02:08:20

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

66.249.66.12  |147.237.77.170|W0ited Sates |naarachot.idf.il [ET SCAN NVAP -sA (2) 408
89. 44. 144. 244  |147.237.77. 74 |Romani a lawidf.il SQ Injection - Select From 8
187.17. 96. 33 147.237.77. 233 |Fazil atal.idf.il SQ Injection - Select From 4
62.150. 255. 205 |147.237.8.28 |Kuwait e.nobile-ks.idf.il |[ET SCAN NVAP -sS wi ndow 3072 1
. . ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
27.42.136.167 |147.237.72.166|China aka.idf.il . 1
Potential Scan or Brute Force
202.21.110.212 |147.237.0.15 |Mongolia kosher-kravi.idf.i|[ET SCAN NVAP -sS wi ndow 2048 1
202.21.110.212 |147.237.0.15 |Mongolia kosher-kravi.idf.i|[ET SCAN NVAP -f -sS 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
190. 153. 201. 57 [147.237.77.233|cile atal.idf.il ) 1
Potential Scan or Brute Force
189. 161. 104. 96 |147. 237. 76. 201 [Mexi co eatal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
. L ET SCAN Behavi oral Uhusual 'y fast inbound Tel net Gonnecti ons,
182. 129. 160. 117|147. 237. 76. 201 |Chi na eatal.idf.il . 1
Potential Scan or Brute Force
. . SERVER APACHE Apache nod_ssl non- SSL connection to SSL port
66.249.76.119 [147.237.72.166 |Lhited Sates [aka idf.il ) . - 1
deni al of service attenpt
62. 150. 255. 205 |147.237.8.28 |Kuwait e.nobi | e-ks.idf.il [ET SCAN NVAP -sS wi ndow 4096 1
46.183.223. 228 |147.237.76.44 |Latvia e.refuah.idf.il ET SCAN Potential SSH Scan 1
210.212.207.80 |147.237.76.44 |India e.refuah.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
202.21.110.212 |[147.237.0.15 |[Mongolia kosher-kravi.idf.i [ET SCAN NVAP -sS w ndow 1024 1
201.38.68.132 [147.237.76.44 |mazil e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
189. 161. 104. 96 |147. 237. 76. 201 [Mexi co eatal.idf.il ET SCAN NMAP -sS wi ndow 4096 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Action ‘Count
46.19. 85. 14 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACK nunber monitor |19
46. 254. 250. 11 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 13
46.19. 85. 14 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Invalid ACK nunber alert 10
176.106. 44, 144 [ASSHNA 147 37 77. 216 |dover. i df. | Bad TCP sequence moni tor |7
Territory, Gecupied
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
109. 253. 131. 251l srael 147.237.76.42 |refuah.idf.il dr op Frst packet isn't SN drop
109. 253. 131. 251|I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor
Pal esti ni an . . .
176. 106. 44. 144 Territory, Qeeupi ed 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber aert 4
Streaning Engi ne: TCP Invali d segnent retransnission
88. 202. 218. 243 |Unhited Ki ngdom 147.237.76.86 |navy.idf.il . .. " |dro 4
g i Inval i d Retransnission Packet dropped. P
176. 106. 44, 144 |3 Estinian 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nvali d AGK nunber monitor |4
) T Territory, Gecupied ) T ) ) q
S rean ng Engi ne: TCP i i ssi
95.86.106.17  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | mng thgihe. Invalid segnent retransmssion. | . 4
Inval i d Retransnission Packet dropped.
Pal estini an . . . .
176. 106. 44. 144 ) ) 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [nonitor 4
Territory, Qcupi ed
178. 150. 209. 107 |kr ai ne 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
122.103. 208. 61 |Japan 147.237.72. 167 |i shuri maka. i df .i | dr op First packet isn't SYN drop
2.55.131.203 | srael 147.237.72. 156 |aman.idf il SYN Attack SYN -> SYN-ACK -> RST noni t or
186.224.0.230 |Prazil 147. 237. 77. 178 |e. nat pash. i of . i | Geo-1 ocation enforcenent  |0! ocation inbound drop 3
enf or cenent
37.26.147.166 |lsrael 147.237.72. 166 |aka.i df .i| SYN Attack SYN -> SYN-ACK -> RST moni t or 2
St ream ng BEngi ne: TCP i i ssi
77.139.72.137 |France 147.237.77. 243 |robi L e. i df .i | mng Engine: 1 Invalid segnent retransmssion. |, 2
Inval i d Retransnission Packet dropped.
37.26.148.146 |lsrael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or
46. 19. 86. 59 | srael 147.237.72. 166 |aka.i df i SYN Att ack SYN -> SYN-ACK -> RST noni t or
213.241.16. 169 |Pol and 147.237.72. 166 |aka. i df .i dr op Frst packet isn't SN drop
77.242.17.132 |Abania 147.237.76.44 |e.refuah.idf.il Geo-1 ocation enforcenent  |0!ocation inbound drop 2
enf or cenent
2.53.137. 217 | srael 147.237.72. 167 |i shuri maka.i df . il Bad TCP sequence Inval id ACK nunber noni t or 2
Pal estini an . . SYNtAXK retransmt with .
176. 106. 44. 144 Territory, Grcupi ed 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 2
83. 130. 66. 16 | srael 147.237.72. 166 |aka.i df .| SYN Att ack SYN -> SYN-ACK -> Tinmeout [nonitor 2
141.212.122. 175|Wnited Sates 147.237. 76. 197 |e. hinush. i df . | Geo- 1 ocation enforcement  |C20;!ocation inbound drop 1
enf or cenent
218.93.211.112 |China 147.237.0.35 |akaws.idf.il dr op drop 1
2.53.137.217 I srael 147.237.72. 167 |i shurimaka. i df .i | Bad TCP sequence Inval i d sequence nunier noni t or 1
141.212.122.60 |Uhited Sates 147.237.0.35 |akaws.idf.il drop drop 1
85. 250. 214. 228 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
172.247.83.220 |lhited Sates 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout [nonitor 1
169.229.3.91  |Uited Sates 147.237.8.27 |emadmata.icf.il  [Geo-location enforcement | !ocation inbound drop 1
enf or cenent
46. 19. 86. 36 | srael 147.237.72. 166 |aka.i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or
5.102. 195. 92 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
141.212. 122. 164|United Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
169.229.3.91  |Wited Sates 147. 237. 76. 198 |e. yohal an. i df . i | Geo- | ocati on enf or cenent Sg?olrggi'n?” i nbound drop 1
141. 226. 217. 251 ]I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence I'nvalid ACK nunber monitor |1
218.93.211.112 |China 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout [nonitor 1
2.53.137.217 | srael 147.237.72. 167 |i shurimaka.i df . i | SYN Attack SYN -> SYN-ACK -> Tinmeout [nonitor 1
141.212.122.61 |Uited Sates 147.237.0.35 |akaws.idf.il drop drop 1
185. 20. 5. 157 Uhi ted Ki ngdom 147.237.77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> Tineout [alert 1
172.247.85.196 |Wited Sates 147. 237. 77. 226 "f"l"’“ha”atz' aka. 1df \oyN At t ack SYN -> SYN-ACK -> Timeout [nonitor |1
169.229.3.91  |Wited Sates 147.237.8.28 |embileks.id.il  |Geo-location enforcement |0 ocation inbound drop 1
enf or cenent
141. 212. 122. 165|thited Sates 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 1
5.102.195.105 |[lIsrael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence I'nvalid ACK nunber monitor |1
2.53.137. 217 I srael 147.237.72. 167 |i shuri maka. i of . i | Bad TCP sequence Inval i d ACK nunber alert 1
138. 251. 241. 246|Uni ted Ki ngdom 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Tineout |[nmonitor |1
169.229.3.91  |wited Sates 147.237.77. 178 |e. nat pash. i of . i | Geo- 1 ocation enforcement  |C20;!ocation inbound drop 1
enf or cenent
162. 209. 224. 242|thited Sates 147.237.76.39 |mobileneitav.idf.il |SYN Attack SYN -> SYN-ACK -> Timeout [nonitor
2.55.40. 116 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or




09-26-2016-01:08:20 to 09-26-2016-02:08:20

|Top Attackers In V\AF|

At acker

Devi ce

Count ry Target Address |Site Sgnature Action ‘Count
83.130.66.16 |[Israel 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Gode B ock 19
217.132.16.78 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Unhaut hori zed URL Access from217.132. 16. 78 B ock 2
66.249.76.63 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip storage/files/7/ nopws Bl ock 1
67.19.79.218 |Lhited Sates [147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to /robots. txt B ock 1
66. 249. 69. 224 |l srael 147.237.77. 216 |dover . i df .i | Ml tipl e Unhaut hori zed URL Access from 66. 249. 69. 224 B ock 1
213.8.204.17 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwu refua. atal.idf.il/xnrpc. php Bl ock 1
66.249.76.75 |lIsrael 147.237.72. 166 |aka. i df . i | Distributed Uhaut horized URL Access on 147.237. 72. 166/ Bl ock 1
46.19.85.5 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
68.180.231.57 |thited Sates |147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin waw i df .il/1815-he/ dover.aspx  |B ock 1
66. 249. 69. 224 |l srael 147.237.77.216|dover . i df .i | Unaut hori zed LRL Access to waw idf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 1
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.65.52 |Israel 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to vy anan. idf.il/robots.txt Bl ock 1
66.249.75.16  |lsrael 147.237. 76. 147 |chi nuch. aka. i df . i|Unhaut hori zed URL Access to waw chi nuch. aka.idf . i/ nobil e/ B ock 1
217.132.16.78 |[lIsrael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/mai n/ home/ sachar B ock 1
66.249.76.87 |Israel 147.237.76.42 |refuah.idf.il ﬂ?“tzggr;gefzﬁp ;Cois;;/?i | es/ 0/ 2600, pa Bl ock 1
66.249. 66. 179 |l srael 147.237.76.42 [refuah.idf.il Lhaut hori zed URL Access to waww refua. atal .idf.il/1757 B ock 1
157.55.39.13 |Wited Sates |147.237.77.170 |maarachot . i df . i | f}Z’t hf};' zed R fccess to naarachot.idf.il/pdf/files/ [YeVeelvel B ock 1
66.249.75.32 |[Israel 147.237.77.216|dover . i df .i | Unhaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
66.249.76. 119 |Israel 147.237.72. 166 |aka. i df . i | %ﬁgﬁa&fﬁjﬁfg - Protocol violation None 1
66. 249. 66. 182 | srael 147.237.76.42 |refuah.idf.il ﬂ;‘”tzg;’”?gefz?p :'gtcoisaz;/?i | es/ 813058, pg Bl ock 1
213.8.204.17 |lIsrael 147.237.76.42 |refuah.idf.il PHP Attenpt B ock 1
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