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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country |Target Address Site Signature Device Action |Count
163. 172. 67. 79 Uni ted Ki ngdom 147.237.76. 39 nobi | e.neitav.idf.il |Back List drop 1
163.172. 67. 79 Uni ted Ki ngdom 147.237.76. 42 refuah.idf.il B ack List dr op 1
93. 174. 94. 235 Net her | ands 147.237.76. 34 yohal an.idf.il B ack List drop 1
163. 172. 67. 79 Uni ted Ki ngdom 147.237.76. 44 e.refuah.idf.il B ack List drop 1
114. 4. 66. 96 | ndonesi a 147.237.77. 235 svivaidf.il JLMPurple Gon Linit_Tcp drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
91. 209. 51. 22 Wkrai ne 147. 237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 7
91. 209. 51. 22 kr ai ne 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 3

69. 30. 198. 202 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2
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|Top Attackers In |D|

Attacker Address |Target Address

At acker
Gountry

Signature

114. 4. 66. 96 147.237.76. 30 [l ndonesi a hi nush. i df . i | ET SCAN Potential SSH Scan 1
111 132 74. 212 1147 237 8 46 |chi na o chinuchidf i ET SI‘AN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
91.201.236.50 |[147.237.72. 167 |krai ne i shurimaka.idf.il ET SCAN NVAP -sS wi ndow 3072 1
189. 161. 104. 96 |147. 237. 76. 196 |Mexi co e.svivaidf.il ET SCAN NVAP -sS wi ndow 4096 1
46.183. 223. 228 [147.237.77. 121 |Latvia e navy.idf.il ET SCAN Potential SSH Scan 1
185. 129. 148. 230|147. 237. 76. 34 |Latvia yohal an.idf.il ET SCAN NVAP -sS wi ndow 1024 1
45. 63. 28. 189 147.237.8.50 [lhited Sates |e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
163. 172. 169. 150(147. 237. 0. 19 LK?i;gegom nadi matal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
5. 255. 90. 133 147.237.8.45 |Netherl ands eeitanidf.il ET SCAN NMAP -sS wi ndow 1024 1
124.8.223.198 |147.237.76.86 |Taiwan navy. i df .il ET SCAN Potential SSH Scan 1
124.8.223.198 |147.237.0.16 |Taiwan ny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
114. 4. 66. 96 147. 237. 76. 34 |l ndonesi a yohal an. i df . il ET SCAN Potential SSH Scan 1
114. 4. 66. 96 147. 237. 72. 166 |1 ndonesi a aka.idf.il ET SCAN Potential SSH Scan 1
91.201.236.50 |[147.237.72. 167 |krai ne i shuri maka.idf.il ET SCAN NVAP -sS w ndow 4096 1
91.201.236.50 [147.237.72. 167 |lkrai ne i shurimaka.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
189. 161. 104. 96 [147.237.76. 196 |Mexi co e.svivaidf.il ET SCAN NVAP -sS wi ndow 3072 1
46.183.223.228 |147.237.76.44 |Latvia e.refuah.idf.il ET SCAN Potential SSH Scan 1
171, 232 8. 24 147 237 8.45 |\ et nam e aitanid il ET SGAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
45, 63. 28. 189 147.237.8.46 |Whited Sates |e. chinuch.idf.il ET SCAN NVAP -sS w ndow 1024 1
124.8.223.198 |147.237. 76. 199 |Tai wan e. nakchal .idf.il ET SCAN Potential SSH Scan 1
124.8.223.198 |147.237.0.19 |Taiwan nedi matal .idf.il ET SCAN Potential SSH Scan 1
114. 4. 66. 96 147. 237.76. 38 |l ndonesi a eeneitav.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

At t acker Country‘Target Address |Ste

Signature

94. 204. 178. 54 g:;:;des” ab 147. 237. 77. 216 |dover i df . i{ fzr:sr:g s?igcl)r?e: TeP Invalid Lg‘é?(’;td dsreggggé_ retransmssion. g o 18
109. 65. 4. 134 | srael 147.237.72. 166 |aka.idf .il drop SAMrul e drop 12
85. 64. 228. 214 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SN drop 10
37.26.146.204 |Israel 147.237.77. 216 |dover.idf il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 9
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
46. 19. 85. 79 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
109.66.164.12  |Israel 147.237.76.31 |nakchal .idf.il |Bad TCP sequence SR e ;ansm wehdifferent | onitor |6
176. 13. 242. 217 |l srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 6
2.53.13.116 [l srael 147. 237.76. 200 [ei tan. aka. i o i1 || S NG Engine: TP Invalid - imvalid segment retransmssion. |, o 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 79 I srael 147.237. 77. 216 [dover.idf . i Bad TCP sequence Inval i d ACK nunber alert
46. 19. 85. 253 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber alert
188.247.78.89 |Jordan 147.237.77. 176 |nat pash. i df . il dr op Frst packet isn't SN drop
195. 239. 16. 40 gj::;”i on 147.237.77.74 |lawidf.il drop First packet isn't SN drop 4
95.86.90.192 | srael 147.237.77. 243 |moti e iop i1 | SAMNG Engine: TCP Invalid invalid segnent retransnission drop 4
Ret r ansni ssi on Packet dropped.
31.210. 186. 226 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or
93.47.226.103 |[Italy 147.237.77. 216 |dover.idf .il SYN Attack noni t or
79.181.137.175 |Israel 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or
79.183.96.191 |Israel 147.237. 77, 243 bl e i o1 | €M NG Engine: TCP Invalid invalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
64.134.54.125 |[wnited Sates 147. 237.77. 216 |dover.i df .i| SYN At tack SYN -> SYN-ACK -> RST roni t or 2
46. 19. 86. 145 | srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
109. 253. 245. 42 |l srael 147.237.0.19 |nadi matal .idf.il|SYN At ack SYN -> SYN-ACK -> RST noni t or 2
188. 120. 154. 237l srael 147.237.72.166 |aka.idf .il Bad TCP sequence Invalid ACK nunber noni t or 2
109. 253. 193. 224l srael 147.237.72. 156 |anan. i df . i | drop First packet isn't SN drop 2
37.26.147.176 |Israel 147.237. 72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 86. 180 I srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST roni t or 2
46. 19. 85. 25 | srael 147.237.72. 167 |ishurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
109. 253. 129. 86 |l srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 2
195. 239. 16. 53 :ZZ::FI on 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 2
46.19. 85. 197 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
185. 3. 147. 230 |l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval i d ACK nunber noni t or 2
37.26.147.200 |[Israel 147.237.72. 156 |aman. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
109. 253. 142. 33 |l srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST noni t or 2
197.235.183.2 |Mbzanbi que 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 2
99.99.226.117 |Wnited Sates 147. 237.77. 216 |dover.idf .i| SYN Attack SYN -> SYN-ACK -> RST noni t or 2
151. 80. 44. 115 |Rance 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
109. 253. 150. 54 |l srael 147.237.72. 166 |aka. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 2
188. 120. 154. 79 |l srael 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 2
5.22.134. 244 I srael 147.237.72. 166 |aka.idf . il Bad TCP sequence Inval i d ACK nunber noni t or 1
169.229.3.91  |wited Sates  [147.237.8.24 |e.lifestyle.idf.i|Geo-1 ocati on enf or cenent i?o'rggﬁ;no“ i nbound drop 1
141.212.122. 162|lhited Sates 147.237.72. 167 |ishurimaka. i df . i |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
195. 60. 235. 57 |l srael 147.237.76.86 [navy.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 1
46.19. 85. 132 I srael 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST roni t or 1
109. 253. 192. 249l srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
176.13. 2. 125 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 1
95. 35. 60. 229 I srael 147.237.72. 166 |aka.idf il Bad TCP sequence Inval i d ACK nunber aert 1
169. 229. 3. 91 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
80. 82. 24. 129 Pol and 147.237.72. 156 |aman. i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 1
141.212.122. 173|Wnited Sates  |147. 237.77. 178 |e. matpash.icf. i1 |Geo- 1 ocati on enf or cenent ﬁ?&?ﬁi&fn i nbound drop 1
46.19. 85. 18 I 'srael 147.237. 77. 216 [dover.idf .i Bad TCP sequence Inval i d ACK nunber noni t or
172.247.84.214 |wited Sates 147.237.77. 170 |mearachot . idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
85. 65.232. 189 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 136
109. 253. 245. 42 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 116
85. 64. 212. 34 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 6
109. 253. 193. 224|I srael 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to ww anan.idf.il/favicon.ico Bl ock 4
185.32.179. 176 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
83. 130. 66. 16 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 2
46. 19. 86. 188 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
213. 8. 204. 17 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwu refua. atal.idf.il/xnrpc. php B ock 1
] . . SS. Lhtraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Wited Sates |147.237.72.166|aka.idf.il (SSL CONN GLI ENT FELLO None 1
. . Unhaut hori zed URL Access to
66.249.66.179 |l srael 147.237.76.31 |nakchal .idf.il 147. 237.76. 31/ 1117- 7770- he/ nakhal . aspx B ock 1
207.46.13.180 |Lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237. 72. 166/ r obot s. t xt B ock 1
109. 65. 64. 231 |Israel 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mbde None 1
] . . Ml tipl e Lhtraceabl e SS. Sessions from 169. 229. 3. 91 (Prot ocol
169. 229. 3. 91 Whited Sates |147.237.76.31 |nakchal .idf.il viol ation (SSL GON QLI ENT HELLO)) None 1
87.71.243.222 |israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset.css  |B ock 1
’ . . Paranet er Type M ol ati on PageNumin
68.180.231.60 |lhited Sates |147.237.77.176 [nat pash. i df .| v cogat . i df i | / 1043- ar / cogat . aspx Bl ock 1
213.8.204.1 I srael 147.237.77.234|hal ag. i df . il PHP Attenpt Bl ock
84.108.87.238 |[lIsrael 147.237.77. 170 |naar achot . i df . i | PHP At t enpt B ock
] . - SS. Lhtraceabl e Gonnection - Protocol violation
169.229. 3.91 Lhited Sates [147.237.77.176 |nat pash. i df . il (SSL CONN GLI ENT FELLO) None 1
www. ch z.aka.i i stri i
95.35.60.190 | srael 147. 237, 77. 226 | "W Chamat 2. aka. i d oistri buted Unaut hori zed LRL Access on Bl ock 1
foil wwn chamat z. aka. i df . i |/ 404. aspx
. . D stributed Unaut hori zed Method for Known URL on
77.138.86.176 |France 147.237.72.166 |aka. i df . i | v aka, i df . i |/ i 1/ i yus/ yahash2017/ | obby. aspx B ock 1
213.8.204. 1 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to wwwv | ogistics.atal.idf.il/xnrpc. php B ock 1
84.108.87.238 |[lIsrael 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/wp-1ogin. php Bl ock 1
64.134.54.125 |lnited Sates [147.237.77.216|dover.idf.il SSL Untraceabl e Connection - Qpen Mde None 1
’ . . SS. Untraceabl e Gonnection - Protocol violation
169. 229. 3. 91 Wited Sates |147.237.77.233|atal .idf.il (SSL CONN GLI ENT FELLO None 1
107.184.23.84 |lnited Sates [147.237.72.166|aka.idf .il Ml tipl e Unaut horized Method for Known URL from 107. 184.23.84 |B ock 1
. . Unaut hori zed Met hod PCST for
77.139.175.83 |Rance 147.237.72. 166 |aka. i df . i | v aka. i df i |/ nai 1/ i yus/ yahash2017/ | obby. aspx B ock 1
213.8.204. 17 I srael 147.237.76.42 |refuah.idf.il PHP At t enpt B ock 1
159. 122. 133. 243]italy 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to nai n/ hone/ def aul t . aspx B ock 1
66.249. 64. 157 [ srael 147.237.77.74 |lawidf.il thauthori zed LR. Access to B ock 1
wwy | aw i df . i | / consol e/ core/ doc_ngr/ doc_ngr. asp
107.184.23.84 |lnited Sates [147.237.72.166|aka.idf .il Lhaut hori zed Met hod PCBT for ww aka. i df . i|/mai n/ sachar B ock
81.223.254.34 |Austria 147.237.77.234|hal ag. i df . il Uhaut hori zed URL Access to /robots. txt Bl ock
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