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09-25-2016-23:04:00 to 09-26-2016-00:04:00

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address  |Site |Signature |Device Action  |Count |
207.91. 160. 200 Lhited Sates 147.237.8. 46 e.chinuch.idf.il Invalid TGP H ags drop 1
180. 97. 106. 37 Chi na 147.237. 76. 202 e halag.idf.il B ack List dr op 1
180. 97. 106. 161 Chi na 147.237.76. 34 yohal an.idf.il B ack List drop 1
180. 97. 106. 162 Chi na 147.237.76. 197 e hinush.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address ‘Site |Sgnature Devi ce Action |Oount

69. 30. 198. 202 Lhited Sates 147.237. 72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per mit 2




09-25-2016-23:04:00 to 09-26-2016-00:04:00

|Top Attackers In |D|

At acker

‘Target Address count ry Signature
146. 200. 148. 0 |147.237.77. 176 zi;;gom mat pash. i df . i | Tehila - Perl LW with fake user agent 2
82. 164. 205, 244 |147. 237. 77. 121 |Nor vay e navy. i dr. i ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 5
Potential Scan or Brute Force
117. 191. 73. 198 |147. 237. 76. 148 |Chi na gacenter.aka idf.i|[ET SCAN Potential VNC Scan 5900- 5920 1
109, 75.46. 199 147 237, 0.35 |arrreni a ke, i df il ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
105. 156. 8. 191 [147. 237. 77. 179 |Mbr occo e.nazi.idf.il ET SCAN NMAP -sS wi ndow 4096 1
91. 201. 236. 155 [147. 237. 76. 196 |kr ai ne esvivaidf.il ET SCAN NMAP -sS wi ndow 4096 1
91. 201. 236. 155 [147. 237.76. 86 |Ukrai ne navy. i df . il ET SCAN NVAP -sS w ndow 1024 1
72.27.202.48 |147.237.76.38 [Janaica eeneitav.id.il [ET SCAN NVAP -sS w ndow 4096 1
65. 98. 59. 26 147.237.72.217 |Whited Sates |e.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 [147.237.76.31 |China nakchal i df il ET SCAN Potential SSH Scan 1
117.191. 73. 198 [147. 237. 76. 147 |Chi na chinuch.aka.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
100 75.35. 87 |147. 237 77. 243 | A rreni & wobileidf ] ET SON\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
105. 156. 8. 191 [147. 237. 77. 179 |Mor occo e.nazi.idf.il ET SCAN NVAP -sS w ndow 3072 1
91. 201. 236. 155 [147. 237. 76. 196 |krai ne esvivaidf.il ET SCAN NMAP -sS wi ndow 3072 1
72.27.202.48 |147.237.76.38 [Jamaica eeneitav.idi.il [ET SCAN NVAP -sS w ndow 3072 1
58. 218. 200. 137 |147. 237. 76. 44 |China e refuah.idf.il ET SCAN Potential SSH Scan 1
191. 96. 249. 189 |147.237.0.34 |Qiile tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1




09-25-2016-23:04:00 to 09-26-2016-00:04:00

|Top Attackers In FW |

A tacker

count ry ‘Target Address |Ste Signature
109. 65. 4. 134 [Israel 147.237. 72. 166 [aka. i df .| drop SAMrul e drop 75
198.251.80.98 |wiited Sates [147.237.76.147 |chinuch.aka.idf.i1 [Bad TCP sequence i’(\;l;ee;cr:”s"“ wth dfferent aert 26
198.251.80.98 |United Sates |147.237.76.147 |chinuwch.akaicf.il [Bad TCP sequence i’c\]ﬁee;crj”s”“ wth different monitor |26
198.251.80.98 |[Lhited States [147.237.76.39 |nobile. neitav.idf.i|Bad TCP sequence Inval i d AGK nunber noni t or 25
198.251.80.98 |[lnited Sates [147.237.76. 147 |chinuch.aka.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 25
198.251.80.98 |Wiited Sates [147.237.76.39 |nobile neitav.idf.i|Bad TCP sequence iz'l;eetncr:”sn“ wth dfferent dert 24
198.251.80.98 |Wnited Sates [147.237.76.39 |mobile meitav.idf.i|Bad TCP sequence SZ';J;:;:”S”“ wth dfferent moni tor |22
Sreaning Engine: TCP Invalid i i ssi
223.24.0.207 |Thailand 147.237.77. 243 |nobile. i df . 9 =g nvalid segnent retransmssi on. drop 20
Ret r ansm ssi on Packet dropped.
198. 251.80.98 |Lhited Sates [147.237.76. 147 |chinuch.aka.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 18
198.251.80.98 |[Wited Sates |147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout monitor |17
198.251.80.98 [Wited Sates |147.237.76. 147 |chinuch.aka.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout alert 16
46.19.86.167  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 14
46.19.86.167  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber aert 14
5.42.170.196  |France 147. 237. 76. 147 [chinuch. aka.idf .i| [Bad TCP sequence I'nval i d ACK nunber nonitor |14
198.251.80.98 |Lhited Sates [147.237.76.39 |[nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti neout aert 13
5.42.170.196 |France 147.237.76.39 |mobile.neitav.idf.i|Bad TCP sequence I'nval i d AGK nunber noni t or 13
5.42.170.196  |France 147.237.76.39 [nobile. neitav.idf.i[SYN Attack SYN -> SYN-ACK -> Ti meout monitor |12
5.42.170.196  |France 147.237.76.39 |mbile. neitav.idf.i[Bad TCP sequence SZ';J:;;:”S"“ wth different aert 12
5.42.170.196  |France 147. 237.76. 147 |chinuch. aka. i f .1 [Bad TCP sequence iz'l;eetncr:”sn“ wth dfferent dert 12
5.42.170.196  |France 147.237.76.39 |mbile neitav.idf.i[Bad TCP sequence SZ';J:;;:”S"“ wth different moni tor |12
5.42.170.196  |France 147. 237.76. 147 |chinuch. aka. i f .1 [Bad TCP sequence iz'l;eetncr:”sn“ wth dfferent moni tor |12
5.10.231.162 |iraq 147.237.77. 121 |e. navy. i df .il Geo- 1 ocati on enf or cenment Geo-| ocati on inbound enf orcenent |drop 12
46.19.86.240 |Israel 147.237. 77. 216 |dover . i df . i Bad TCP sequence SAK retransmt with different | oqivor |12
w ndow scal e
Streamng Engine: TCP Invalid i iissi
185.32.179.78 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =g nvalid segnent retransmssi on. drop 9
Ret ransmi ssi on Packet dropped.
5.42.170. 196 France 147. 237. 76. 147 [chinuch. aka. i df .11 |SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 9
45. 35. 64. 142 Lhited Sates |147.237.77.216|dover.idf.il dr op Frst packet isn't SN drop 9
109. 65. 4. 134 [l srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 9
5.42.170. 196 France 147. 237. 76. 147 [chinuch. aka. i df .11 |SYN At t ack SYN -> SYN-ACK -> Ti nmeout alert 8
77.124.0.75 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 8
5.42.170.196 |France 147.237.76.39 |nobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout aert 8
46. 19. 86. 78 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber nmoni t or 6
46.19.86.167  [Israel 147.237.77. 216 |dover. i of .i | Bad TCP sequence Inval i d AGK nunber alert 6
46.19.86.167  [Israel 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber noni t or 6
Sreaning Engine: TCP Invalid i i ssi
79.183.96.191 [Israel 147.237.77. 243 |nobi l e i df . 9 =g Invalid segnent retransmssi on. drop 6
Ret ransn ssi on Packet dropped.
46. 19. 86. 78 | srael 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d AGK nunber aert 6
Sreamng Engine: TCP Invalid i i ssi
176.13.10.5  |israel 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. drop 6
Ret ransm ssi on Packet dropped.
46.19.85.253 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
217.132.27.84 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
5.42.174.154  |France 147.237.76. 147 |chinuch. aka.idf .i| |Bad TCP sequence Inval i d ACK nunber noni t or
S SYNtACK retransmt wth different ;
2.53.0.71 I srael 147.237.72. 166 |aka.idf.il Bad TCP sequence wi ndow scal e noni t or 5
5.42.174. 154 France 147.237.76.39 |nobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or
176.13.16. 234 |[lIsrael 147.237.72. 167 [ishurimaka.idf.il |SYN At tack SYN -> SYN-ACK -> Ti neout noni t or
5.42.174.154  |France 147.237.76.39 |mubile. neitav.idf.i[Bad TCP sequence i’(\q‘l:eer:cr:”sm” wth dfferent aert 5
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
5.42.174.154  |France 147.237.76. 147 |chinuch. aka.i of .11 [Bad TCP sequence i’;'l:eer:é:”m“ vith different alert 5
5.42.174.154  |France 147.237.76.39 |mbile neitav.idf.i[Bad TOP sequence iEJeert]é:”S”“ wth different mnitor |5
5.42.174.154  |France 147.237.76. 147 |chinuch. aka.i of .11 [Bad TCP sequence i’;'l:eer:é:”m“ vith different monitor |5
46.19.86.137  [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
5.42.174.154  |Fance 147.237.76.39 |mobile.neitav.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or
109.65.4.134  |Israel 147.237. 72. 156 |anan. i of . i | Bad TCP sequence i’(\q‘l:eer:cr:”sm” vith different moni tor |5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
109. 65. 4. 134 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unauthorized URL Access from 109. 65. 4. 134 Bl ock 1147
109. 65. 4. 134 I srael 147.237.72. 156 |anman. i df . i | Aut omated Wl nerabi |ity Scanning Vi B ock 954
109. 65. 4. 134 I srael 147.237.72. 156 [aman. i df . i | Mil tiple NILL Character in Paraneter Val ue from 109. 65. 4. 134 B ock 124
109. 65. 4. 134 | srael 147.237.72. 166 |aka. i df . i | Mil tiple NALL Character in Paraneter Val ue from 109. 65. 4. 134 B ock 45
2.53.174. 128 I srael 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Qode B ock 16
109. 65. 4. 134 I srael 147.237.72. 166 [aka. i df . i | Ml tiple Adnin Bl ocking from 109. 65. 4. 134 B ock 9
93. 172. 145. 227 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 8
66. 249. 69. 224  |Israel 147.237.77.216|dover.i df . i Mil ti pl e Unaut hori zed URL Access from 66. 249. 69. 224 B ock 4
77.138.228.74 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod POST for waw aka.idf.il/ishurimmain/ B ock 3
109. 253. 193. 224|I srael 147.237.72. 156 |aman. i df . i | Lhaut hori zed LRL Access to waw anan. idf.il/favicon.ico B ock 3
31.168. 215. 234 |Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 2
185.32.179.78 |Israel 147.237.0.19 |nadimatal .idf.il O stributed Suspicious Response Code B ock 2
77.139. 163. 119 |France 147. 237.72. 166 |aka. i df . i | Dstri bu_t ed _UWaut_ hori zed Method for Known URL on 8 ock 2
wwy aka. i df . i1/ nmai n/ kapat z/
79.183.51.158 |[Israel 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut horized URL Access from 79. 183. 51. 158 B ock
77.249.247.187 |Netherlands |147.237.72.166|aka.idf.il Unaut hori zed Met hod POST for waw aka. i df . il/mai n/kapat z/ Bl ock
31.154. 81. 16 I srael 147.237.76.42 |refuah.idf.il Ostributed PHP At tenpt B ock
. . Unaut hori zed Met hod PCST for
2. 53. 140. 104 I srael 147.237.72. 166 |aka. i df . i | vanw aka, i df i |/ mai n/ gi yus/ ni yun/ mi yunder ugshi kul i m aspx Bl ock 2
109. 65. 4. 134 | srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 2
. . D stributed Uhaut hori zed URL Access on
31.154. 81. 16 I srael 147.237.76.42 |refuah.idf.il v refua atal i i | /xnhr pe. php B ock 2
. . . Unaut hori zed URL Access to
66. 249. 64. 169 |l srael 147.237.77. 243 |nobi l e.i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1677 B ock 1
. . Paraneter Read Qlly Molation in
84.109. 97. 2 I srael 147.237.72. 166 [aka. i df . i | vaw aka i dff i |/ mai v sachar/ f or got passwor d. aspx None 1
79. 179. 60. 64 I srael 147.237.72. 156 [anan. i df . i | Suspi ci ous Response Code B ock 1
. . Unaut hori zed URL Access to
66.249.76. 77 | sr ael 147.237.72. 166 aka. i df . i | 147. 237. 72. 166/ yohal an/ f or uns/ asp/ showf or um asp B ock !
URL is Above Root Drectory
109. 65. 4. 134 I srael 147.237.72. 166 |aka. i df . i | ww aka. i df . i 1/ nai n/ gi yus/ donai nfiles/*//../..[..0..0..0..0..1..1..]..|B ock 1
et ¢/ passwd
93.173.223.234 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
84.108.87.238 |[lIsrael 147.237. 76. 147 |chi nuch. aka. i df . i | Ostributed PHP At tenpt B ock
. . Unaut hori zed URL Access to
2.55. 60. 145 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st or agel 111 es/ 5/ si ze100x0/ 3365. ] pg Bl ock 1
. . D stributed Uhaut hori zed URL Access on
84.109. 241. 2 I srael 147.237.76. 42 |refuah.idf.il 147. 237.76. 421 styl ef shar ed/ r eset . css Bl ock 1
. . Paraneter Read Qhly Molation in
79.179.155. 193 |[lIsrael 147.237.72. 166 |aka. i df . i | vw aka i of i 1/ nai 1V sachar /  egi strati onwi zar di regi st er . aspx None 1
66.249.76.112 | srael 147.237.72. 166 |aka. i df . i | thaut hor i zed URL Access to . B ock 1
vy aka. i df . i | / appl e- app-si t e-associ ati on
109. 65. 4. 134 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Met hod HEAD for vww aka. i df .i|/mai n/ gi yus/| ogi n/ B ock 1
64. 251. 27. 99 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df .il Unhaut hori zed URL Access to /robots. txt Bl ock
84.108.87.238 |[lIsrael 147.237. 76. 147 |chi nuch. aka. i df . i | Unaut hori zed URL Access to www chi nuch. aka. i df .il/wp-1ogin. php |B ock
. . . D stributed Whaut horized Met hod for Known URL on
193. 190. 253. 150|Bel gi um 147.237.72. 166 |aka. i df . i | vow aka. i df i |/ nai v kapat 2/ Bl ock 1
109. 65. 4. 134 I srael 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 109. 65. 4. 134 |8 ock 1
66. 249. 69. 228  |Israel 147.237.77.216|dover.i df . i Mil ti pl e Unaut hori zed URL Access from 66. 249, 69. 228 B ock 1
5.22.134. 110 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 1
84.111. 206. 216 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . Unaut hori zed URL Access to
66.249.76.114 |[Israel 147.237.72. 166 [aka. i df . i | vown aka. i df i1/ . vel | - known/ appl e- app- si t e- associ at i on B ock 1
109. 65. 4. 134 I srael 147.237.72. 156 [anan. i df . i | Mitiple I1legal Paraneter Encoding from 109. 65. 4. 134 None 1
] . ] D stributed Whaut horized Met hod for Known URL on
66. 102. 9. 30 Uhited Sates |147.237.72.166|aka.idf.il vw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx Bl ock 1
84.108.87.238 [Israel 147.237.77.74 [lawidf.il Ostributed PHP At tenpt B ock 1
} . . Unaut hori zed URL Access to
207.46.13.74  |lhited Sates |147.237.77.216(dover.idf.il W i df . i 1/ 1133- 19021- he/ dover . aspx've[Va//» "Ve /'€ Bl ock 1
. . . Unaut hori zed URL Access to
66.249.73.186 |[lIsrael 147.237.0.34 |tikshuv.idf.il tikshuv. i df i1 /i turi nd asp/ di spl ayal | sol di ers. asp Bl ock 1
80. 82. 24. 129 Pol and 147.237.72. 156 |aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
77.138.167.190 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod HEAD for v aka. i df .il/giyus B ock 1
) wwv. chamat z. aka. i d ) o
157. 55. 39. 135 Lhited Sates |147.237.77.226 £l Uhaut hori zed URL Access to waw chanat z. aka. i df . i1/404. aspx B ock 1
. . Unaut hori zed URL Access to
66.249. 64. 109 |l srael 147.237.72. 166 |aka. i df . i | v aka. i of i1/ vel | -known asset | i rks. | son B ock 1
84.108.87.238 [Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/wp-1ogin. php B ock 1
212.76.108.72 | srael 147.237.72. 156 |aman. i df . i | thaut hori zed URL Access to B ock 1

wwv anan. i df . il /https:/ww anan.idf.il/
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