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|Top Attackers | n DDoS- Def ence |

Attacker Address \Attacker Country Target Address Signature Device Action Count
213.57.193.178 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 10
77.127.13. 121 | srael 147.237.76. 42 refuah.idf.il |Back List dr op 3
46.120. 173. 120 | srael 147.237.77. 216 dover.idf.il SYN Hood out of context drop 3
141.212.122.135 Lhited Sates 147.237.76. 196 e.sviva.idf.il |Back List dr op 1

84. 229. 30. 108 | srael 147.237.76. 42 refuah.idf.il |Back List drop 1

180. 97. 106. 162 Chi na 147.237.76. 201 e.atal.idf.il |Back List drop 1

93. 174. 94. 235 Net her | ands 147.237. 76. 86 navy.idf.il B ack List drop 1

123. 59. 59. 52 Chi na 147.237.77. 74 lawidf.il bl ock-sp-traf 1 f orward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
5.29.217.24 I srael 147. 237. 72. 156 aman.idf.il |32390: HITP. Suspicious User-Agent (Mzilla) B ock 2
123.126. 68. 119 Chi na 147.237.72. 166 aka.idf.il CLl000071: HTTP: User Agent Sogou+web+spi der Per it 1
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|Top Attackers In |D|

Target Address ‘Attacker Qountry

Signature

105. 103. 45. 72 |147.237.76.42 |Ageria refuah.idf.il ET SCAN Potential SSH Scan 2
105. 103. 45. 72 |147.237.76. 148 |A geria ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
94.74.129. 245 |147.237.76. 42 'F;zﬂi)”'zlﬁ’:hc refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
89. 248. 160. 198 |147. 237. 77. 212 |Net her| ands e.dover.idf.il ET SCAN Behavi oral Uhusual | y fast inbound Tel et 1
Gonnections, Potential Scan or Brute Force
86. 124. 67. 56 147. 237. 8. 46 Ronmani a e.chinuch.idf.il ET SOAN Behavi oral - Unusual | y fast inbound Tel net 1
(onnections, Potential Scan or Brute Force
191. 96. 249. 189 |147.237.77. 121 |Chil e e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
L ET DC5 Large anount of TGP Zer oWndow - Possible Nkiller2
79.177.14.11 |147.237.76.86 |Israel navy. i df.il 1
DDos attack
105. 103. 45. 72 |147.237.76.202 (A geria e halag.idf.il ET SCAN Potential SSH Scan 1
62. 150. 255. 205 |147. 237. 76. 177 |Kumai t ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
105. 103. 45. 72 [147.237.76. 198 |A geria e. yohal an.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 65 |[147.237.77.121|Chi na e navy.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
105. 103. 45. 72 |147.237.76. 196 |A geria e svivaidf.il ET SCAN Potential SSH Scan 1
61. 240. 144. 65 |147.237.72.14 |China dover.idf.il(old) ET SCAN Potential VNC Scan 5800- 5820 1
105. 103. 45. 72 [147.237.76. 176 |A geria test.ncore.idf.il ET SCAN Potential SSH Scan 1
41.215.36.46 [147.237.77. 212|Kenya e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.168.20.23 |147.237.77.176|Saudi Arabia nat pash. i df .i | ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
89. 39. 74. 45 147. 237.76. 34 |Romani a yohal an. i df .| ET SCAN Behavi oral Lh usual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
209.95.50.84 [147.237.8.45 |Wited Sates eeitanidf.il ET SCAN Potential SSH Scan 1
84.94.198.81 [147.237. 76. 147 |I srael chi nuch. aka. i df . il ET SCAN NMAP -sS wi ndow 4096 1
106. 187. 45. 144 |147. 237. 77. 178 |Japan e matpash.idf.il ET SCAN Potential SSH Scan 1
62. 150. 255. 205 [147. 237. 76. 177 |Kuvai t ncore.idf.il ET SCAN NVAP -sS w ndow 3072 1
105. 103. 45. 72 [147.237.76. 201 |A geria eatal.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 66 |[147.237.77. 178|Chi na e. nat pash. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
105. 103. 45. 72 [147.237.76. 197 |Ageria e hinush.idf.il ET SCAN Potential SSH Scan 1
61.240. 144. 65 |[147.237. 76. 200 |Chi na eitan aka idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
105. 103. 45. 72 [147.237.76. 177 |A geria ncore.idf.il ET SCAN Potential SSH Scan 1
41.215.36.46 |147.237.77. 226 |Kenya wwwv chanat z. aka. i df . il |ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

Devi ce

‘Attacker Qountry Target Address |Ste Signature Action ‘Count
93.158. 215. 26 |Net her| ands 147.237.76.39 |nobile neitav.idf.i [SYN At tack SYN -> SYN-ACK -> Tineout |nonitor |60
198.251.80.98 |Uited Sates 147.237.76.39 |mbile meitav.icf.i[Bad TOP sequence SS;l;lur:r:Cr:nsnnt wehdifferent —\onitor |47
198.251.80.98 |Lhited Sates 147.237.76. 147 |chinuch. aka.idf .il |Bad TCP sequence Inval i d ACK nunber noni t or 47
198.251.80.98 |Uited Sates 147.237.76.39 |mbile meitav.idf.i{Bad TOP sequence isur:r:cr:nsm wWth different 1 ert 46
198.251.80.98 |Wiited Sates 147. 237.76. 147 |chinuch. aka i f .il |Bad TCP sequence Sszzur:rﬁcrgnsn“ wth different 1 et 46
198.251.80.98 |Uited Sates 147.237.76. 147 |chinuch. aka. i df .11 [Bad TOP sequence isur:r:cr:nsm wehdifferent | onitor |44
198. 251.80.98 |Lhited Sates 147.237.76.39 |mobile neitav.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 44
198.251.80. 98 |Lhited Sates 147.237.76.39 |nobile neitav.idf.i [SYN At tack SYN -> SYNACK -> Tineout |nonitor |43
198.251.80.98 |Lhited Sates 147.237. 76. 147 |chinuch. aka. i df . il |SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 39
198.251.80. 98 |Lhited Sates 147.237.76.39 |nobile neitav.idf.i |[SYN At tack SYN -> SYN-ACK -> Tineout [alert 37
93.158. 215. 26 |Net her | ands 147.237.76. 147 |chinuch. aka. i df .il |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 36
93.158. 215. 26 |Net her| ands 147.237. 76. 147 |chinuch. aka. i df .il |SYN At t ack noni t or 35
46. 19. 85. 169 | srael 147.237.77. 216 |dover.idf .il dr op First packet isn't SYN drop 33
198.251.80.98 |lLhited Sates 147.237.76. 147 |chinuch. aka. i df .il |SYN At t ack SYN -> SYN-ACK -> Tinmeout |alert 32
. . SWNretransmit wth different )
37.142. 221. 158 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence i ndow scal e noni t or 18
93.158. 215. 26 |Net her| ands 147.237.76.39 |mobile.meitav.idf.i|SYN At ack noni t or 15
149.56.27.31 |Whited Sates 147.237. 76. 147 |chinuch. aka. i of .i| [SYN At t ack SYN -> SYN-ACK -> RST noni t or 13
2.54.96.90 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
84.94.184.21 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt wih different oonivor  f12
w ndow scal e
Sreaming Engine: TGP Invalid i i ssi
77.126.33.217 |Israel 147.237.76. 200 |6 tan. aka. i of . 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
149.56.27.31 |lhited Sates 147.237.76.39 |mobile.meitav.idf.i|SYN At ack SYN -> SYN-ACK -> Ti meout noni t or 10
2.53.172.136 |Israel 147.237.72. 166 |aka. i of .i | SYN Attack SYN -> SYN-ACK -> RST noni t or
80. 178. 170. 231 [l srael 147.237.72. 166 |aka.idf .il SYN Att ack SYN -> SYN-ACK -> RST noni t or
46.116.79.181 |Israel 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
Sreaming Engine: TGP Invalid i i ssi
46.19.86.217 |Israel 147.237.76.42 |refuah.idf.il 9 =9 Invalid segnent retransmssion. |, . 8
Ret r ansni ssi on Packet dropped.
. . SYNWAXK retransmt with .
46.116.79.181 |[Israel 147.237. 77. 216 |dover.i df .i | Bad TCP sequence different vi ndow scal e monitor |8
. . SYNtAK retransmt wth .
84.111. 188. 150 [l srael 147.237.72. 166 |aka.i df . il Bad TCP sequence di fferent i ndow scal noni t or 7
46.19.86.166 [lsrael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |6
Sreaming Engine: TP Invalid i i ssi
79.183.96.191 |Israel 147. 237, 77. 243 |nobi | e. i of . i | g =g Invalid segnent retransmssion. g ., 6
Ret r ansni ssi on Packet dropped.
Sreaning BEngine: TGP Invalid i i ssi
87.70.54.215 |Israel 147. 237. 76. 200 |ei tan. aka. i df . 9 =g Invalid segnent retransmssion. |, ., 6
Ret r ansmi ssi on Packet dropped.
84.111. 188. 150 [l srael 147.237.72. 166 |aka. i df il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 6
176. 67. 58. 254 (';ajcisgi'g&a” Territoryl147. 237. 77. 170 naarachot . icf. il |drop Frst packet isn't SWN drop 5
46.19.86.226 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence STNFACK retransmt with monitor  [5
different wndow scal e
Sreaming Engine: TGP Invalid i i ssi
66.26.85.44  |wnited Qates 147. 237. 77. 176 |nat pash. i of . i | 9 =9 Invalid segnent retransmssion. |y, 4
Ret r ansni ssi on Packet dropped.
46.116.79.181 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
46. 19. 85. 94 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
. . SYNWAXK retransmt with .
46.19.86.226 |[lIsrael 147.237. 77. 216 |dover . i df . i | Bad TCP sequence different i ndow scal monitor |4
46. 19. 85. 69 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber alert 4
46.116.79. 181 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
46. 19. 85. 69 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
46.116.79. 181 |[lsrael 147. 237. 77. 216 |dover.i df . i | Bad TCP sequence Invalid ACK nunber alert 4
46.19.86.166 |Israel 147.237.77. 216 |dover.i df .i Bad TCP sequence Inval i d ACGK nunber aert 4
Sreaning BEngine: TGP Invalid i i ssi
37.26.149. 163 |Israel 147.237.77. 243 |nobil e.i df . 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
212.143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
93. 158. 215. 26 |Net her| ands 147.237.76.39 |nobile neitav.idf.i|SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
79.177.14.11  |Israel 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
109. 253. 220. 40 |I srael 147.237.72. 166 |aka. i of .i | SYN At ack SYN -> SYN-ACK -> RST mnitor |3
149.56.27.31 |Lhited Sates 147.237.76.39 |nobile neitav.idf.i|SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
Sreamng BEngine: TCP Invalid i i ssi
66.249. 64.85 |United Sates 147. 237.76. 200 |ei tan. aka. i f . 9 =g Invalid segnent retransmssion. | . 3
Ret r ansm ssi on Packet dropped.
46. 19. 86. 226 [l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Action ‘Count
176. 13.227.190 |Israel 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 86
185. 120. 126. 22 |l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 6
176.13.10.5 I srael 147.237.77.243|nobi [ e.i df . i | Paraneter Type Mol ation Password in nobile.idf.il/sachar/login B ock 3
79.181.10.1 | srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unknown HTTP Request Method from 79. 181. 10. 1 B ock 3
77.138.237.170 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for aka.idf.il/giyus/ B ock 2
46.19. 85. 221 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
77.139.65.74 France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for v aka. i df.il/ishuriniexanpcert/ B ock 2
46.19.86. 6 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
85.64.249.107 |[Israel 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/mai n/ guyus B ock 2
2.53.174.128 | srael 147.237.0.19 |nadimatal .idf.il [Ostributed Suspicious Response Code B ock 2
85.65.112.192 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed UR. Access to wwy aka. i df . il /v tikshuv.idf.il B ock 2
77.138.130. 200 [France 147.237.72.166 |aka. i df . i | m“;:'g_rii gfe_di I'\ﬁ:ior?/ gﬁ /fy(;rhashzolm obby. aspX Bl ock 2
5.22.134.110 | srael 147.237.72. 166 |aka. i df . i | DOstributed I11egal Byte Qde Character in URL B ock
79.180.22.172 [israel 147.237.72. 166 [aka. i df . i | Distributed Il1egal Byte Gode Character in URL B ock
66.249. 66. 173  [Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147. 237. 76. 31/ 894- he/ nakhal . aspx B ock
87.69.0.221 [Israel 147.237.77. 234 |hal ag. i df .i | \;Twarfg?rstrge; o e 0. 25 Bl ock 1
84.94.184.21  [israel 147.237.76.42 |refuah. i df il oot ated Lot hori zed of o e Bock |1
37.142.221. 158 |lsrael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237. 76. 42/ styl e/ shar ed/ 960. css B ock 1
185.89.217. 235 [Netherlands  |147.237.72. 166 [aka. i df . i | m;:(:’it;d_ iwa#;ihnc;rgozni? d“éf;ﬂ??_ ';;’;XK”O"‘” WL on B ock 1
5.29.137. 14 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
148. 251. 192. 100|Ger many 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df.il/rights/asp/info.asp B ock 1
66. 249. 76. 67 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i ||Unaut hori zed URL Access to waw chi nuch. aka. i df .il/n B ock 1
46. 19. 86. 25 | srael 147.237.76.86 |navy.idf.il Uhknown HTTP Request Method ccept - Language: in URL he-1i, he-il B ock 1
84.109.214.7 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl el shared/ r eset . css B ock 1
31.154. 81. 74 I srael 147.237.77.234|hal ag. i df . i | Uhaut hori zed URL Access to wwv | ogi stics. atal.idf.il/xnrpc. php B ock 1
79.180. 118. 107 |l srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Request Content Type from 79. 180. 118. 107 Bl ock 1
67.19. 79. 218 Lhited Sates [147.237.77.170|maarachot.idf.il |Unhauthorized URL Access to /robots. txt B ock 1
89.138.111.98 |israel 147.237.72. 166 |aka. i df . i | m”;’kv‘g i'z;r_?ﬁtn: nf;;gﬁ:f;;ggﬁ%gﬂ;fphsaCh”$°t' 7.y in None 1
66. 249. 66. 209 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to www nakhal . i df.il/nobil e/ B ock
84.108.87.238 |[Israel 147.237.0.34 |tikshuv.idf.il PHP At tenpt B ock
8.30.233.94  |United Sates |147.237.72.166|aka.idf.il Dstr buted Lraut horj zed At hod ;‘S)LXK”O"‘” R on Bl ock 1
164. 138. 112. 2481 srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter x in ww aka.idf.il/main/sachar/ payslips. aspx None 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
66.249.64.9 I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
84.111. 206. 216 |lIsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
37.26.147.174 |israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
68.180.231.57 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to www i df.il/navy/ Bl ock 1
176.13.14.35  [Israel 147.237.72. 166 |aka. i df . i | mn;’kmg I'?;“?Tftrg nf;;g?:;"/tgaggffEZﬁSchhsaChar$Ct' 25 in None 1
89.138.111.98 |l srael 147.237.72.166 |aka. i df . i | m";’k":_ iﬁr.?ﬁtn: nf;;gﬁ:f;g;iﬁ‘;gﬂ;fwhsaChw$°t' 12.y in None 1
66.249.69.182 I srael 147.237.0.15  [kosher-kravi . idf.i| o norized U iplclcte;fplta‘jt s/ honepagel homepage. asp Bl ock 1
84.108.87.238 [Israel 147.237.0.34 |tikshuv.idf.il Uhaut hori zed URL Access to v ti kshuv.idf.il/wp-1ogin. php B ock 1
31.154.81.74 I srael 147.237.76.42 |refuah.idf.il Dstributed PHP At t enpt B ock 1
77.139.255.88 |France 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
169.229.3.91  [nited Sates |147.237.0.34 |tikshuv.idf.il ?A‘S';fgg\ﬁféicgag_e&ﬁsg ons from169.229.3.91 (Protocol violation fy, . 1
66. 249. 76. 85 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8746- hel r ef uah. aspx |B ock 1
66.249. 64. 124 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to wwwe aka. i df . il/hinuch B ock 1
79.181.10. 1 I srael 147.237.72. 166 |aka. i df . i | mnaifimﬁ /ﬁqg/e;tyul'?;;o/dap?;‘gfgenses‘ijo:]geslé:‘ — Bl ock 1
37.26.149.167 |israel 147. 237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt :?réfz‘f? , g‘egpgrcyizm s/ 1 st chi | ddocunent s/ 1431 B ock 1
77.138.32.171  |France 147.237.72. 166 |aka. i df . i | mu;grii jfe.‘? I'\/‘:T:i“;‘/jgm/ ;er]ash/sheel on. aspx Bl ock 1
89.138.111.98 |Israel 147.237.72. 166 |aka. i df . i | m”;’k": I:‘f??‘/’tn:: nf;;gﬁ:ﬁ:;gﬁ’;g\’igfwhsacmr$°t' 16.x in None 1
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