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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
46.19. 86. 239 | srael 147.237.77. 216 dover.idf.il [network flood | Pv4 TCP-FI N-ACK drop 44

109. 67. 49. 97 | srael 147.237.77.216 dover.idf.il |TQP handshake violation, first packet not syn dr op 8
93.174. 93. 218 Net her | ands 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 forward 1
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 1

123. 151. 42. 61 Chi na 147.237.76. 44 e.refuah.idf.illB ock Udp All Nets Con Linmt drop 1

66. 240. 219. 146 Lhited Sates 147.237.76. 30 hinush.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry |Target Addr ess |Site |S gnature Devi ce Action |Oount |
51. 254, 143. 238 |France 147.237.77.216 |dover. i df.i |CL000074: HTTP. majestic bot Per nit 17
89. 44.144. 244  |Romani a 147.237.77.74 |lawidf.il |5670: HTTP. SQ Injection (SALECT) B ock 6
212.68.146.35  |Israel 147.237.77.233 |atal .idf.il |5670: HTTP. SQ Injection (SALECT) B ock 3
151. 80. 31. 163  |France 147.237.77.74 |lawidf.i| |Cl000146: HITP. AhrefBot craw er B ock 1
88.231.132.131 |Turkey 147.237.72.166 |aka.idf.il |ClL000016: HTTP. adnministrator in LR Per it 1
88.231.132.131 |Turkey 147.237.72.166 |aka.idf.il |[Cl000018: HTTP. access to administrator/index.php -> Quarantine Per mt 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

Federati on

89. 44. 144. 244  |147.237.77. 74 |Ronmani a lawidf.il SQ Injection - Select From 7
212.68.146.35 |[147.237.77. 233l srael atal.idf.il SQ Injection - Select From 5
8452 104134 |147. 237 76. 147 |RSSian chi nuch. aka, i df i | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
82.162. 154. 120 |147. 237.77.178 ?;Z:;:I”ion e. nat pash. i df . ET SCAN NVAP -sS wi ndow 1024 1
218. 205. 151. 198|147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NMAP -sS wi ndow 2048 1
66.249.64. 160 |147.237.77.74 |Whited Sates  |lawidf.il ET SCAN NVAP -sA (2) 1
211.149.244.79 [147.237.8.24 |thina e.lifestyleidf.il ET SCAN NVAP -sS w ndow 1024 1
178. 213, 24. 212 |147. 237 77, 74 |RUSSi@N Lawidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
116, 108, 33. 164 |147. 237 7644 M et nam o refuahid | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
106. 120. 209. 153|147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -f -sS 1
82.162. 154. 120 |147. 237.77.178 gj::;”ion e. nat pash. i df . i | ET SCAN NVAP -sS wi ndow 3072 1
80.246.139.22  |147.237.77. 216l srael dover . idf.il portscan: TCP D stributed Portscan 1
218. 205. 151. 198147. 237. 72. 166 |Chi na akaidf.il ET SCAN NVAP -f -sS 1
211.149.244.79 |(147.237.8.28 |[China e.nobi | e-ks.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183 3551200 |147. 237, 0.16 | na ny-Kosher —kravi i f i | ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
146. 200. 148.0  |147.237.77. 216 |Uhi ted Ki ngdom |dover.idf.il Tehila - Perl LWP wth fake user agent 1
106. 120. 209. 153(147. 237. 72. 166 |Chi na aka.idf.il ET SCAN NVAP -sS wi ndow 2048 1
92.42.162. 161 |147.237.0.200 |VSSI& L o | ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
202.83.120.30 |Indonesia 147.237.76.39 |nobile meitav.icf.i|Bad TCP sequence I'nval i d ACK nunber nonitor  [35
202.83.120.30 |l ndonesi a 147.237.76. 147 [chinuch. aka.idf .il |Bad TCP sequence I'nval i d AGK nunber noni t or 35
202.83.120.30 |[indonesia  |147.237.76.147 [chinuch.akaidf.il |Bad TCP sequence i’:Jee;é:“S““ wth dfferent alert 34
Sreaning Engine: TCP Invalid i i ssi
46.19.85.170  |israel 147.237.0.19 |nadimatal .idf.il 9 =g Invalid segnent retransmssion. 33
Ret r ansni ssi on Packet dropped.
202.83.120.30 |[indonesia  |147.237.76.147 [chinuch.akaidf.il |Bad TCP sequence i’:Jee;é:“S““ wth dfferent moni tor |33
202.83.120.30 [Indonesia  |147.237.76.39 |nohile neitav.idf.i|Bad TOP sequence f:’;'l:eetné:m”“ With different monitor |30
202.83.120.30 |[indonesia  |147.237.76.39 |mobile neitav.idf.i|Bad TCP sequence i’:Jee;é:“S““ wth dfferent alert 29
202.83.120.30 |Indonesia 147.237.76.39 |nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti meout nonitor |21
202.83.120.30 |l ndonesi a 147.237. 76. 147 |chinuch. aka. i df .il |SYN A t ack SYN -> SYN-ACK -> Ti neout noni t or 19
174.118. 131. 228|Canada 147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 14
5.28.180. 78 I sr ael 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout nonitor |14
202.83.120.30 |l ndonesi a 147.237. 76. 147 |chinuch. aka. i df .il |SYN A t ack SYN -> SYN-ACK -> Ti neout alert 14
5.28.180.78  [israel 147. 237. 72. 166 [aka i df . | Bad TCP sequence SINAQC retransmt with different |opnitor |13
wi ndow scal e
202.83.120.30 |l ndonesi a 147.237.76.39 |mobile.neitav.idf.i|SYN At ack SYN -> SYN-ACK -> Ti neout alert 13
2.54.96. 90 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 12
r eam n ine: TCP Invali i i ssi
2.53.148.169 [l srael 147.237.77. 243 |nobi l e.i df . | Srea g Engi ne P Invalid finvalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
S SYNVACK retransmt wth different :
103. 210. 32. 3 147. 237. 72. 166 |aka.i df . | Bad TCP sequence wi ndow scal e monitor  [12
2.53.137. 82 I sr ael 147. 237. 77. 216 |dover. i df .i | drop First packet isn't SWN drop 12
105. 107. 146. 68 |Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
Sreanming Engine: TCP Invalid i i ssi
2.55.128.110 | srael 147. 237. 72. 167 | shuri maka. i f . i 9 =g Invalid segnent retransmssion. g 9
Ret ransni ssi on Packet dropped.
103. 210. 32. 3 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout alert 9
198.251.80.98 [lnited Sates |147.237.76.39 |mobile neitav.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 9
198.251.80.98 |Lhited Sates [147.237.76. 147 |chinuch.aka.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 9
103. 210. 32. 3 147. 237. 72. 166 |aka.i df . i | SYN Att ack SYN -> SYN-ACK -> Ti meout nonitor (9
176.13.237.72 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 8
Sreaning Engine: TCP Invalid i i Ssi
77.139.209. 169 |France 147.237. 72. 166 |aka. i df . i 9 =g nvalid segnent retransmssi on. drop 8
Ret ransni ssi on Packet dropped.
108.251.80.98 |United Sates |147.237.76.39 |nubile. neitav.icf.i|Bad TCP sequence i’(\qﬁee;cr:”s"“ wth dfferent moni tor |8
108.251.80.98 |United Sates |147. 237.76. 147 |chinuch. aka i f .il |Bad TCP sequence i’(\]ﬁee;é;‘”s”“ wth different monitor |8
79.181.184. 168 |lsrael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop
174. 118. 131. 228|Canada 147.237.76. 147 [chinuch. aka.idf .i1 |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
Sreaning Engine: TCP Invalid i i sSi
176.13. 225. 160 |Israel 147. 237.77. 243 |mobil e. i f . | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
2.53.137.82 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
198.251.80.98 |United Sates |147.237.76.39 [nobile. neitav.idf.i|Bad TCP sequence i’(\]ﬁee;é;‘”s”“ wth different alert 6
37.26.149.141 |Israel 147.237.77. 216 |dover. i df . il Bad TCP sequence aert 6
108.251.80.98 |United Sates |147. 237.76. 147 |chinuch. aka i f .il |Bad TCP sequence i’:Jee;é:“S““ wth dfferent alert 6
. . SYNVACK retransmt with different )
2.53.137.82 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 6
Sreanming Engine: TCP Invalid i i ssi
79.183.96.191 |Israel 147. 237.77. 243 |robile. i f .| 9 =g Invalid segnent retransmssion. drop 6
Ret ransni ssi on Packet dropped.
37.26.149.141 |Israel 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence monitor |6
Sreanming Engine: TCP Invalid i i ssi
2.53.15. 138 I srael 147.237. 77. 243 |robi 1 e. i of . i | 9 =9 nvalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i sSi
212.199. 57. 207 |Israel 147. 237.77. 243 |mobil e. i f . | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
109. 253. 209. 167l srael 147.237.0.19 |nadimatal.idf.il |drop First packet isn't SYN drop
46. 19. 86. 217 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber aert
Sreaning Engine: TCP Invalid i i ssi
79.177. 240. 209 |i srael 147. 237. 77. 243 |nubil e. i of . i1 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 137 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber aert 6
Sreaning Engine: TCP Invalid i i sSi
80. 246. 137. 102 |l srael 147. 237.77. 243 |mobil e. i f . | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.
46. 19. 86. 217 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 6
46. 19. 85. 137 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
109. 253. 202. 255|l sr ael 147.237.72. 166 |aka. i df .i | Bad TCP sequence Inval i d AGK nunber noni t or 5
46. 19. 86. 217 I srael 147.237.77. 216 [dover.idf . il Bad TCP sequence I'nval i d AGK nunber alert 5
176.13.11.192  [Israel 147. 237. 77. 176 |nat pash. i f . i Bad TCP sequence SINAK retransmt with different oo |s

wi ndow scal e
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
79.179. 196. 221 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 33
46.19.85.170 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code Bl ock 9
93.174.93.218 [Netherlands [147.237.76.86 |navy.idf.il Mil tiple NILL Character in Method from93.174.93.218 Bl ock 3
213.57.201. 24 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
176.13.0.156 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code Bl ock 3
79.179. 186. 63 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 3
80. 246. 136. 67 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
109. 67.227.91 |Israel 147.237.0.19 |nadimatal .idf.il DO stributed Suspici ous Response Code Bl ock 2
2.53.148.169 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspicious Response Code Bl ock 2
157.55.39.42 |Wited Sates |147.237.76.31 |nakchal .idf.il Unhaut hori zed URL Access to 147.237.76.31/robot s. t xt Bl ock 1
] . - Unaut hori zed Met hod PCST for
66.102.9.2 Lhited Sates |147.237.72.166|aka. i df.il vw aka. i dff . i 1/ mai n/ hone/ def aul t . aspx B ock 1
88. 231. 132. 131 |Turkey 147.237.72. 166 [aka. i df . i | Adnin Bl ocki ng Bl ock 1
m ny- kosher - kr avi . i Illegal Paranet gr Enchi ng j zj 9c"XCz2B 1; Q@& N@
66. 249. 79. 41 | srael 147.237.0. 17 ; ob- P/ t U | bvhezw _I V¢ in None 1
df.il m ny- kosher - kravi . i df . i1/ aj ax/ cr eat ecapt chai nage. aspx
185.29.11.14 |Latvia 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to ww i df . i|/bamahane Bl ock 1
37.26.147.251 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock
84.109.68.48 |lsrael 147.237.76. 147 |chi nuch. aka. i df . i | Uhaut hori zed URL Access to waw chi nuch. aka. i df .il/404. htm B ock
. - D stributed Unaut hori zed Method for Known URL on
77.139. 66. 245 |France 147.237.72. 166 |aka. i df . i | voww aka. i o i |/ nai v sachar/vi ewpays! i p. aspx B ock 1
66. 249. 64. 145 |l srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to www navy. idf.il/nobile/ Bl ock 1
’ ] . Unaut hori zed Met hod PCST for
172.56.36.23 |lhited Sates |147.237.72.166|aka.idf.il vow aka. i df i |/ nai v har edi i gener al . aspx B ock 1
2.53.15.138 I srael 147.237.77.243|nobi [ e.i df . i | Suspi ci ous Response Code Bl ock 1
88. 231. 132. 131 |Turkey 147.237.72. 166 |aka. i df . i | Dstributed PHP At enpt Bl ock 1
77.124.16.202 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
93.174.93.218 [Netherlands [147.237.76.86 |navy.idf.il NLLL Character in Mthod Bl ock 1
37.142.223.7 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
84. 111. 240. 230 || srael 147.237.76.42 |refuah.idf.il Mil tipl e Unhauthorized URL Access from 84. 111. 240. 230 B ock 1
. . Unaut hori zed Met hod PCST for
77.139. 69. 145 |France 147.237.72. 166 |aka. i df . il voww aka, i df i1/ brot her s/ kur s/ def aul 1. asp B ock 1
. . Unhaut hori zed URL Access to
66. 249. 66. 188 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 2/ 2422, | pg B ock 1
2.53.37.219 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
88.231. 132. 131 [Turkey 147.237.72. 166 [aka. i df . i | Uhaut hori zed URL Access to v aka. i df . il/admn. php Bl ock 1
80. 246. 137. 102 |I srael 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Code B ock 1
217.169.179. 10 g;;%ﬂ c 147.237.72. 166 [aka. i df . i | Lht raceabl e SSL Sessi ons: (pen Mbde None 1
77.138.62.231 |Fance 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCBT for v aka. i df.il/mil uim B ock 1
84.229.70.76 |Israel 147.237.72. 166 |aka. i df . i | Unknown Par anet er ct|00$ct | 00$cphiai n$cphSachar $ctl 09 in None 1
wan aka. i df . i |/ nai n/ sachar/ paysl i ps. aspx
Lhi ted . . Unaut hori zed Met hod PCST for
79.76.0.101 Ki ngdom 147.237.72.166 [aka. i df . 1 | wwn aka. i df . i |/ mai n/ gi yus/ yahash/ sheel on. aspx Bl ock !
66.249.75.32 |[Israel 147.237.77. 216 |dover.i df .i | Unaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover . aspx Bl ock
176. 13. 225. 160 |l srael 147.237.77.243|nobi l e. i df . i | O stribut ed Suspicious Response Gode Bl ock
89.138.110.8 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237. 77. 233/ 1136- he/ at al . aspx Bl ock 1
. . Unaut hori zed Met hod HEAD for
81.218.8.170 |lsrael 147.237.72. 166 |aka. i df . i | vown aka. i o i |/ nai v gi yus/ general . aspx B ock 1
77.138.133.62 |France 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 1
123.125.71.31 [China 147.237.72. 156 |anman. i df . i | Uhaut hori zed URL Access to vww aman. i df.il/robots. txt B ock
62.219.161. 62 |Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx Bl ock
. . DO stributed Unaut hori zed URL Access on
87.70.19.159 |Israel 147.237.77.233|atal . i df .il 147. 237.77. 233/ 1136- hel at al . aspx B ock 1
- . Unaut hori zed URL Access to
66.249.76.83 |lsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 7/ 2277, | pg B ock 1
176. 13. 226. 44 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77. 233/ 1134- he/ at al . aspx B ock 1
93.174.93.218 [Netherlands [147.237.76.86 |navy.idf.il Mitiple Illegal Byte Code Character in Method from93.174.93.218  |B ock 1
5.102.242. 118 |[Israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84.94.184.21 |Israel 147.237.72. 166 |aka. i df . i | llegal Byte Qode Character in R /mai nkapat2//resfi012 B ock 1
our ces/ i mages/ i nner page/ goback. gi f
77.138.243.23 |France 147.237.72. 156 [aman. i df . i | D stributed Unaut hori zed URL Access on www anan. i df.il/favicon.ico |[B ock 1
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