09-25-2016-20:04:08 to 09-25-2016-21:04:08

1"PT SwNn .’
Ov IDF Under Attack
www.gov.il Da.||y Report

|Top Target s |
360+
270-
B dover.idf.il
W aka. idf.il
180+ B nadimatal .idf.il
Bl mobile.idf.il
Number L. M nobi | e. nei tav. i df . i
a B chi nuch. aka. i df . i |
At acks c ch. aka. .
[ atal.idf.il
0- . . .
. eitan. aka.idf.il
S .\& S S & S N \ & .\3\ u o
N > > o N > > ? \ & aman.idf.il
& ¥ 2 O R X & & & >C o
$ &% &S & & & & & M halag.idf.il
S & o >
& (@@\ X
Top Tar get

[Top Attackers |

M 176.13.20. 176
176. 13. 251. 86

I 88. 202. 218. 230
37.230. 210. 70

" ré,ber Il 106. 38. 241. 106
Attacks I 195. 150. 22. 190

[ 178. 170. 189. 130
Il 195. 150. 22. 136
37.26.146. 129

M 109. 253. 200. 44

Top Attackers



09-25-2016-20:04:08 to 09-25-2016-21:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site Signature Device Action |Count]|
109. 64. 81. 157 | srael 147.237.72. 167 i shurimaka.idf.il|B ack List drop 4
0.0.0.0 147.237.77.216 dover.idf.il HTTP Page H ood Attack drop 2
2.53.47. 42 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
185.94.111.1 Russi an Federation 147.237.76. 200 eitan.aka.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site |Sgnat ure Devi ce Action

106. 38. 241. 106 Chi na 147.237.77.216 |dover.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 36
51.255. 1. 68 France 147.237.72.166 |aka.idf.il C1000074: HTTP. naj estic bot Per nit 2
212. 68. 146. 35 | srael 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SALECT) Bl ock 2
213.251. 184. 38 France 147.237.77.216 |dover.idf.il CL000074: HTTP. maj estic bot Per mit 2
216.119.125. 34 Lhited Sates 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SELECT) B ock 1
69. 163. 163. 224 Lhited Sates 147.237.77.176  |matpash.idf.il [Cl000146: HTTP: AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

212.68.146.35 |147.237.77.233|Israel aal.idf.il A Injection - Select From 9
95. 155. 221. 167 |147.237.76.38 |Sweden eeneitav.idf.il ET SCAN Behavi oral Uhusual | y fast inbound Tel et 3
Gonnections, Potential Scan or Brute Force
216.119.125. 34 |147.237.77.233|Wiited Sates [atal .idf.il SQ Injection - Select From 3
222.186.56.199 |[147.237.72. 166 |Chi na akaidf.il ET SCAN Potential VNC Scan 5900- 5920 2
917 26,17 53 147 237, 77, 243 |RUSSi an ol e idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net 5
Federation Gonnections, Potential Scan or Brute Force
185. 56. 82. 22 147.237.0.17 |Netherlands mny-kosher-kravi.idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
222.186.56.199 |[147.237.76. 176 |Chi na test.ncore.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
163.172.129. 15 |147.237.8.28 |United Ki ngdom|e. nobile-ks.idf.il ET SCAN NVAP -sS w ndow 1024 1
77.139.196.91 |147.237.77. 216 |France dover.idf.il portscan: TCP O stributed Portscan 1
45.63. 28. 148 147.237.77. 234 |Whited Sates  |halag.idf.il ET SCAN NVAP -sS w ndow 4096 1
209. 95. 50. 84 147.237.76.42 |wnited Sates |refuah.idf.il ET SCAN Potential SSH Scan 1
185. 129. 148. 230(147.237.0.33 |Latvia idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 56. 82. 22 147. 237. 76. 148 |Net her | ands gqcenter . aka. i df . i | ET SCAN Potential VNC Scan 5900- 5920 1
185. 56. 82. 22 147.237.0.34 [Netherl ands tikshuv. idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
222.186.56.199 |[147.237.77.170|Chi na maar achot . i df . i | ET SCAN Potential WNC Scan 5900- 5920 1
183.32.30.116 |147.237.77.61 |China e.cogat.idf.il ET m Behavi oral _lhusuaj y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
222.186.56.199 |[147.237.76.30 [China hi nush. i df il ET SCAN Potential WNC Scan 5900- 5920 1
222.186.56.199 [147.237.0.34 |China tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
66.249.93.156  [147.237.76.86 |Europe navy. i df il ET SCAN NVAP -sA (2) 1
45. 63. 28. 148 147.237.77. 234 |Lhited Sates hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
210.212. 207.80 |[147.237.76.86 [India navy.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
208. 80. 155. 222 |147.237.77.216|lhited Sates  |dover.idf.il Tehila - Perl LW wth fake user agent 1
185. 129. 148. 230(147.237.0. 16 |Latvia ny-kosher-kravi.idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
185. 56. 82. 22 147.237.76.30 [Netherl ands hi nush. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

Attacker Address

A tacker

Signature

Country

‘Tar get Address ([Ste

SYNPAXK retransmt with different

176.13.20.176 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence . noni t or 58
w ndow scal e
176. 13.20.176 |Israel 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 45
176.13.20.176 |Israel 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout alert 43
Sreaning Engine: TGP Invalid i i ssi
88.202. 218. 230 |United Ki ngdom|147. 237. 76. 200 |ei tan. aka.i df il 9 =g Invalid segnent retransmssion. |, 38
Ret r ansm ssi on Packet dropped.
176.13.20.176 |l srael 147.237.0.19 |madimatal.idf.il [Bad TCP sequence SIAK retransmt with different | oo (35
w ndow scal e
195. 150. 22. 190 |Pol and 147.237.72. 166 |aka.i df .i | drop First packet isn't SN drop 32
Sreaming BEngine: TCP Invalid i i ssi
109. 253. 200. 44 I srael 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. |, 30
Ret r ansm ssi on Packet dropped.
176.13.20.176 |Israel 147.237.0.19 |madimatal.idf.il |SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 29
176.13.20.176 |Israel 147.237.0.19 [nadimatal .idf.il |drop First packet isn't SN drop 25
. . SYNretransmt wth different .
31.154.241.53 |lIsrael 147.237.77.234 |halag.idf . i Bad TCP sequence vi ndow scal e noni t or 25
176.13.20.176 |lIsrael 147.237.77. 216 |dover. i df .i | drop First packet isn't SN drop 22
Sreaming BEngine: TCP Invalid i i ssi
37.26.146.131 |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. |, 18
Ret r ansm ssi on Packet dropped.
85.94.76.17 CQoatia 147.237.77. 233 |atal .idf.il drop SAMrul e drop 17
88.202.218.230 |Wnited Kingdom|147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 15
176.13.20.176 |Israel 147.237.0.19 |madimatal.idf.il |SYN Attack SYN -> SYN-ACK -> Ti neout alert 15
195. 150. 22. 136 |Pol and 147.237.72. 166 |aka. i df . i SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 14
156. 57.211. 97 |Canada 147.237.76.39 |nobile.neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 13
Sreanming BEngine: TCP Invalid i i ssi
31.210.188.66 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. g 12
Ret ransm ssi on Packet dropped.
Sreaning Engine: TGP Invalid i i ssi
109. 253. 195. 146 I sr el 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. |, 12
Ret r ansm ssi on Packet dropped.
37.26.146.129 | srael 147.237.72. 166 |aka. i of .| Bad TCP sequence SIAK retransmt with different | oo |12
w ndow scal e
37.26.146.129 |Israel 147.237. 72. 166 |aka.i of .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 11
. . SYNtAXK retransnmit with different .
185. 24. 207. 114 |Israel 147. 237.77. 216 |dover.i of .i | Bad TCP sequence wi ndow scal noni t or 11
46. 19. 85. 183 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber alert 10
46. 19. 85. 183 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 10
176.13.20.176 |Israel 147. 237.77. 216 |dover.i of .i | SYN At ack SYN -> SYN-ACK -> RST noni t or 10
r N ine; TCP Invali i i ssi
79.183.96.191 | srael 147.237.77. 243 |nobi l e, i df .1 Streaning Engine: TCP Invalid finvalid segnent retransmission. |, 9
Ret r ansm ssi on Packet dropped.
Sreanming BEngine: TCP Invalid i i ssi
87.71.48.138  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. |, 9
Ret r ansm ssi on Packet dropped.
83.130. 215. 176 |l srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
. . . SYNretransmt wth different .
79.182.137.130 |[lIsrael 147.237.0.34 [tikshuv.idf.il Bad TCP sequence wi ndow scal e noni t or 9
37.26. 146. 129 | srael 147.237.72. 166 |aka. i df .i dr op First packet isn't SN drop 8
86. 30. 13. 177 Uni ted Ki ngdom|147.237. 77. 176 |nat pash. i df.il Bad TCP sequence Invalid sequence nunier noni t or 8
130. 180. 211. 15 |Wkrai ne 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 7
80. 179.19.81 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 7
213.57. 46. 44 I srael 147.237. 72. 166 |aka.i df .i SYN At t ack SYN -> SYN-ACK -> RST noni t or 7
Sreanming BEngine: TCP Invalid i i ssi
207.46.13.14  |Wited Sates |147.237.77. 243 |nobile.idf il 9 =g Invalid segnent retransmssion. |, 6
Ret r ansm ssi on Packet dropped.
74.208.192.137 |Whited Sates [147.237.77.74 |lawidf.il drop First packet isn't SN drop
37.26.147.249 |lIsrael 147.237.0.34 |tikshuv.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
Sreanming BEngine: TCP Invalid i i ssi
62.219.34.216 |Israel 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
46. 19. 85. 38 | srael 147.237.72.166 |aka.idf .il dr op Frst packet isn't SN drop 6
. . SYNtAXK retransnmit with different .
195. 150. 22. 136 |Pol and 147. 237.72. 166 |aka. i df .i | Bad TCP sequence wi ndow scal noni t or 6
Sreanming Engine: TGP Invalid i i ssi
2.53.177.158  |israel 147.237.77. 243 |nobi l e, i df .1 9 =g Inval id segnent retransmssion. |, 6
Ret r ansm ssi on Packet dropped.
109. 253. 145. 55 |l srael 147. 237.72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
37.230.210.70 |SSian 147.237.76.39 |mbile neitav.idf.i[Bad TCP sequence StNretransmt with different aert 5
Federati on sequence
156. 57.211. 97 |Canada 147.237.76. 147 |chinuch. aka.idf .il |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
177.185.192. 98 |Rrazil 147.237.77.233|atal .idf.il drop SAMrul e drop
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
Russi an } . . SYNretransmt wth different
178.170.189. 130~ ~: 147.237.76. 147 |chinuch. aka. i df .i1 |Bad TCP sequence sequence alert 5
109. 64. 62. 71 | srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout moni t or
176.13.20.176 |lIsrael 147.237.0.19 |nadimatal .idf.il |SYN At tack SYN -> SYN-ACK -> RST noni t or
Russi an : . . SYNretransmt wth different .
178.170.189. 130 - ~0 147.237.76. 147 |chinuch. aka. i df .i1 |Bad TCP sequence sequence noni t or 5
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|Top Attackers In V\AF|

Devi ce

A tacker

Attacker Address Qount ry Target Address |Site dgnature Action ‘Count
176.13.251.86 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 54
125. 116. 209. 49 |China 147.237.77.216|dover . i df . i Ml tipl e Uhauthorized URL Access from 125. 116. 209. 49 B ock 14
85. 64. 64. 103 I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 7
. . . D stributed Uhauthorized URL Access on
109. 253. 209. 167l srael 147.237.0.19 |madimatal .idf.il nedi matal i df .i |/ shar ed/ aj ax/ updat enakat gaunt i ty. aspx B ock 7
37.26.146.131 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock 6
176.13. 4. 176 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 5
125. 116. 209. 49 |Chi na 147.237.77.216|dover. i df .i |l PHP At t enpt B ock 4
77.125.84.200 [israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 4
31.210.188.66 |Israel 147.237.77.243|nobi l e.i df . i | Distributed Suspicious Response Code B ock 4
213.151. 35. 218 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for waw aka. i df . i |/ mai n/ sachar B ock 4
79.177.189.13 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 3
176.13.17.216 |lIsrael 147.237.0.19 |madimatal .idf.il Distributed Suspicious Response Code B ock 3
. . Mil tipl e Uhaut hori zed Method for Known URL from
213.151. 35. 218 |Israel 147.237.72. 166 |aka. i df . i | 213, 151, 35. 218 B ock 3
176. 13. 228. 169 |l srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46. 19. 85. 119 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 3
176. 13. 235. 163 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 2
5.102.242.213 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed Method for Known URL from5. 102. 242, 213 |B ock 2
109. 226. 48. 232 |l srael 147.237.77.216|dover . i df . i Uhaut hori zed URL Access to waw i df . il/banmahane Bl ock 2
- . - Unhaut hori zed URL Access to
176.13.20. 176 |lIsrael 147.237.0.19 |nadimatal .idf.il naci matal i df .|/ shar ed aj ax/ updat enakat gaunt i ty. aspx B ock 2
. . Unaut hori zed URL Access to
66.249. 69. 224 |l srael 147.237.77. 216 |dover. i df . il Wi i df i |/ at al 1/ zkor/ vi ew i ngt op. asp B ock 2
109. 253. 195. 146|1 srael 147.237.77.243|nobi | e.i df . i | Distributed Suspicious Response Code B ock
62.219.34.216 |[Israel 147.237.77.243|nobi l e.i df . i | D stributed Suspici ous Response Code B ock
70.215.23.56  |wnited Sates [147.237.72.166|aka. idf. il Wnaut hor i zed Method PCST f or B ock 1
v aka. i df . i | / mai n/ gi yus/ pni ot. aspx
- . Unhaut hori zed URL Access to
46.19. 85. 143 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or agel fi | es/ 8/ 1668. doc B ock 1
199. 203. 186. 155|I srael 147.237.72. 156 [aman. i df . i | Untraceabl e SSL Sessi ons: (Qpen Mde None 1
80. 246. 139. 160 |l srael 147.237.72.167|i shurimaka. i df .i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
. . O stributed Lhaut hori zed URL Access on
77.138.121. 222 |Rance 147.237.72. 156 |anan. i df . i | e aman. i o 11/ avi con. i co B ock 1
66.249. 69. 224 |[Israel 147.237.77. 216 |dover.idf.i |l Mil tipl e Unauthori zed URL Access from 66. 249. 69. 224 Bl ock 1
www. chanmat z. aka. id , _
84.108. 87. 238 | srael 147.237.77. 226 £l Ml tiple Whaut horized URL Access from 84.108. 87. 238 B ock 1
37.26.146.155 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Gode Bl ock 1
70.178.87.52  |[israel 147.237.72. 166 [aka. i df . i | thknown Parareter V| EVETATEENCRYPTED in None 1
wan aka. i df . i | / mai n/ sachar / mas. aspx
77.125. 43. 44 I srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Paraneter Encodi ng None
46. 19. 86. 210 I srael 147.237.72. 156 |anan. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None
87.68. 41. 219 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/nail/giyus B ock 1
5.102.242.213  |Israel 147. 237.72. 166 |aka. i df . i | thaut hori zed Met hod HEAD for Bl ock 1
v aka. i df . i |/ mai n/ gi yus/ | ogi n. aspx
207. 46. 13. 14 Lhited Sates |147.237.77.243|nobile.idf.il Distributed Suspicious Response Code B ock 1
84.108.87.238 [Israel 147.237.72. 156 [aman. i df . i | PHP Att enpt B ock 1
77.139.66.245  |France 147.237.72. 166 |aka. i df . i | Distributed Lhauthorized Mthod for Known LRL on Bl ock 1
viewv aka. i df . i | / nai n/ sachar/ vi ewpaysl i p. aspx
109. 253. 145. 55 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
www. chanat z. aka. i d
84. 108. 87. 238 | srael 147.237.77. 226 £l PHP Attenpt B ock 1
41. 36. 64. 168 Egypt 147.237.77.216|dover.i df . il Adnin Bl ocki ng B ock 1
185.3.147. 211  |Israel 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
79.178.87. 95 I srael 147.237.77. 216 |dover. i df . il Uhaut hori zed URL Access to wwwi i df.il/hi nush/site/ he/ hi nush. asp |Bl ock 1
125. 116. 209. 49 |Chi na 147.237.77.216|dover.i df . il Uhaut hori zed URL Access to www i df.il/index. asp B ock 1
77.125. 43. 44 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46.116.125.9  |israel 147.237.72. 166 |aka. i df . i | thknown Paraneter VI EVETATEENCRYPTED i n None 1
ww aka. i df . i/ nai n/ sachar/ nai | box. aspx
. - Unhaut hori zed URL Access to
87. 69. 98. 32 I srael 147.237.72. 166 |aka. i df . i | v aka. i df . i |/ i 1/ gi yus/ yahash2015/ | obby. aspx B ock 1
84.108.87.238 |[lIsrael 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to www anan. i df . il/wp-1ogin. php B ock 1
. . Unhaut hori zed URL Access to
31.154.241.53 |lIsrael 147.237.77.234|hal ag. i df . i | 147. 237. 77, 2341 i nages/ shar ed/ bul | et 1. g f Bl ock 1
77.139. 90. 36 France 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
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