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|Top Attackers | n DDoS- Def ence |

Attacker Address|Attacker Country|Target Address|Site |Signature |Device Action|Count|
168. 235. 196. 227 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 43
176. 13. 237. 93 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 10
168. 235. 196. 227 Lhited Sates 147.237.77.216 dover.idf.il JLM Under Attack Con Htp drop 10
77.138.52. 97 France 147.237.77.216 dover.idf.il SYN H ood out of context drop 9
79.178.200. 119 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 9
168. 235. 196. 227 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 9
168. 235. 197. 132 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
46.116. 43. 165 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 6
79.181.131. 195 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
0.0.0.0 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
79.178. 116. 120 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
46.19. 86. 0 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood del ete reset drop 3
46. 19. 85. 54 | srael 147.237.77.216 dover.idf.il SYN Hood out of context drop 3
168. 235. 197. 132 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 3
77.139. 238. 146 France 147.237.77.216 dover.idf.il SYN H ood del ete reset drop 3
95.86. 117. 170 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
79.177.25. 109 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
89. 138. 77. 50 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
69. 30. 226. 222 Lhited Sates 147.237.77. 226 ww chanat z. aka. i df . i | |bl ock-sp-trafl forward 1
54.72.0. 55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
79.181.199. 11 | srael 147.237.77.216 dover.idf.il TCP handshake viol ation, first packet not syn|drop 1
208. 110. 84. 70 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf1 forvward 1
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
63.141. 231. 211 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-traf 1 forward 1
84. 95. 208. 20 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
208. 110. 84. 70 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-trafl forvard 1
69. 30. 193. 253 Lhited Sates 147.237.0.19 nadi matal .idf.il bl ock-sp-traf 1 f orvar d 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Count |
74.208. 192. 137 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
209. 15.196. 171 Canada 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SELECT) B ock 6
65. 39. 128. 237 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
106. 38. 241. 106 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per nit 2
91.198. 143. 115 Lkr ai ne 147.237.72.156  |anan.idf.il C1000074: HTTP. naj estic bot Per nit 1
52.1.90. 117 Lhited Sates 147.237.72.166 |aka.idf.il 13840: TLS (penSSL Heartbeat Packet Bl ock 1
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

209. 15. 196. 171 |147. 237. 77. 233 |Canada atal.idf.il S Injection - Select From 8
74.208. 192, 137 [147.237.77. 74 |Wited Sates [lawidf.il SQ Injection - Select From 8
65.39.128.237 |147.237.77.74 |Uhited Sates [lawidf.il A Injection - Select From 8
109. 66. 185. 169 [147. 237. 72. 166 |I srael aka.idf.il ET SCAN NVAP -sA (2) 2
123. 31. 34. 244 [147.237.76.42 |Vietnam refuah.idf.il ET SCAN NVAP -sS wi ndow 1024 1
91. 201. 236. 155 |147. 237. 76. 202 |kr ai ne e halag.idf.il ET SCAN NVAP -sS w ndow 2048 1
80.47 12 132|147 237 8 28  |Romani a o robi | e ke, i df | ET SCAN Behavi oral Lhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
185 93. 185 10 |147. 237, 76. 107 |k ai e o i rsh. i df | ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
13.90. 253. 185 |147.237.77.170|lhited Sates |nmarachot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183.60.48.25 [147.237.76.39 |China nobi | e. mei tav.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
5.255.90.133  |147.237.77.61 |Netherlands e.cogat.idf.il ET SCAN NVAP -sS w ndow 1024 1
183.60.48.25 [147.237.0.35 |China akavs.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
183.60.48.25 [147.237.0.17 |China mny-kosher-kravi.idf.il |[ET SCAN Potential VNC Scan 5900- 5920 1
109. 253. 240. 96 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
91. 201. 236. 155 [147. 237. 76. 202 |kr ai ne e halag.idf.il ET SCAN NVAP -sS w ndow 3072 1
91. 201. 236. 155 [147. 237. 76. 202 |kr ai ne e halag.idf.il ET SCAN NVAP -f -sS 1
79.178.60.82 |147.237.76.31 |[Israel nakchal .i df . il ::?IS:L—RU‘ES - HITP Request with CPTICNS nethod to a . doc 1
198.20.69.98 [147.237.77. 227 |Wited Sates |e hanaz.idf.il ET CROP Dshiel d B ock Listed Source 1
185 93,185 10 |147 237, 0.35  |ukrai ne akave. i df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
5.255.90.133  |147.237.77.121|Netherlands  |e.navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183.60.48.25 [147.237.76.30 |China hi nush. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
5.255.90.133 [147.237.76.196|Netherlands  |e.sviva idf.il ET SCAN NMAP -sS wi ndow 1024 1
183.60.48.25 [147.237.0.19 |China madi matal .idf.il ET SCAN Potential VNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
168. 235. 196. 227|Uhited Sates  [147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 310
168. 235. 197. 132|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 88
Sreanmng Engine: TCP Invalid i i ssi
46.19. 85. 31 I'sr ael 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. g 72
Ret ransnm ssi on Packet dropped.
168. 235. 196. 227|lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 61
168. 235. 196. 227 |Lhited Sates 147.237.77. 216 |dover.idf.il SYN Att ack noni t or 50
reaming Engine: TCP Invali i i ssi
109. 253. 200. 44 |I srael 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid finvalid segnent retransmission. |, 30
Ret ransm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
46.19.85.106 | srael 147.237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. |, 18
Ret ransm ssi on Packet dropped.
46.19.86. 4 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 17
62.201.219.90 |[Iraqg 147.237. 77. 216 |dover.idf .i | drop First packet isn't SWN drop 17
46.19. 86. 4 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber alert 17
79.182.137.130 |Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt wih different monitor |16
w ndow scal e
109. 253. 219. 120|I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 15
Russi an S -
77.93.108. 22 Federat i on 147.237.72.166 |aka.idf .il dr op First packet isn't SWN drop 13
Sreamng Engine: TCP Invalid i i ssi
37.26.148.237 |israel 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. |, 12
Ret ransm ssi on Packet dropped.
109. 253. 219. 120|I srael 147.237. 77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> RST nonitor |12
185.25.22.9 G eece 147.237.76. 147 |chinuch. aka. i df .il |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 11
79.181.131.195 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 11
46. 19. 85. 137 I srael 147.237.77. 216 |dover.idf. i | Bad TCP sequence I'nval i d AGK nunber alert 10
46. 19. 85. 137 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber nonitor |10
88.202.218.230 |Wnited Kingdom|147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 9
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 8
46.19. 85. 161 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |8
185.25.22.9 G eece 147.237.76.39 |mobile.neitav.idf.i|SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 8
109. 67.179. 249 |Israel 147.237.72. 166 |aka. i of .| Bad TCP sequence SIAK retransmt with different |y or 7
wi ndow scal e
. . SYNVACK retransmt with different .
176.13.20.176 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence wi ndow scal e noni t or 7
202.83.120.30 I ndonesia 147.237.76.39 |mubile neitav.icf.i|Bad TCP sequence i’:l;ee;é:“s““ wth dfferent alert 7
202.83.120.30 I ndonesi a 147.237.76. 147 |chinuch. aka.i of .11 [Bad TCP sequence f:zll:fné:m”“ vith different aert 7
202.83.120.30 [Indonesia 147.237.76.39 |mobile.neitav.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 7
46. 19. 85. 54 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or 7
156. 57. 139. 215 |Canada 147.237.76. 147 |chinuch. aka. i df .il |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 7
46. 19. 85. 116 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |6
176.13.245.35 |l srael 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST nonitor |6
46. 19. 86. 109 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreanmng Engine: TGP Invalid i i ssi
80. 246.136.79 |l srael 147.237.77. 243 |nobile. i df . 9 =g Invalid segnent retransmssion. 6
Ret ransm ssi on Packet dropped.
46. 19. 86. 159 I srael 147.237.77. 216 |dover. i df .i| Bad TCP sequence Inval i d AGK nunber alert 6
) e SYNVACK retransmt wth different .
176.13.20.176 |l srael 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence wi ndow scal @ monitor |6
46. 19. 86. 159 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber nonitor |6
Sreamng Engine: TCP Invalid i i ssi
176. 13. 248. 201 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =g Invalid segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
46.19. 85. 54 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber alert 6
202.83.120.30 I ndonesi a 147.237.76.39 |nubile.neitav.idf.i[Bad TOP sequence f:zll:fné:m”“ vith different mnitor |6
202.83.120.30 I ndonesia 147. 237.76. 147 |chinuch. aka.i f .i| |Bad TCP sequence i’:l;ee;é:“s““ wth dfferent moni tor |6
77.126.45.135 |Israel 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence I'nval i d AGK nunber alert
202. 83.120.30 |l ndonesi a 147.237.76. 147 |chinuch. aka.idf .i| |Bad TCP sequence I nval i d ACK nunber noni t or
46.116.91.98 | srael 147.237.77. 233 |atal .i . Bad TCP sequence Sretransmt wth i fferent alert 6
w ndow scal e
46. 19. 86. 109 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber alert
77.126.45.135 |lIsrael 147.237.0.19 |madimatal.idf.il |Bad TCP sequence I'nval i d AGK nunber noni t or
Sreamng Engine: TCP Invalid i i SSi
176.13.7.149  [Israel 147.237.77. 243 |nobi l e i df .1 9 =g Inval id segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
79.178.116. 120 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46.116.91.98 | srael 147.237.77. 233 |atal .i . Bad TCP sequence Sretransmt wth i fferent monitor |6
w ndow scal e
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
109. 253. 157. 209l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 100
2.53. 160. 107 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 42
79.177.213.3 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspi ci ous Response Code B ock 21
182.232.151. 11 |Thailand 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 10
. . . Uhaut hori zed URL Access to
109. 253. 144. 91 |l srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 8
77.138.131. 234 |France 147.237.72. 166 |aka. i df . i | tnaut hori zed Method POST for B ock 7
wan aka. i df . i |/ mai n/ gi yus/ bookl et s. aspx
. . . Uhaut hori zed URL Access to
176. 13. 7. 149 I srael 147.237.77.243|nobi | e. i df . i | nobi | e, i o . i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1431 Bl ock 7
77.138.84.124  |France 147.237.72. 166 |aka. i df . i | Wnaut hori zed Method POST T or . B ock 7
waw aka. i df . i |/ nai n/ sachar/ popups/ nar ki vsachar . aspx
. . Unaut hori zed Met hod PCST for
213.151.35.213 [lIsrael 147.237.72. 166 |aka. i df . i | v aka. i o i |/ rai v sachar/vi ewpays! i p. aspx Bl ock 5
80. 246. 139. 150 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock 4
81.218.192.52 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil tipl e Lhaut hori zed UR. Access from 81.218.192. 52 B ock 4
2.55.11. 234 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 3
84.111.32.111 |Israel 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HITP Met hod Bl ock 3
79. 178. 60. 82 I srael 147.237.76.31 |nakchal .idf.il D stributed Unauthorized HTTP Met hod Bl ock 3
. . . D stributed Unaut hori zed Method for Known URL on
201.213.72.47 |Agentina 147.237.72. 166 |aka. i df . i | vow aka i df . i 1/ mai n/ home/ def aul t . aspx Bl ock 3
46. 19. 86. 18 | srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 2
80. 246. 139. 192 |l srael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 2
46.19. 85. 168 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
80.246.136.79 |lsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 2
. . D stributed Lhauthorized URL Access on
79. 178. 60. 82 I srael 147.237.76.31 |nakchal .idf.il nakhal .i cf i 1/sip storagelfiles/2 Bl ock 2
84.111.32.111 |[Israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip_storage/files/2 B ock 1
. . D stributed Lhauthorized URL Access on
66. 249. 69. 14 I srael 147.237.77.216|dover . i df . i | v i df i 1/t al 1/ zkor/ vi ew i . asp B ock 1
80.246.136.79 |[Israel 147.237.77.243|nobi [ e.i df . i | D stributed Suspi ci ous Response Code B ock 1
2.53.174. 108 I srael 147.237.77.216|dover. i df . i | SSL Untraceabl e Gonnection - Cpen Mde None 1
213.57.160.201 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to ww aka. i df.il/sip storagel/files/ 4 B ock 1
77.139.241.138 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for wawu aka. i df i/ mai n/ sachar B ock 1
66.249. 76. 77 | srael 147.237.72.166 |aka. i df . i | Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
81.223.254.34 |Austria 147.237.77.233|atal .idf . il Uhaut hori zed URL Access to /robots. t xt B ock 1
: . . D stributed Unaut hori zed Method for Known URL on
66.102.9.3 Lhited Sates |147.237.72.166|aka. idf .il vow aka i df . i 1/ mai v hoe/ def aul t . aspx Bl ock 1
. . D stributed Lhauthorized URL Access on
79. 178. 60. 82 I srael 147.237.76.31 |nakchal .idf.il nakhal .i df i /i p storagelfiles/ 2/ 1682. doc B ock 1
. . Unknown Paraneter ctl00$ct!| 00% in
31.168.132.131 Israel 147.237.72.166 |aka. i df . i | wiw aka. i df . i 1/ mai v gi yus/ user det ai | / updat euser det ai | s. aspx None !
176.13. 248. 201 |Israel 147.237.77.243|nobi | e. i df . i | D stributed Suspici ous Response Code B ock 1
87.70. 23. 162 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df . il /v tikshuv.idf.il B ock 1
66. 249. 69. 14 I srael 147.237.77.216|dover . i df .i | Mil tipl e Unaut horized URL Access from 66.249. 69. 14 B ock 1
. . Uhaut hori zed URL Access to
46.116.91.98 | sr ael 147.237.77.233 (atal . i df.il vy atal . idf.il./sites/ neretz/ 41485072/ def aul t. aspx B ock !
77.237.146. 28 gg;ﬂc 147.237.77. 216 |dover . i df . i | Unaut hori zed Method HEAD for / B ock 1
2.55.7.203 | srael 147.237.72.166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 1
Uhaut hori zed URL Access to
66.249.76.120 |[lsrael 147.237.77. 176 |mat pash. i df . i | W cogat . i df . i |/ usef ul i nf ornat i on/ i dkoni i pages/ bl akl j dkl f bl & dskj f [B ock 1
bl a. aspx
84.109.100.26 |[Israel 147.237.72. 166 [aka. i df . i | Mil tipl e Unaut hori zed URL Access from 84.109. 100. 26 B ock 1
66. 102. 9. 8 Lhited Sates |147.237.72.166 |aka.idf.il Whaut hori zed Method PCST for B ock 1
ww aka. i df . i |/ mai n/ rabanut / gener al . aspx
79.180.84. 149 [Israel 147.237.72. 166 [aka. i df . i | Distributed I11egal Byte Gode Character in URL B ock
46.19. 85. 85 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
77.138.243.23  |France 147. 237.72. 156 |anan. i df . i | Distributed Whaut hori zed LR Access on B ock 1
wan anan. i df . i 1/ favicon.ico
. . Uhaut hori zed URL Access to
66.249.69.22  |Israel 147.237.77. 216 |dover . i df . i | v i df . i 1/ 1133- 19190- he/ dover . aspx" 50min, B ock 1
91.198. 143. 115 |krai ne 147.237.72. 156 |anan. i df . i | Lhaut hori zed LR. Access to |ist.ips.gov.il/robots.txt B ock 1
64. 251. 27. 99 Lhited Sates |147.237.72.166|aka.idf.il Distributed Unauthori zed URL Access on /robots. t xt B ock 1
m ny- kosher - kravi . i i i
66.249.79.42  |israel 147.237.0.17 ny llegal Paraneter Encoding rnd in . None 1
df.il mny- kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
. . Illegal Byte Gode Character in Paraneter Val ue at 453 for
176.13.2.52 | sr ael 147.237.72. 166 [aka. i df . i | ww aka. i df . i | / nai n/ gi yus/ user det ai | s/ updat euser det ai | s. aspx B ock !
66.249.66.176 [Israel 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ 1117- he/ nakhal . aspx |Bl ock 1
. . D stributed Lhauthorized URL Access on
79.182.137.130 |[Israel 147.237.76.42 |refuah.idf.il 147 237. 76, 42/ styl el shar ed/ reset . css B ock 1
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