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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |Signature |Device Action |Count |
134. 147. 203. 115 Ger nany 147.237.76. 31 nakchal .idf.il B ack List drop 4
212.179. 247. 58 | srael 147.237.77. 216 dover.idf.il B ack List dr op 2
183. 60. 48. 25 Chi na 147.237.76. 44 e.refuah.idf.il JLM Under Attack Con_Tcp drop 2
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack f orward 2
63. 141. 231. 212 Lhited Sates 147.237.76. 39 nobi | e.neitav.idf.il bl ock-sp-traf 1 forvard 2
208. 110. 84. 66 Lhited Sates 147.237.76. 30 hi nush. i df . i | bl ock-sp-traf 1 forward 2
69. 30. 227. 221 Lhited Sates 147.237. 76. 200 eitan. aka. idf.il bl ock-sp-traf 1 forward 2
63.141. 231. 197 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
122.224.153. 109 Chi na 147.237.76. 39 nobi | e. nei tav.idf.il JIMPurple Gon Limt Htp drop 1
63. 141, 231. 211 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
69. 30. 193. 253 Lhited Sates 147.237.0. 17 m ny- kosher - kravi . i df .i | bl ock-sp-traf 1 forward 1
208. 110. 84. 69 Lhited Sates 147. 237. 76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 forward 1
208. 110. 84. 66 Lhited Sates 147.237. 72. 167 i shurimaka.idf.il bl ock-sp-traf 1 forward 1
69. 30. 227. 218 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
63. 141.231. 194 Lhited Sates 147.237. 72. 156 anan. i df.il bl ock-sp-traf 1 forward 1
208. 110. 84. 70 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1l forward 1
142.54.174. 84 Lhited Sates 147.237.77.176 nat pash. i df . i | bl ock-sp-traf 1 forward 1
66. 240. 236. 119 Lhited Sates 147.237.76. 42 refuah.idf.il B ack Li st dr op 1
212.179. 247. 58 | srael 147.237. 76. 200 eitan. aka. idf.il B ack List drop 1
142.54.174. 84 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 forward 1
69. 30. 193. 250 Lhited Sates 147.237.77.170 naar achot . i df.i | bl ock-sp-traf 1 forward 1
208. 110. 84. 67 Lhited Sates 147.237.77. 234 hal ag.i df .il bl ock-sp-traf 1 f orward 1




09-25-2016-18:04:09 to 09-25-2016-19:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.72. 166 aka.idf.il Cl000071: HTTP: User Agent Sogou+web+spi der Per nit 10
85. 14. 244. 113 Ger many 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Per nit 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qountry [Ste

|Signature

89.139.98.188 |147.237.77.216|Israel dover.idf.il portscan: TCP D stributed Portscan 2
109. 64. 109. 217 [147. 237. 72. 166 |I srael aka.idf.il ET SCAN NVAP -sA (2) 2
103. 235. 104. 148|147. 237. 72. 166 |I ndi a aka idf.il S Injection - Udate (PCBI) 1
80. 246. 137. 157 |147.237.77. 216 |l srael dover.idf il portscan: TCP D stributed Portscan 1
41. 215. 36. 46 147.237.77.19 |Kenya lawforumidf.il|ET SCAN NVAP -sS wi ndow 1024 1
210.212. 207.80 |[147.237.0.34 |[India tikshuv.idf.il |ET SCAN Potential VWNC Scan 5900- 5920 1
185. 129. 148. 230[147. 237. 0. 200 |Latvia . i df . il ET SCAN NMAP -sS wi ndow 1024 1
115.47.12. 162  |147.237.76.30 |China hinush.idf.il |ET SCAN Potential SSH Scan 1
109. 67. 202. 239 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 60. 153. 178 |147. 237. 76. 86 gjj:tnim navy. i df il ET SCAN NVAP -sS wi ndow 1024 1
103. 235. 104. 148(147. 237. 72. 166 |I ndi a aka.idf.il ET BALAT Possi bl e Q& 2014-3704 Drupal SAI attenpt 1
URLENCCDE 1
82.102.169. 113 |147.237.76.31 |[Israel nakchal .idf.il |LOCAL_RULES - HITP Request with CPTIONS nethod to a .doc file 1
54.144.119. 103 |147.237.77.121|lhited Sates enawy.idf.il |ET SCAN NVAP -sS w ndow 1024 1
201.7.217.249 |147.237.77.121|Razil enavy.idf.il |ET DROP Spanhaus DRCP Listed Traffic | nbound 1
115.47.12.162 |147.237. 76. 202 |Chi na ehalag.idf.il |ET SCAN Potential SSH Scan 1
115.47.12.162 [147.237.0.200 |China . i df i | ET SCAN Potential SSH Scan 1




09-25-2016-18:04:09 to 09-25-2016-19:04:09

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
109. 63. 253. 88 R‘SIS::I”ion 147. 237. 72. 156 |anan.i df . i | SYN At t ack SYN -> SYN-ACK -> RST moni tor |14
202. 83.120. 30 I ndonesi a 147.237.76.39 |nobile. neitav.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 12
202. 83. 120. 30 | ndonesi a 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 12
Sreaning Engine: TGP Invalid i i ssi
80.246.137.48 | srael 147. 237.77. 243 |mobi l e. i f . i 9 =9 Invalid segnent retransmssion. |, 12
Ret r ansni ssi on Packet dropped.
202.83.120.30 |l ndonesia 147.237.76. 147 |chinuch aka.icf.il  |Bad TCP sequence i’;ljeert‘;‘”s““ wehdfferent — Joonitor |10
202.83.120.30 [l ndonesia 147. 237. 76. 147 [chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Tineout |alert 10
202.83.120.30 [indonesia 147.237.76.39 |mbileneitav.idf.il |Bad TCP sequence SZ’;J:;;:”S”“ wehdfferent 1) et 9
202.83.120.30 [l ndonesia 147.237.76.39 |mobile.neitav.idf.il [Bad TCP sequence I'nvalid ACK nunber noni t or
202.83.120.30 |l ndonesi a 147.237.76.39 |mobile.rmeitav.idf.il |SYN Atack SYN -> SYN-ACK -> Ti neout alert
202.83.120.30 I ndonesia 147.237.76. 147 |chinuch aka.icf il |Bad TCP sequence i’;ljeert‘;‘”s““ wehdifferent 1) et 8
202.83.120.30 I ndonesi a 147.237.76.39 |mbile meitav.idf.il |Bad TCP sequence f:’:l;eeécr:mn“ wehdfferent — Jopnitor |8
77.124.18.52 | srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SYN drop
202.83.120.30 |l ndonesi a 147. 237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or
. . SYNtACXK retransmt wth .
109. 253. 242. 146|l srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence different vi ndow scal & noni t or 6
Sreaning Engine: TQP Invalid i i ssi
5.22.134.174  |israel 147.237.77. 243 |robi L e. i of . i1 g =g Invalid segnent retransmssion. | 6
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 174 | srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence Invali d ACK nunber noni t or 6
) o SYN+ACXK retransnmit wth .
176. 13. 238. 115 |lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . | Bad TCP sequence di fferent w ndow scal e nonitor |6
109. 253. 146. 10 |l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 6
46. 19. 85. 107 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber monitor |5
46. 19. 85. 107 I srael 147.237.77. 216 |dover.idf .i | Bad TCP sequence Invalid ACK nunber aert 5
46. 19. 85. 107 I srael 147.237.77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACGK nunber monitor |5
46. 19. 85. 107 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d ACK nunber alert 5
109. 253. 242. 146|l srael 147. 237. 77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46.19. 86. 185 I srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber nonitor |5
46.19. 85. 174 I srael 147.237. 76. 147 |chi nuch. aka. i df . i | Bad TCP sequence Inval i d ACK nunber alert 4
2.55.11.122 I srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti neout alert 4
80. 246. 136. 103 [l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Tineout |[monitor |4
2.53.130. 241 I 'srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout alert 3
46.19.85.214  |[israel 147.237.77. 226 [ chanatz. aka.idf 1paq TOP sequence Invalid ACK nunber moni tor |3
37.201.194. 211 |Ger many 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or
80. 246. 136. 103 |l srael 147.237.72. 166 |aka.idf . il dr op Frst packet isn't SYN drop
37.26.148.202 | srael 147. 237.72. 166 |aka. i of i Bad TCP sequence SINGAK retransmt with moni tor |3
di fferent w ndow scal e
46. 19. 85. 66 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d ACK nunber alert 3
80. 246. 136. 103 [l srael 147.237.72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or 3
176. 13. 234. 222 |Israel 147. 237. 76. 147 [chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 85. 214 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber nonitor |2
85. 130. 231. 105 [l srael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or 2
176.13.245.9 I srael 147.237.72. 166 |aka.idf . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46.116.19. 3 I srael 147.237.72. 166 |aka.idf . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
185. 32. 179. 238 |l srael 147.237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or 2
80.246. 136. 68 [l srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
213.57.236. 242 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber alert 2
87.69.149. 180 |[lIsrael 147.237. 77. 216 [dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
79.180.254.77 |[Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 2
Sreamng Engine: TCP Invalid i i ssi
46.116.47.238 |Israel 147. 237. 77. 243 |nobi 1 e. i of . i | 9 =g Invalid segnent retransmssion. | 2
Ret r ansni ssi on Packet dr opped.
Russi an . . SYNtAXK retransmt with .
109. 252. 93. 89 er ot on 147.237. 77. 216 [dover. i df i Bad TCP sequence di fferent v ndow scal e noni t or 2
147.235. 8. 74 I 'srael 147.237. 77. 216 [dover. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
213.57.236. 242 |lsrael 147.237.72. 166 |aka.i df .il Bad TCP sequence Invalid ACK nunber nonitor |2
5.22.134. 184 I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 2
46. 19. 86. 4 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site Sgnature Acti on ‘Count
80.246.137.61 |lsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 115
185.32.179. 111 |[lIsrael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock 50
46.116.47.238 |Israel 147.237.77. 243 |nobi l e. i df . i | nLQ;“It :c:ro',fsz , Cu;‘eggrcﬁim;esu <t ohi 1 ddocunent s/ 1465 Bl ock 14
87.69. 87.20 | srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Uhaut hori zed Method for Known URL from 87.69. 87. 20 Bl ock 4
31.154.81. 73 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
192. 114. 105. 254l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka.idf.il/nain/giyus/forns. aspx |B ock 3
46. 19. 85. 168 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 3
109. 253. 137. 120]I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 3
80.246.137.48 |Israel 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Gode Bl ock 3
79.181.207.212 [Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed LRL Access to wwwv aka. idf.il /v tikshuv.idf.il B ock 3
46.19. 85. 135 I srael 147.237.0.19 |[madi matal .idf.i|Dstributed Suspicious Response Qode Bl ock 2
46.121.97.229 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
80. 246. 139. 150 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
82.102.169. 113 [Israel 147.237.76.31 |nakchal .idf.il [Dstributed Unauthorized HTTP Mt hod Bl ock 2
77.130.21.23  |France 147.237.72. 166 |aka. i df . i | m“;::i' Sfedl fﬁg‘f} gﬁ /fn(i)ryun/ i yunder ugt af i i m asp Bl ock 2
109. 253. 159. 65 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
66.249.76.121 I srael 147.237.77. 176 [mat pash. i df . i1 |2 :;;Ii_zifjf_ m‘eﬁ;ﬁesshsl ;a‘;esl defaul . aspx Bl ock 1
66.102. 9.8 Wited Sates |147.237.72. 166 |aka. i df .i| m;:(z“itgﬁ illj}a:;ihn‘;rrjoﬁ‘/j d’;f;:??.g;xmom R on Bl ock 1
77.139.30.230 |France 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to ww anan.idf.il/favicon.ico Bl ock 1
185. 120. 125. 141 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None
66.249.75.32  [Israel 147.237.77. 216 |dover . i df . i | D e o e/ dover aspx B ock 1
109. 253. 134.56 |l srael 147.237.77.243|nobi l e. i df . i | O stributed Suspicious Response Code Bl ock 1
82.102. 169. 113 |Israel 147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to nakhal .idf.il/sip _storage/files/2/1682. doc |B ock 1
80.179. 9. 115 I srael 147.237.76.31 |nakchal .idf.il [Wauthorized HTTP Met hod B ock 1
2.53.136. 199 I srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
109. 253. 242. 146 |1 srael 147.237.77. 176 |mat pash. i df . i | Unaut hori zed URL Access to waw cogat . i df .il/894-ar Bl ock 1
67.19.79. 218 Lhited Sates |[147.237.76.200(ei tan. aka. i df. il [Uhauthorized URL Access to /robots. txt Bl ock 1
87.69.87.20 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df .il/mai n/ gi yus/| ogi n. aspx B ock 1
66.249.64.41  |Israel 147. 237.72. 166 |aka. i df . i | ﬂ?f’;g?;z?&% :f;ejrsagt; il es/ 2 61353, | pa Bl ock 1
80. 246. 138. 148 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
77.139.44.181 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Method PCST for wwy aka. i df . i1/ mai n/ gi yus/ ki osk B ock

66. 249. 76. 2 I srael 147.237.77. 243 |nobi | e. i df . i | ntggﬂt:?réfsz , geggf;zmztes” <t ohi | ddocunent s/ 1672 Bl ock 1
109. 253. 135. 143]I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ reset . css Bl ock 1
84.95,208.20  |Israel 147.237.77. 216 |dover. i df . i | Ml tipl e Unaut horized URL Access from 84. 95. 208. 20 B ock 1
80.179. 9. 115 I srael 147.237.76.31 |nakchal .idf.il [Wauthorized URL Access to nakhal .idf.il/sip_storagel/files/2/ Bl ock 1
2.55. 145. 66 I srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
157.55.39.233 |Uhited Sates |147.237.77.216(|dover.idf.il Lhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ng. asp Bl ock 1
67.82. 20. 229 Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to ww i df.il/894-en/i df gdover. aspx Bl ock 1
66.249.64.124 |lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to v aka. i df.il/nat ash Bl ock 1
103. 235. 104. 148|Indi a 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka. i df.il/user/| ogin/ Bl ock 1
77.139. 154. 236 |France 147.237.72.166 |aka. i df . i | m;}izﬂt? ilf}aﬁ;jhnc;rgoﬁ‘; dﬁ;ﬂ?g_;’gxmo‘m R on Bl ock 1
212. 150. 200. 166 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. idf.il/main/.giyus/ B ock 1
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed LRL Access to 147.237.72. 166/ ei tan/ | i st page/ Bl ock 1
85.64.118.230 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to wwwy aka. i df.il/main/ B ock 1
64. 251. 27. 99 LUhited Sates |147.237.72. 156 |aman.idf.il Uhaut hori zed URL Access to /robots. txt Bl ock 1
5.22.134.174 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code Bl ock 1
80.246.130.21 |[Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to www aka.idf.il/main/ guyus Bl ock 1
185.32.179.30 |Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: Qpen Mde None 1
68.180.231.60 [United Sates [147.237.77. 176 [nat pash. i df . | magi;‘; pe Mo & on /F;a(?geat'\lf”;égx B ock 1
66. 249. 69. 14 I srael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66.249. 69. 14 Bl ock 1
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