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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address  |Site |Signature  |Device Action  |Count |
134. 147. 203. 115 Ger many 147.237. 76. 39 nobi | e. nei tav.idf.il B ack Li st drop 2
93. 174. 94. 235 Net her | ands 147.237.76. 177 ncore.idf.il B ack List drop 1
63. 141.231. 198 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 forvard 1
69. 64. 61. 103 Lhited Sates 147.237.76. 44 e.refuah.idf.il B ack List dr op 1
178.239. 62. 141 Net her | ands 147.237.76. 30 hi nush. i df .i | B ack List drop 1
80. 72. 33. 56 Pol and 147.237.76. 176 test.ncore.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action ‘Count

123. 126. 68. 101 Chi na 147.237.77.74 lawidf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|

Target Address Atacker

Signature

Count ry
L SERVER- APACHE Apache nmod_ssl non- SSL connection to SSL port
192.115.67.2  [147.237.72. 166 |I srael akaidf.il ) . - 6
deni al of service attenpt
185.159.36.2  [147.237.76. 197 e hinush.idf.il ET SCAN Potential SSH Scan 2
185.159.36.2 |147.237.76.34 yohal an. i df.il ET SCAN Potential SSH Scan 2
79.177.221. 233 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
66.249.93.69 |147.237.76.42 |Europe refuah.idf.il ET SCAN NVAP -sA (2) 1
185.159.36.2  |147.237.76.148 gqcent er. aka. i df .i | ET SCAN Potential SSH Scan 1
46.161.40.17 |147.237.76.34 ?;Z;:ﬂon yohal an. i df . ET SCAN NVAP -sS wi ndow 1024 1
46.120. 66. 154 [147. 237.77. 216 |1 srael dover.idf.il portscan: TCP O stributed Portscan 1
176.13. 237. 93 [147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
41.215.36.46 [147.237.72. 167 |[Kenya i shurimaka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
109. 60. 153. 178 |147. 237. 77. 226 gj;;”ion ww chanat z. aka. i df .i1 |[ET SCAN NVAP -sS wi ndow 1024 1
5.29.203.179  |147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
91.204.15.134 |147.237.77.216 gjz:;”ion dover i df .il ET WEB SERVER PyQur| Suspicious Wser Agent |nbound 1
87.69.232.91 |147.237.77.216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
79.180. 1. 39 147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
185.159.36.2  [147.237.76. 199 e.nakchal .idf .i | ET SCAN Potential SSH Scan 1
79.177.137.29 |147.237.77.216 (I srael dover.idf.il portscan: TCP O stributed Portscan 1
185.159.36.2  [147.237.76. 196 e.svivaidf.il ET SCAN Potential SSH Scan 1
46.183. 223. 228 |147. 237.76. 86 |Latvia navy.idf.il ET SCAN Potential SSH Scan 1
185.159.36.2  [147.237.76. 38 e.enmeitav.idf.il ET SCAN Potential SSH Scan 1
46.161.40.17 [147.237.0.15 RFQZ::;r:on kosher-kravi .idf il ET SCAN NVAP -sS wi ndow 1024 1
185.159.36.2  |147.237.76. 30 hi nush. i df.i ET SCAN Potential SSH Scan 1
46.19.86.124  [147.237.77. 216 I srael dover.idf.il portscan: TCP O stributed Portscan 1
132. 68. 144.93 |147.237.77. 216 |l srael dover . idf il portscan: TCP O stributed Portscan 1
31.168.49. 104 [147.237.77.216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
91. 216. 252. 254 |147. 237. 77. 216 || srael dover.idf.il portscan: TCP O stributed Portscan 1
87.69.238.229 |147.237.77.216 |l srael dover . idf il portscan: TCP O stributed Portscan 1
84.22.2.142 147.237.72. 167 [Rul garia i shuri maka.idf.il ET SCAN NVAP -sS w ndow 1024 1
185.159.36.2  |147.237.76. 200 eitan aka. idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Devi ce

Country

Sreaning Engine: TGP Invalid

Inval id segnent retransnission.

Action

‘Count

79.177.152.196 |Israel 147.237.76. 200 |ei tan. aka.i of .i | > dro 24
Ret r ansni ssi on Packet dropped. P
Sreanming Engine: TCP Invalid i i ssi
223.24.0.207  |Thailand 147.237. 77. 243 |robi 1 e. i of . i | 9 =9 nvalid segnent retransmssi on. drop 20
Ret r ansmi ssi on Packet dropped.
46. 19. 86. 101 I srael 147.237.77. 216 |dover. i df . i Bad TCP sequence I'nval i d ACGK nunber moni t or 19
202.83.120.30 |l ndonesi a 147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 19
202.83.120.30 |[indonesia  |147.237.76.39 |mobile neitav.idf.i|Bad TCP sequence i’:Jee;é:“S““ wth dfferent alert 19
62.0.207.1 I srael 147.237.72. 166 |aka. i df .i drop First packet isn't SN drop 19
202.83.120.30 |l ndonesi a 147.237.76. 147 |chinuch. aka.idf .il |Bad TCP sequence Inval i d ACK nunber noni t or 19
202. 83.120.30 |l ndonesi a 147.237. 76. 147 |chinuch. aka. i df .il |SYN A t ack SYN -> SYN-ACK -> Ti meout noni t or 18
202.83.120.30 [Indonesia  |147.237.76.147|chinuch. aka.icf.il |Bad TCP sequence f:’;'l:eetné:m”“ vith different alert 18
202.83.120.30 |l ndonesi a 147.237.76.39 |nobile.neitav.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 18
Sreanming Engine: TGP Invalid i i ssi
80.246.137.48 |l srael 147.237.77. 243 |nobi L e.i df . | 9 =g nval i d segnent retransmssi on. drop 18
Ret r ansni ssi on Packet dropped.
46. 19. 86. 101 I srael 147.237.77. 216 |dover.idf . il Bad TCP sequence I'nval i d AGK nunber alert 18
202.83.120.30 |indonesia  |147.237.76.147|chinuch.akaicf.il [Bad TCP sequence i’(\]ﬁee;é;‘”s”“ wth different monitor |16
202.83.120.30 |l ndonesi a 147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout alert 16
202.83.120.30 |[indonesia  |147.237.76.39 [mobile neitav.idf.i|Bad TCP sequence i’:Jee;é:“S““ wth dfferent moni tor |14
202.83.120.30 |l ndonesi a 147.237.76. 147 |chinuch. aka.i df .il |SYN At t ack SYN -> SYN-ACK -> Ti neout aert 14
79.180. 156. 204 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
69.22.185.204 |hited Sates [147.237.72. 156 |anan.idf . il drop First packet isn't SN drop 12
46. 19. 85. 248 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nvalid ACK nunber aert 10
176.13.9. 216 | srael 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN-ACK -> RST noni t or
46.19.85. 34 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or
. . SYNretransmt wth different .
89.139.187.80 |lsrael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e noni t or 8
185.32.179.52 |Israel 147. 237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
46. 19. 85. 248 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or
Sreaning Engine: TP Invalid i i ssi
176.13.248.47 |Israel 147.237.77. 243 |nobi 1 e.i o i 9 =9 Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
46.19. 85. 34 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber aert 6
46. 19. 85. 189 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d AGK nunber alert 6
109. 253.140.1 |Israel 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
80. 246. 136. 224 |l srael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> RST moni t or 5
213.57.9. 151 I srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 5
46. 19. 86. 54 | srael 147.237.76. 42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
69.65.83.151  [Lhited Sates |147. 237.72. 166 |aka.idf . Bad TCP sequence SINAK retransmt with different foo;p o |4
w ndow scal e
. . SYNPAXK retransnmit with different .
2.55.182. 40 I srael 147.237.77. 216 |dover. i df . i Bad TCP sequence wi ndow scal e noni t or 4
Sreaming Engine: TGP Invalid i i ssi
213.57.252.181 |Israel 147.237.77. 243 |mobile. i df .| 9 =g nvalid segnent retransmssi on. drop 4
Ret ransm ssi on Packet dropped.
. . SYNPAXK retransnmit with different .
46. 19. 86. 196 I srael 147.237.72. 166 |aka. i df .i Bad TCP sequence wi ndow scal e noni t or 4
176. 13. 228. 123 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
46. 19. 86. 255 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
. . SYNretransmt wth different .
80. 246. 130. 196 |Israel 147.237.76.31 |nakchal .idf.il Bad TCP sequence wi ndow scal @ noni t or 3
212.199.57.199 |Israel 147.237. 72. 156 |anan. i df . i SYN At tack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 85. 66 I srael 147.237.77.74 |lawidf.il Bad TCP sequence Inval i d AGK nunber noni t or 3
46.117. 6. 206 I'srael 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
79.180. 254. 77 |Israel 147.237.72. 166 |aka. i df .i Bad TCP sequence I'nvalid ACK nunber noni t or 3
46. 19. 85. 84 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
87. 69. 105. 14 I'srael 147. 237. 72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
79.180. 254. 77 |Israel 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST noni t or 3
109. 253. 129. 22 |l srael 147.237.72. 156 |anan.idf . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 3
192. 116. 177. 146|I srael 147.237.72. 166 |aka. i df .i SYN At tack SYN -> SYN-ACK -> RST noni t or 3
. . SYNPAXK retransmit with different .
46. 19. 86. 196 I srael 147.237.77. 216 |dover. i df . i Bad TCP sequence wi ndow scal e noni t or 3
79.180. 107. 221 |l srael 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 3




09-25-2016-17:04:00 to 09-25-2016-18:04:00

|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.4.176 | srael 147.237.0.19 |madimatal .idf.il{Ostributed Suspicious Response Code Bl ock 354
2.55. 156. 125 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 238
109. 253. 143. 115]I srael 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 44
37.26.149.160 |lsrael 147.237.0.19 |madimatal .idf.il{Ostributed Suspicious Response Code Bl ock 21
176.13.20. 241 |lIsrael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 18
80. 246. 139. 233 [Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 11
185. 32. 179. 240 |Israel 147.237.0.19 |madimatal .idf.il{Ostributed Suspicious Response Code Bl ock 6
80.246.137.48 |[Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response Qode B ock 5
85.65.190. 124 [Israel 147.237.72. 156 [aman. i df . i | O stributed Suspicious Response Code B ock 4
109. 253. 215. 20 |Israel 147.237.0.19 |madimatal .idf.il{Ostributed Suspicious Response Code Bl ock 3
37.26.146.192 |[Israel 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
80. 246. 140. 197 |[Israel 147.237.0.19 |[madimatal .idf.il|Ostributed Suspicious Response Code B ock 3
79.182.87.233 |Israel 147.237.0.19 |madimatal .idf.il{Ostributed Suspicious Response Code Bl ock 2
192.115. 67. 2 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessions: Protocol violation (SSL_CGONN LI ENT_HALLQ None 2
37.26.147.231 [israel 147.237.0.19 [madimatal .idf.il|Ostributed Suspicious Response Code B ock 2
176.13.22.243 |Israel 147.237.0.19 |madimatal .idf.il{Ostributed Suspicious Response Code Bl ock 2
80.246.137.48 |[Israel 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessions: (pen Mde None 1
176.13.248. 47 |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code B ock 1
77.138.59. 1 France 147. 237.72. 166 |aka. i df . i | \z\:\f;li(:.uit;q ilf}a:;ihnirr:oii‘/j d“e'?;:??.;;’;)(mom R on B ock 1
169. 229. 3. 91 Uhited Sates [147.237.77.170|m@arachot . i df.il |Distributed Unknown HTTP Request Met hod B ock 1
84. 95. 208. 20 I srael 147.237.72. 167 |i shuri maka. i df . i|PHP At t enpt B ock 1
79.180.183.24 |Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/givus B ock 1
46. 120. 245. 200 |l srael 147.237.72.167|i shuri maka. i df . i|SSL Untraceabl e Connecti on - Unhknown SSL Sessi on None 1
169. 229. 3. 91 Uited Sates [147.237.77.216|dover.idf.il Mitiple Illegal Byte Code Character in Method from 169. 229. 3. 91 B ock 1
77.138.107.34 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for waww aka. i df.il/main/snalind B ock 1
169. 229. 3. 91 Uhited Sates [147.237.77.170|maarachot.idf.il |Il1lega Byte Gode Character in Header Nane B ock 1
84.95.208.20 I srael 147.237.77. 176 |nat pash. idf.il muégg;tl lef: .Lijlq/_t’:cngle:\tseéloshar ed/ user cont r ol s/ header upper / Bl ock !
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
141, 226.232. 17 |Israel 147.237.76.42 |refuah.idf.il | ;;;)u;gd42L;15atu)tllh:/rslﬁ:rdec:ﬁ_e::tcecssss on Bl ock 1
80. 246. 137. 131 |Israel 147.237.72. 166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: (pen Mde None 1
77.139.30.230 |France 147.237.72. 156 |anan. i df . i | Lhaut hori zed LRL Access to www aman. i df.i|/favicon.ico B ock 1
Illegal Byte Gde Character in Mthod
169. 229. 3. 91 Uhited Sates [147.237.77.170|maarachot . i df . il |, [[#25]] ¢Mal daw@0ed 2=nU' coUi [ [ #0] ] a2 .t &DV2D> Xa[ [ #3] ] < ™P[#21]]1 [B ock 1
Tb
79.183.34.168 |[lIsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed LRL Access to aka.idf.il/nain/ B ock 1
66. 249. 76. 85 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed LRL Access to 147.237.76. 42/ sip_storage/fil es/ 6/ 3296. pg |B ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.170|maarachot . i df.i| |Dstributed Abnornal Iy Long Request B ock 1
207.46. 13. 31 Uhited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to www idf.il/aman B ock 1
77.139.54.181 |France 147.237.72. 166 [aka. i df . i | Lhaut hori zed Met hod POST for v aka. i df.il/mil uin Bl ock 1
NULL Character in Method
169. 229. 3. 91 Uited Sates [147.237.77.170|m@arachot . i df . il |, [[#25]] ¢Mal dadw@0ed 2=nU' coUi [ [#0] ] a2 .t &DV2D> Xa[ [#3] ] 4 ™P[#21]]1 [B ock 1
Tb
89.139. 187.80 |l srael 147.237.77. 234 |hal ag. i df . i | i;t ;'35”;‘;‘1zg?f;ggg'siziaﬁlﬁfﬁ 1(.); . Bl ock 1
80. 246. 130. 196 |l srael 147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237. 76. 31/ 894- he/ nakhal . aspx B ock
66.249.76.112 |Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to ww aka. i df .il/main/rabanut /61998 B ock
169. 229. 3. 91 Lhited Sates [147.237.77.170|maarachot.idf.il |Distributed Ml formed UR B ock 1
2.53.150.209 | srael 147.237.76.42 |refuah.idf.il iét ;;?f’;gd‘; :t“;lhgsiﬁ;deﬁe :e‘icissss on Bl ock 1
213.151. 35. 213 | srael 147.237.72. 166 |aka. i df . i | m”;::rl' éfldi I'\f;:ios gﬁ /fyoarhash2017/ | by, aspx Bl ock 1
79.178. 245. 175 |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wanidf.il/  DIMNA B ock 1
37.26.149.165 |[Israel 147.237.72. 156 [aman. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
169. 229. 3. 91 Lhited Sates |147.237.77.216|dover.idf.il D stributed Aonornal |y Long Request Bl ock
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