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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |[Site |signature |Device Action |Count |
212.199. 154. 194 | srael 147.237.72. 167 ishurimaka.idf.il Anonal y- TLS-renegot i ati on-d i dest - reset 237
78.129.171. 175 Uni ted Ki ngdom 147.237.76. 34 yohal an. i df .i | B ack Li st drop 1
78.129.171. 175 Uni ted Ki ngdom 147.237.76. 39 nobi | e.nei tav.idf.il |Back List dr op 1
78.129.171. 175 Uni ted Ki ngdom 147.237.76.176 test.ncore.idf.il B ack Li st drop 1
82.145.56. 173 Uni t ed Ki ngdom 147. 237. 76. 200 eitan aka. idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address

‘ Attacker Qountry

Target Address

|Site

|S gnature

Devi ce Action

50. 63. 197. 11 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
66. 96. 128. 60 Lhited Sates 147.237.72. 166 aka.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
163. 172. 49. 61 Ui ted Ki ngdom 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Per it 3
151. 80. 31. 169 France 147.237.77. 74 lawidf.il Cl000146: HTTP. AhrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Qount ry |S’te |Signature \Count |
66. 96. 128. 60 147.237.72.166  |Wnited Sates aka.idf.il SQ Injection - Select From 17
50. 63. 197. 11 147.237.77. 74 Lhited Sates lawidf.il SQ Injection - Select From 10
109. 226. 40. 40 147.237.77.216  [Israel dover.idf.il portscan: TCP DO stributed Portscan 1
77.125.53.19 147.237.72.166  [Israel aka.idf.il portscan: TCP O stributed Portscan 1
109. 60. 153. 178 147. 237. 76. 44 Russian Federation  [e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.174.93.17 147. 237.77. 205 Net her | ands prisha idf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 30 147.237.77.216  |Israel dover.idf.il portscan: TCP O stri buted Portscan 1
93.174.93. 17 147.237.76. 42 Net her | ands refuah.idf.il ET SCAN Potential SSH Scan 1
2.55.131. 215 147.237.77.216  [Israel dover.idf.il portscan: TCP DO stributed Portscan 1
91. 201. 236. 158 147.237.77.212  |Wraine e.dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
217.246. 252. 53 147.237.77.216  |Germany dover.idf.il portscan: TCP O stributed Portscan 1
84.94.75. 134 147.237.77.216  [Israel dover.idf.il portscan: TCP DO stributed Portscan 1
209. 20. 68. 190 147.237.77.216  |Wnited Sates dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
82. 81. 74. 252 147.237.72.166  [Israel aka.idf.il portscan: TCP O stributed Portscan 1
145, 53, 121. 127 147.237.77.216  [Netherl ands dover.idf.il portscan: TCP DO stributed Portscan 1
79. 180. 220. 248 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
141.226.161. 232  |147.237.77.216  |[Israel dover.idf.il portscan: TCP O stributed Portscan 1
77.126. 95. 152 147.237.77.216  [Israel dover.idf.il portscan: TCP DO stributed Portscan 1
109. 65. 186. 171 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
66. 249. 66. 242 147.237.77. 74 Lhited Sates lawidf.il ET SCAN NVAP -sA (2) 1
93.174.93. 17 147.237.77.233  [Netherl ands atal.idf.il ET SCAN Potential SSH Scan 1
93.174.93. 17 147.237.77.19 Net her | ands lawforumidf.il |ET SCAN Potential SSH Scan 1
31.154. 53, 142 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
91. 201. 236. 158 147.237.77.212  |Wkraine e.dover.idf.il ET SCAN NVAP -sS w ndow 4096 1
2.53.22.66 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
85. 64. 218. 198 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
212.179. 41. 221 147.237.77.216  [Israel dover.idf.il portscan: TCP DO stributed Portscan 1
84.94. 1. 47 147.237.72.166 |l srael aka.idf.il portscan: TCP O stri buted Portscan 1
192. 116. 105. 60 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
79. 181. 230. 103 147.237.77.216  [Israel dover.idf.il portscan: TCP DO stributed Portscan 1
141. 226. 162. 58 147.237.77.216  |Israel dover.idf.il portscan: TCP O stributed Portscan 1
77.127.14. 74 147.237.77.216  [Israel dover.idf.il portscan: TCP O stributed Portscan 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |dte Signature Acti on ‘Count
212.235.98. 139 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 47
77.126.13.183 |Israel 147.237.77. 243 |mbile.i o i1 Streamng Engi ne: TCP Inval id|invalid segnent retransmission. |, o, 20
Ret r ansm ssi on Packet dr opped.
91. 228. 248. 251 |l srael 147.237.72. 167 |ishurimaka.idf.il [SYN At t ack SYN -> SYN-ACK -> RST noni t or 16
212.199. 154. 194|l srael 147.237.72. 167 |ishurimaka.idf.il |dr op Frst packet isn't SWN drop 15
185. 89. 217. 235 |Net herl ands 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 8
82. 166. 2. 56 | srael 147.237.77. 170 |maarachot.idf .il |dr op First packet isn't SN drop 8
46. 19. 85. 30 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 6
37.26.146.240 |Israel 147. 237, 77. 243 |robi 1 e. i of . i | Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 6
Ret r ansn ssi on Packet dr opped.
185. 89. 217. 226 |Net herl ands 147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 6
46. 19. 85. 30 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or
62.219. 225. 2 I srael 147.237.77. 216 |dover. i df .i Bad TCP sequence Invalid sequence nunber noni t or
46.19. 86. 23 I'srael 147.237.72. 166 |aka. i df . i Bad TCP sequence (ﬂ}”ﬁ;ﬁ;ggﬂgzﬁm moni tor 6
185. 89. 217. 234 |Net her| ands 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 6
109. 253. 216. 177 |l srael 147.237.0.15  |kosher-kravi.idf.i|SYN A t ack SYN -> SYN-ACK -> RST noni t or 6
89.139. 107. 4 | srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SWN drop 5
46.19. 85. 23 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 5
82. 166. 2. 56 I srael 147.237.77. 170 |maarachot.idf.il |Bad TCP sequence Inval i d ACK nunber noni t or 5
46.19. 85. 112 | srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 5
88.202.218. 240 |United Kingdom  |147.237.77.243|nobile idf. il Streaning Engine: TCP Invalid invalid segnent retransnissi on drop 4
Ret r ansn ssi on Packet  dr opped.
2.55.151. 35 | srael 147.237.72. 167 |ishurimaka.idf.il [SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 85. 206 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 4
185.137.19. 76 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
82. 166. 2. 56 | srael 147.237.77. 170 |n@ar achot . i df . i | Bad TCP sequence Invalid ACK nunber alert 4
46. 19. 85. 206 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber mnitor |4
81.50. 90. 124 France 147.237.76. 147 |chinuch. aka. i of . i1 |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
66. 96. 128. 60 Lhited Sates 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 3
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
46. 19. 85. 147 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Inval i d ACK nunber monitor |3
109. 65.23.45  |israel 147.237.77. 243 |robi L e. i of . i1 Streaning Engi ne: TCP Inval i dinvalid segnent retransnission drop 3
Ret r ansm ssi on Packet dr opped.
81. 50. 90. 124 France 147.237.76. 147 |chinuch. aka. i of . i1 |SYN At t ack SYN -> SYN-ACK -> Tinmeout |aert 3
176. 106. 44. 120 g";'cisgiigcija” Territoryly 47 237.77. 216 |dover. i o . i1 drop First packet isn't SWN drop 3
46. 19. 86. 226 | srael 147.237.72. 166 |aka.i df . il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
185. 89. 217. 232 |Net herl ands 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 3
2.55. 44,223 | srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
46.19. 85. 112 I srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber aert 3
185. 89. 217. 228 |Net herl ands 147.237.77.74 |lawidf.il drop First packet isn't SYN drop 3
176. 13. 4. 119 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 3
185. 89. 217. 233 [Net her | ands 147.237.77.74 |lawidf.il drop Frst packet isn't SYN drop 3
2.55.161. 18 | srael 147.237.72. 156 |anan.i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
2.55. 146. 240 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
46. 19. 85. 147 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber aert 3
79.183.96.191 | srael 147.237.77. 243 |nobi l e i of .1 Streaning Engi ne: TCP Inval idinvalid segnent retransnission drop 3
Ret r ansn ssi on Packet dr opped.
185. 89. 217. 230 |Net herl ands 147.237.77.74 |lawidf.il drop First packet isn't SN drop 2
5.22.134.93 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber nonitor |2
176. 13. 10. 99 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
62.219. 160. 128 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SWN drop 2
84.94.178. 14 | srael 147.237.72. 166 |aka. i df . il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 2
109. 253. 216. 177l srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST alert 2
2.53.161.13 | srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SWN drop 2
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
46. 19. 86. 51 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 91
2.53.131. 86 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 77
176.13.12. 139 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Suspici ous Response Code B ock 66
46. 19. 85. 221 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 64
46. 19. 86. 47 I srael 147.237.0.19 |nadimatal .idf.il O stributed Suspici ous Response Code B ock 56
176.13.226.32 |Israel 147.237.0.19 |madimatal .idf.il Dstributed Suspici ous Response Code B ock 42
37.26.147.205 |lsrael 147.237.0.19 |madimatal .idf.il D stributed Suspicious Response Code Bl ock 24
2.55. 146. 145 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 18
2.55.11.131 I srael 147.237.0.19 |madimatal .idf.il Dstributed Suspici ous Response Code B ock 12
77.126.13.183 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 4
109. 253. 141. 189|1 sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
80. 246. 140. 150 |[lIsrael 147.237.0.19 |madimatal .idf.il Dstributed Suspici ous Response Code B ock 3
2.53. 149. 208 | srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
31.154.19.5 I srael 147.237.77. 216 |dover.i df .i | Mil ti pl e Unaut hori zed URL Access from 31.154.19.5 B ock 3
. . Unaut hori zed URL Access to
37.26.148.234 |Israel 147.237. 77. 170 [n@ar achot . i df . i | naarachot i df i 1/pdf/ 1] es/ 7/ 112277 pof , 23-2 B ock 2
: . . Unaut hori zed Met hod PCST for
32.213.242.86 |Wnited Sates |147.237.72.166|aka. i df.il v aka, i df i |/ mai n/ gi yus/ mi yun/ m yunl obby. aspx Bl ock 2
m ny- kosher - kravi . i , ,
66. 249. 66. 113 I srael 147.237.0. 17 df il Ostributed I11egal Paraneter Encodi ng None 2
46.19. 86. 14 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
160. 83. 42. 137 LKTI;gegom 147.237.77.74 |lawi df.il Uhaut hor i zed HTTP Met hod B ock 2
79.178. 107. 242 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to ww aka.idf.il/kamar/inages/ Bl ock 2
169. 229. 3. 91 Lhited Sates |147.237.77.235|sviva.i df . i | Mitiple Illegal Byte Gode Character in Method from169.229. 3. 91 B ock 1
m ny- kosher - kravi . i , ,
66. 249. 66. 115 I srael 147.237.0. 17 df il Ostributed I11egal Paraneter Encodi ng None 1
66.176.73.239 |lhited Sates|147.237.76.42 |refuah.idf.il Dstributed I11egal Byte Gode Character in Mthod B ock 1
160. 83. 42. 137 LKTI;gegom 147.237.77.74 |lawidf .il Lhaut hori zed URL Access to ww lawidf.il/sip storage/files/7/ B ock 1
79.180. 194. 120 |Israel 147.237.72. 166 |aka. i df . i | Wnknown Farameter __M BASTATEENCRYPTED | n None 1
wan aka. i df . i |/ mai n/ sachar/ nas. aspx
. . Unaut hori zed URL Access to
66.249.75.8 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st oragel {1 | es/ 6/ 3426. | pg Bl ock 1
212.117. 143. 250|1 srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to waw aka.idf.il/login Bl ock 1
169. 229. 3. 91 Lhited Sates |147. 237. 76. 147 |chi nuch. aka. i df .i | Illegal Byte Qde Character in Mthod B ock 1
Illegal Byte Gode Character in Paraneter Nane [ T#18[[]]#15ni ]]
66.176.73.239 |Uited Sates|147.237.76.42 |refuah.idf.il t. . Jnz3gwe® yoyrE] | 624 [€j e ™« f U [ 614 1 n B ock 1
(#2511 H [#17]], €U
. . D stributed Whaut hori zed Met hod for Known URL on
77.139.76.238 |France 147.237.72. 166 |aka. i df . i | vaw aka. i df . i 1/ shuri nd exanpcert/ B ock 1
169. 229. 3. 91 Lhited States |147.237.77.235|sviva.i df . i | Ml ti pl e Unknown HTTP Request Method from 169. 229. 3. 91 B ock 1
m ny- kosher - kravi . i , ,
66. 249. 66. 117 I srael 147.237.0. 17 df il Ostributed I11egal Paraneter Encodi ng None 1
66.176.73.239 |lhited Sates|147.237.76.42 |refuah.idf.il Dstributed I11egal Bte Gode Character in Query Sring B ock 1
169. 229. 3. 91 Uited Sates [147.237.72. 167 |i shuri maka.i df . i | Apbnormal |y Long Request net hod B ock 1
37.26.149.182 [Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66. 249. 93. 83 I srael 147.237.77. 216 |dover.i df .i | Dstributed URL is Above Root Directory B ock 1
212.199.11.57 [israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mode None 1
169. 229. 3. 91 Uhited Sates[147.237.77.235|sviva.idf .il Abnormal |y Long Request net hod Bl ock 1
NULL Character in Method
66.176.73.239 |lhited Sates [147.237.76.42 |refuah.idf.il S[[#0] ][ [#0]][ [ #0] ] B #012+ YAbXdi MR pne i =£[ [ #27] ] «{t C*Y[ [ #5] ] §* 66 |Bl ock 1
Pp\i At o[ [ #14] 1, ¢ [#22]]’ 6l * @RfARLED.., O
. . D stributed Unaut hori zed URL Access on
109. 253. 204. 88 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ styl ef shar ed/ r eset . css Bl ock 1
62.219.193.110 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx Bl ock 1
37.26.146.240 |lsrael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
77.139. 156. 47 |France 147.237.72. 166 [aka. i df . i | Ml ti pl e Unaut hori zed Method for Known URL from 77.139.156.47  |B ock 1
66.249. 69. 224 [Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed LRL Access to waw idf.il/atal 1/izkor/print_text.asp Bl ock 1
66.176.73.239 |lhited Sates|147.237.76.42 |refuah.idf.il Dstributed Il1egal Byte Gde Character in URL B ock 1
169. 229. 3. 91 Uhited Sates [147.237.72. 167 |i shuri maka.i df . i | Illegal Byte Gde Character in URL B ock 1
. . Parameter Read Qnly Molation in
81.218.193. 149 |[lIsrael 147.237.72. 166 [aka. i df . i | v aka, i f i |/ mai 1V sachar/ regi strat i onwi zardl regi ster . aspx None 1
169. 229. 3. 91 Lhited Sates |147. 237.77.235|sviva.i df . i | Illegal Byte Gode Character in Qery Sring on B ock 1
160. 83. 42. 137 LK*i"rfgegom 147.237.77.74 |lawidf .il Mil ti pl e Unaut hori zed URL Access from 160. 83. 42. 137 B ock 1
66.102. 9. 24 Uhited Sates [147.237.72. 166 |aka. i df . il Uhaut hori zed Method PCBT for aka.idf.il/mai n/ hore/ def aul t. aspx Bl ock 1
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