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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site

Signature Device Action |Count]|

109. 253. 146. 125 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 10
193. 169. 70. 109 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 4
212.25.74. 130 | srael 147.237.77. 216 dover.idf.il B ack List dr op 4
31. 168. 133. 226 | srael 147.237.72. 167 i shurimaka.idf.il|B ack List drop 3
212.25.74. 130 | srael 147.237.72. 167 i shurimaka.idf.il|B ack List drop 3
213.151. 43. 188 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 3
81.218. 165. 186 | srael 147.237.77. 216 dover.idf.il B ack List drop 3
196. 105. 233. 2 Kenya 147.237.77.216 dover.idf.il bl ock-sp-traf 1 f orward 2
78.129.171. 175 Uni ted Ki ngdom 147.237.76. 38 e.e.neitav.idf.il |Back List drop 1
45.121. 230. 177 I ndi a 147.237.77.216 dover.idf.il Invalid TGP H ags drop 1
78.129.171. 175 Uni ted Ki ngdom 147. 237. 76. 197 e. hinush.idf.il B ack Li st drop 1
50. 30. 37. 27 Lhited Sates 147.237.76. 30 hi nush. i df . i | B ack List drop 1
208. 67. 1. 248 Lhited Sates 147.237.76.176 test.ncore.idf.il |Back List drop 1
50. 30. 37. 27 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site Sgnature Devi ce Action |Oount
62.138. 2. 243 Ger many 147. 237. 72. 166 aka.idf.il C1000074: HITP: naj estic bot Per nit 2
199. 58. 86. 206 Lhited Sates 147.237.77. 234 hal ag.idf.il C1000074: HTTP: naj estic bot Permit 2
62. 210. 143. 245 France 147. 237.76. 86 navy.idf.il C1000074: HTTP. naj estic bot Permt 1
62. 210. 143. 245 France 147.237.77. 176 nat pash. i df . i | C1000074: HTTP: naj estic bot Permit 1
69. 30. 213. 82 Lhited Sates 147.237.72. 166 aka.idf.il C1000074: HTTP. maj estic bot Per nirt 1
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Qountry |Signature

212.235. 98. 139 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
79. 176. 144. 14 147.237.77. 216 I 'srael dover.idf.il portscan: TGP DO stributed Portscan 1
193. 47. 165. 251 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
77.138. 25. 237 147.237.77. 216 France dover.idf.il portscan: TCP DO stri buted Portscan 1
176.13. 242. 78 147.237.77. 216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
46. 19. 85. 47 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
141. 226. 161. 36 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
37. 46. 39. 213 147.237.72. 166 I 'srael aka.idf.il portscan: TGP D stributed Portscan 1
109. 226. 22. 103 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
31.154. 49. 132 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
85. 65. 161. 75 147.237.72. 166 I 'srael aka.idf.il portscan: TGP D stributed Portscan 1
81.218. 118. 124 147.237. 72. 166 I 'srael aka.idf.il portscan: TCP D stributed Portscan 1
79.181. 252. 122 147.237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
79.177.135. 128 147.237.77.216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
212.150. 177. 79 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
77.138. 165. 149 147.237. 72. 166 France aka.idf.il portscan: TCQP D stributed Portscan 1
188. 146. 5. 148 147.237.77.216 Pol and dover.idf.il portscan: TGP D stributed Portscan 1
71. 15. 85. 176 147. 237. 0. 200 Lhited Sates . i df il ET SCAN Potential SSH Scan 1
141. 226. 161. 204 147.237. 72. 166 I srael aka.idf.il portscan: TCQP D stributed Portscan 1
45. 63. 28. 189 147.237. 76. 38 Lhited Sates e.eneitav.idf.il ET SCAN NVAP -sS w ndow 1024 1
117.1.221.31 147.237.77. 216 M et nam dover . idf il portscan: TCP D stributed Portscan 1
31.211.102. 129 147.237.77.178 Russi an Federation e.mat pash. i df .il ET SCAN NVAP -sS wi ndow 4096 1
89. 139. 108. 55 147.237.77.216 I 'srael dover.idf.il portscan: TGP DO stributed Portscan 1
2.55.57.195 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
82. 81.193. 82 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
79.182. 98. 133 147.237.77.216 I 'srael dover.idf.il portscan: TGP D stributed Portscan 1
79.181. 164. 81 147.237.77. 216 I 'srael dover . idf il portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address
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SYNPAXK retransmt with different
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62.219.34.171 [Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence . noni t or 13
w ndow scal e
66. 249. 93. 83 Eur ope 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
62. 0. 200. 219 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 12
202.83.120.30 |l ndonesi a 147.237.76. 147 |chinuch. aka.idf .il |Bad TCP sequence Inval i d ACK nunber noni t or 11
202.83.120.30 [indonesia  [147.237.76. 147 [chinuch. aka.idf.i1 |Bad TCOP sequence SZ';J:;;:'WM Wth different moni tor |10
202.83.120.30 |l ndonesia 147.237.76.39 |nobile.meitav.idf.i|Bad TCP sequence I'nval i d AGK nunber noni t or 10
62. 0. 200. 219 | srael 147.237.76. 42 |refuah.idf.il drop First packet isn't SN drop 10
62.219.34.171 |Israel 147.237.77. 216 |dover. i df.il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 10
202.83.120.30 |indonesia  [147.237.76. 147 |chinuch. aka.idf.il |Bad TCP sequence iz'l;eetncr:”smt wth dfferent dert 10
202.83.120.30 |l ndonesi a 147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 8
202.83.120.30 |indonesia  |147.237.76.39 |nobile.neitav.icf.i[Bad TCOP sequence i’(\]ﬁee;é;‘”s”“ wth different alert 8
202.83.120.30 [indonesia  |147.237.76.39 |nobile neitav.idf.i|Bad TCP sequence i’(\;ureer:é:”sm't Wth different moni tor |8
202. 83. 120. 30 | ndonesi a 147.237. 76. 147 |chinuch. aka. i df .il |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
62. 0. 200. 213 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
83.130. 221. 249 |lsrael 147.237.72. 167 |ishurimaka.idf.il |dr op First packet isn't SYN drop
Sreaning Engine: TCP Invalid i i Ssi
176.13. 3. 63 I'srael 147.237.77. 243 |nobi 1 e. i of . i1 9 =g Invalid segnent retransmssion. 6
Ret r ansni ssi on Packet dropped.
109. 67. 33. 20 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
Sreanming Engine: TCP Invalid i i ssi
2.53.141.174  |israel 147. 237.77. 243 |nobi le.i df .11 9 =g Invalid segnent retransmssion. g 6
Ret r ansni ssi on Packet dropped.
79.176.19. 224 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
46. 19. 85. 26 I srael 147.237.77. 216 [dover.idf . il Bad TCP sequence I'nval i d AGK nunber alert 5
85. 130. 250. 224 |l srael 147.237.0.34  |tikshuv.idf.il drop First packet isn't SN drop 5
62.0.197. 85 | srael 147.237.72. 166 |aka. i df . il dr op Frst packet isn't SN drop 5
109. 253. 141. 189|I srael 147.237.0.19 [madimatal.idf.il |Bad TCP sequence I'nval i d AGK nunber monitor |4
202. 83. 120. 30 | ndonesi a 147.237.76.39 |mobile. neitav.idf.i|SYN At ack SYN -> SYN-ACK -> Ti nmeout alert 4
70.178.27.229 |lhited Qates |147.237. 76. 147 |chinuch. aka.idf il [Bad TCP sequence f:’;'l:eetné:m”“ vith different monitor |4
202. 83. 120. 30 I ndonesi a 147.237. 76. 147 |chinuch. aka. i df .il |SYN At t ack SYN - > SYN- ACK -> Ti meout alert 4
46. 19. 86. 74 I srael 147. 237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACGK nunber aert 4
46.19. 86. 74 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 4
70.178.27.229 |Lhited Sates [147.237.76. 147 |chinuch.aka.idf.il [SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 4
37.26.147.214 |Israel 147. 237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 4
185. 137.19. 76 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
2.53.2.114 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 3
46.19. 85. 138 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
188.126.80. 7 Sweden 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
Sreanming Engine: TCP Invalid i i ssi
79.183.96.191 |Israel 147. 237.77. 243 |robile. i f .| 9 =g Invalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dropped.
46. 19. 85. 103 I srael 147.237.72. 167 |ishurimaka idf.il |SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
70.178.27.229 |Lhited Sates [147.237.76. 147 |chinuch.aka idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 3
70.178.27.229 |Lhited Sates [147.237.76. 147 |chinuch.aka.idf.il [SYN At tack SYN -> SYN-ACK -> Ti neout alert 3
70.178.27.229 |Whited Sates [147.237.76.39 |nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 3
85. 130. 250. 224 |l srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 3
213.57.119. 122 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 3
2.53.161. 168 I srael 147.237.77. 216 |dover. i df il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
79.182.98.133 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
70.178.27.220  |United Sates |147.237.76. 147 |chinuch. aka.if.il [Bad TCP sequence i’(\]ﬁee;é;‘”s”“ wth different alert 2
37.26.147.214 |Israel 147.237.72. 166 |aka. i df .il Bad TCP sequence Inval i d AGK nunber noni t or
212.179.21.194 |Israel 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop
46.19. 86. 214 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or
70.178.27.229 |United Qates [147.237.76.39 |nobile neitav.idf.i|Bad TCP sequence i’(\;ureer:é:”s”“ Wth different moni tor |2
46. 19. 85. 172 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
212.235.50.41 |Israel 147.237.77. 216 |dover. i df il drop First packet isn't SN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 215. 20 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 154
109. 253. 141. 189|1 sr ael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 123
46.19. 86. 212 I srael 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code Bl ock 78
2.54.84.106 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 66
2.53.131. 86 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 58
176. 13. 247. 213 |Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 55
46.19. 85. 216 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 46
80. 246.136.83 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 18
37.26.148.204 |[Israel 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 16
2.53.154. 158 I srael 147.237.77.243|mobi | e. i df . i | Unaut hori zed URL Access to nobi | e.idf.il/nekudot/i ndex B ock 13
46. 19. 86. 95 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 11
192. 114. 181. 130|I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 192. 114. 181. 130 Bl ock 9
46.19. 86. 63 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 9
176.13.19.169 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 9
46.19. 86. 51 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code Bl ock 4
213.151.35. 220 |[lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 85. 161 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 3
192. 114. 181. 130|I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/sip_storage/files/5/ Bl ock 3
80.246.137.75 |lIsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 3
213.151.35.214 | srael 147.237.72. 166 |aka. i df . i | gull3t '1‘\23'1‘9. g‘ﬁ;‘o” zed Method for Known UR. from Bl ock 3
46.210.233.69 |Israel 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Code Bl ock 3
2.53.167. 253 I srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 3
2.55.33.54 I srael 147.237.72. 166 |aka. i df . i | Distributed I11egal Byte Gode Character in URL Bl ock 2
2.55.57.194 I srael 147.237.0.19 |nadi matal .idf.il D stributed Suspicious Response Code Bl ock 2
212.199.69.1 [Israel 147.237.77. 243 |nobi | e. i df . i | ﬁ;ﬂt : ?rd'fz‘f? , geg'ogrcy‘i?mj e/ i st chi | ddocurent s/ 1465 Bl ock 2
46.19. 86. 14 I srael 147.237.72. 156 |anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
213.151. 35. 214 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka. i df.il/mai n/rabanut/ B ock 2
31.168. 21. 80 I srael 147. 237.72. 156 |anman. i df . i | Distributed Suspicious Response Code B ock 2
109. 253. 141. 189]I srael 147.237.0.19 |madi matal .idf.il SSL Untraceabl e Connection - Qpen Mde None 1
66. 102. 9. 3 Wited Sates [147.237.72.166|aka. i df .i| m;(:.“it;d. ilf}a;ihn(;rrioi? d';f;ﬁ??' ;Z;XN"OV‘" WL on Bl ock 1
212.150.189.2 | srael 147, 237.72. 166 |aka. i df . i | m";’k‘“g I'Z"’f“?T‘;tn;r Ncégfﬁi‘;tgaggffggfisgfcphsaChar$Ct' 23in None 1
95. 86. 69. 11 I srael 147.237.72. 166 |aka. i df . i | mu;kgorl ! d?.eid| /'\f;r::;‘;i ménzr ol . asp Bl ock 1
2.53.141. 174 I srael 147.237.77.243|mobi | e. i df . i | D stributed Suspici ous Response Code Bl ock 1
213.57.7.4 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method CPTI QNS for www aka. i df . i |/ mai n/ gi yus/ B ock 1
77.138.243.23 |Fance 147.237.72. 156 |aman. i df . i | Unaut hori zed URL Access to waw aman. i df .il/favicon.ico B ock 1
217.194.202.69 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/guyus Bl ock 1
66.102. 9. 6 Wited Sates [147. 237.72. 166 |aka. i df . i | Dstr buted Lraut horj zed Akt hod ;‘S’;XK”O"‘” R on Bl ock 1
212.179.21.192 |Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx |H ock 1
176.13.247.118 |Israel 147.237. 72. 156 |anan. i df . i | ﬁ;&ltlﬁwﬁgﬁ’;ﬁigﬂ‘ Access on B ock 1
2.53.154. 158 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 1
109.67.205. 240 |l srael 147.237.77. 226 :‘IW\:,}/ chamat z. aka.1d mut:rr]lzgaf?aﬁigcf??slj tteonpl at es/ honepage/ honepage. aspx Bl ock !
77.139.11.118 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method POST for www aka. i df.il/ishurimiexanpcert/ |B ock 1
192. 115. 200. 57 |l srael 147.237.72. 166 |aka. i df . i | mn;k":i Zfrﬁr;er:;;/;x]iﬁ;ﬁgmm in None 1
169. 229. 3. 91 Uhited Sates [147.237.77.74 |lawidf.il Abnormal Iy Long Request net hod Bl ock 1
81.218.118.124 [Israel 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed LRL Access from 81.218.118. 124 Bl ock 1
217.194.202.69 |[Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka.idf.il/main/ guyus Bl ock 1
66. 249. 66. 239 I srael 147.237.77. 176 |nat pash. i df . i | m”é:;ti'ziz?' m‘sfs_c;?r;gz/fi s 713007, el § Bl ock 1
109. 253. 136. 139|1 srael 147. 237.72. 156 |anman. i df . i | Distributed Suspicious Response Code B ock
79.179.192. 246 |[Israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
192.117.173.57 |Israel 147.237.72. 156 |anan. i df . i | Distributed Suspici ous Response Code B ock 1
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