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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count]|
77.138.98. 84 France 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 7
37.46.41. 243 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
134.147. 203. 115 Ger nany 147.237.76. 148 ggcenter. aka.idf.il|B ack List drop 3
46. 116. 45. 44 | srael 147.237.77. 216 dover.idf.il SYN H ood unveri fied cooki e drop 3
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
191. 96. 249. 34 Gile 147.237. 76. 42 refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




09-25-2016-12:04:01 to 09-25-2016-13:04:01

|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

2.53.14.53 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
193. 47. 165. 251 |147.237.77. 216 |I srael dover . idf.il portscan: TP D stributed Portscan 1
82.166. 145. 35  [147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
189. 238. 140. 131(147. 237. 0. 34  |Mexi co tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1
80. 246. 130. 211 [147.237. 77. 216 |l srael dover . idf.il portscan: TP D stributed Portscan 1
188. 120. 135. 102|147. 237. 72. 166 |I srael akaidf.il portscan: TCP D stributed Portscan 1
79.180.212. 78  |147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 201|147. 237. 77. 121 |Wkrai ne e.navy.idf.il ET SCAN Potential SSH Scan 1
62.219.233.26 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 201(147. 237.8.45 |krai ne e.etanidf.il ET SCAN Potential SSH Scan 1
62. 90. 72. 250 147.237.77. 216 |I srael dover . idf.il portscan: TP D stributed Portscan 1
185.93.185.10 [147.237. 76. 147 |krai ne chi nuch. aka. i df .i | ET SDAN Behavioral Lhusual ly fast inbound Telnet Connecti ons, 1

Potential Scan or Brute Force

46.117. 241. 244 (147.237.77. 216l srael dover.idf.il portscan: TQP D stributed Portscan 1
176.13.19. 18 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
31.154.81.35  |147.237.77.216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
89. 139. 149. 231 [147.237. 77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
5.28.173. 20 147, 237. 72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
199. 203. 94. 202 |147.237. 77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
87. 68. 16. 42 147.237. 72. 166 |I srael aka idf.il portscan: TCP D stributed Portscan 1
189. 238. 140. 131|147. 237.0. 34  |Mexi co tikshuv.idf.il ET SCAN NVAP -sS wi ndow 2048 1
82.81.142.186 |[147.237.77. 216l srael dover.idf.il portscan: TCP D stributed Portscan 1
189. 238. 140. 131(147. 237. 0. 34  |Mexi co tikshuv.idf.il ET SCAN NVAP -f -sS 1
79.182. 136. 100 |[147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 201(147. 237. 77. 179 |kr & ne e.nazi.idf.il ET SCAN Potential SSH Scan 1
77.138.29. 16 147.237. 72. 166 |France aka idf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 201|147. 237. 76. 200 |Lkr ai ne eitan aka.idf.il ET SCAN Potential SSH Scan 1
62.219. 120. 150 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
185. 110. 132. 201|147. 237.8. 14  |krai ne e.orchot.idf.il ET SCAN Potential SSH Scan 1
58.218. 200. 137 |147.237.0.16 |China ny- kosher-kravi .idf.il |ET SCAN Potential SSH Scan 1
176.13.20.110 |147.237.72. 166 |I srael aka.idf.il portscan: TCP D stributed Portscan 1
46. 19. 86. 151 147.237.77. 216 |I srael dover.idf.il portscan: TCP D stributed Portscan 1
93.174. 164. 44  |147.237.72. 217 |Romani a e.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
5.102.254.72  |147.237.77. 216 |Israel dover.idf.il portscan: TCP DO stributed Portscan 1
212.143.119. 125|147. 237. 77. 216 || srael dover.idf.il portscan: TCP D stributed Portscan 1
89. 138. 186. 109 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
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A tacker

Attacker Address count ry ‘Target Address |Ste Signature
172.56.31.110 |Uited Sates |147.237.76.39 |mobile.rmeitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 81
172.56.31.110 |Lhited Sates [147.237.76. 147 |chinuch. aka.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 69
76.175.112. 122 |wnited Sates [147.237.76.39 |nobile. neitav.idf.i|SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 56
76.175.112. 122 |thited Sates [147.237.76. 147 |chinuch. aka.idf.il [SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 52
177.23.177. 146 |Brazil 147.237.72. 166 |aka. i df .| Header Rejection rgxz;trq ection pattern found in- {0 vor 18
37.26.149.174  |lIsrael 147.237.72.167 |ishurimaka.idf .il |Bad TCP sequence noni t or 18
5.22.134. 207 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 14
202.83.120.30 |l ndonesi a 147.237.76.39 |mobile.neitav.idf.i|Bad TCP sequence Inval id ACK nunber noni t or 14
202.83.120.30 |l ndonesi a 147.237.76. 147 |chinuch. aka.idf .il |Bad TCP sequence Inval id ACK nunber noni t or 13
202.83.120.30 [Indonesia  |147.237.76.147|chinuch aka idf.il [Bad TOP sequence ?:Z'Jeetncr:nsmt Wth different alert 12
202.83.120.30 |[indonesia  |147.237.76.39 |mobile neitav.idf.i|Bad TCP sequence :’Z’;J:;ésnsmt wth different moni tor |12
202.83.120.30 [Indonesia  |147.237.76.147|chinuch aka idf.il [Bad TOP sequence ?:Z'Jeetncr:nsmt Wth different moni tor |11
37.26.149.174 |Israel 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber moni t or
109. 253. 192. 201 |l srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
202.83.120.30 [indonesia  [147.237.76.39 [nwbile neitav.icf.i|Bad TCP sequence iZIJeetnCr:nsmt wth different alert 9
46. 19. 85. 206 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence I'nval i d ACK nunber aert
46. 19. 85. 206 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
Sreanming BEngine: TCP Invalid i i ssi
212.199.71. 118 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g nval i d segnent retransmssi on. drop 8
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 187 I srael 147.237.77. 216 |dover. i df . i Bad TCP sequence Invalid AGK nunber noni t or 8
46. 19. 86. 204 I srael 147.237.77. 234 |hal ag.i df . il Bad TCP sequence Inval i d AGK nunber noni t or 7
202. 83.120. 30 | ndonesi a 147. 237.76. 147 |chinuch. aka. i df .i1 |SYN At t ack SYN -> SYN- ACK -> Ti neout noni t or 7
46. 19. 86. 235 | srael 147.237.77. 233 |atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 7
46. 19. 85. 187 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 6
176. 13. 237. 160 |l srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 6
62.0.211.129 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
Sreaning Engine: TGP Invalid i i ssi
79.183.96.191 |l srael 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansnmi ssi on Packet dropped.
46. 19. 86. 159 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or
202.83.120.30 |l ndonesi a 147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
Sreanming BEngine: TCP Invalid i i ssi
2.53.128.151  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansmi ssi on Packet dropped.
46. 19. 85. 187 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid AGK nunber noni t or 6
31. 168. 164. 126 |l srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 6
46. 19. 85. 187 I srael 147.237.77. 216 |dover.idf. | Bad TCP sequence I'nval i d ACK nunber alert 6
2.53.151. 106 I srael 147.237. 72. 166 |aka. i of .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
37.26.148.238 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 6
37.26.149.174 |lsrael 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval i d ACK nunber alert 5
37.26.149.174 |Israel 147.237.72.167 |ishurimaka.idf.il |Bad TCP sequence Inval i d sequence nunber aert 5
199. 203.93.50 |l srael 147.237.72.167 |ishurimaka.idf.il |Bad TCP sequence Invalid ACK nunber alert 5
199.203.93.50 |Israel 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence Inval id ACK nunber noni t or 5
46.19. 85. 177 | srael 147.237.77.74 |(lawidf.il dr op Frst packet isn't SN drop 5
192.223.31.122 |Wited Sates [147. 237.76. 147 |chinuch. aka i of .11 [Bad TCP sequence iZIJeetnCr:nsmt wth different alert 5
102.223.31.122 |Wited Sates [147. 237.76. 147 [chinuch. aka.idf il |Bad TCP sequence i’:l;:;é:’mt with different monitor |4
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 4
192.223.31.122 [nited Sates [147.237.76. 147 [chinuch.aka idf.il |Bad TCP sequence Inval id ACK nunber noni t or 4
188. 120. 154. 63 |l srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Inval i d ACK nunber noni t or 4
2.55.33.30 | srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
202. 83.120. 30 | ndonesi a 147. 237.76. 147 |chinuch. aka. i df .i1 |SYN At t ack SYN -> SYN-ACK -> Ti neout alert 4
Sreanming Engine: TGP Invalid i i ssi
212.179.21.194 |Israel 147. 237. 76. 200 |ei tan. aka. i df .| 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansm ssi on Packet dropped.
37.26.149.174 |Israel 147.237.72. 167 |ishurimaka.idf.il |Bad TCP sequence alert
2.53.151. 106 | srael 147.237.72. 166 |aka.i df .i| SYN Attack SYN -> SYN-ACK -> Ti meout alert
2.55.18. 138 I srael 147.237.72. 166 |aka.i of .i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
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A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46.19.85.2 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 207
85. 65.232.189 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 107
80.246.137.75 |[Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 59
109. 253. 240. 97 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 23
2.53.128. 151 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 22
. . Unaut hori zed Met hod HEAD for
212.76.107. 109 |l srael 147.237.72.166 |aka. i df . i | voww aka. i o i |/ nai v gi yus/ general . aspx B ock 13
188. 120. 135. 12 |l srael 147.237.72. 166 [aka. i df . i | Dstributed Il1egal Byte Gode Character in URL Bl ock 11
46.19. 86. 182 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock
46.19. 86. 215 I srael 147.237.72. 156 [aman. i df . i | D stributed Suspici ous Response Code B ock
46.19. 85. 42 I srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code Bl ock
. . Mul ti pl e Whaut hori zed Method for Known URL from
77.139. 212. 165 |France 147.237.72. 166 |aka. i df . i | 77139, 212. 165 Bl ock 3
176.13.0.71 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 3
79.178.23.193 |[Israel 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod B ock 3
2.53.158. 126 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock 3
77.139.85.241 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCBT for v aka. i df.il/giyus/ B ock 2
2.53.57. 153 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 2
. . Unaut hori zed URL Access to
212.235.62.200 |[lsrael 147.237.77. 216 |dover. i df . il vaw i dff . i 1/ hebr ew or gani zat i on/ nakhal B ock 2
66.249. 69. 232 [Israel 147.237.77.216|dover. i df . il Mil ti pl e Lhaut hori zed URL Access from 66. 249. 69. 232 B ock
46.19. 85. 83 I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock
109. 253. 193. 24 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode B ock
. . Paraneter Type M ol ati on searchText in
82.81.212.22  |israel 147.237.76.42 |refuah.idf.il vy ref ua, atal i df i |/ 1331- he/ ref uah, aspx Bl ock 2
176.13.245.16  |Israel 147.237.0.19 |[nadimatal .idf.il D stributed Suspicious Response Code B ock
77.138.181. 156 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method PCST for waw aka.idf.il/ishurinm mai n/ Bl ock
66.249.69. 224 [Israel 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to wawwidf.il/atal 1/izkor/viewing.asp |B ock
. . D stributed Lhaut hori zed URL Access on
2.55.173.91 | sr ael 147.237.76.42 [refuah.idf.il 147, 237.76. 42/ styl ef shar ed/ r eset . css Bl ock 1
. . Unhaut hori zed URL Access to
109. 66. 6. 33 I srael 147.237.76.31 |nakchal .idf.il 147.237.76. 31/ si p, st or age/ {1 | es/ 8/ 1668. doc Bl ock 1
212.235.62.200 |Israel 147.237.77.216|dover . i df . i Unaut hori zed HTTP Met hod B ock 1
. . Unaut hori zed URL Access to
66.249. 69. 228 [Israel 147.237.77.216|dover.i df . il v i df i |/ at al 1/ zkor/ vi ew i ngt op. asp Bl ock 1
_ www. chamat z. aka. i df ) ,
169. 229.3.91 Lhited Sates |147.237.77.226 i Mitiple Illegal Byte Gode Character in Method from169.229.3.91 |B ock 1
m ny- kosher - kravi . i d i . v :
169.229.3.91  |Uited Sates [147.237.0.17 | |nly !!/;gi"g. Byte Code Character in LR \kd(e  [[WAan#L7xY] ] 1b¥D: Bl ock 1
. 1 il
79.178.23.193 [Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to ww nakhal .idf.il/sip_storage/files/2/ |B ock 1
192. 115. 177. 202|l srael 147.237.77. 216 |dover.idf.il Mil ti pl e Uhaut hori zed URL Access from 192. 115. 177. 202 Bl ock 1
74.91. 23. 166 Lhited Sates [147.237.72.167[i shuri maka.idf.il Unaut hori zed URL Access to 147.237.72. 167/ Bl ock 1
169. 229. 3. 91 Uhited Sates |147.237.72. 156 [aman. i df . i | Ml tiple Abnormal |y Long Request from 169. 229. 3. 91 B ock 1
. . Unaut hori zed URL Access to
5.22.134.207  [Israel 147.237.76.42 (refuah.idf.il 147. 237, 76. 42/ appl et ouch- i con- pr econposed. png Bl ock 1
109. 253.192. 43 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  |B ock 1
) m ny- kosher - kravi . i d . . _
169. 229. 3. 91 Lhited Sates |147.237.0.17 £l Mal formed URL \kd(es [[W%N#17xY]]1I*; g 7) Yx| »¥b: Bl ock 1
207.46.13.178 |lhited Sates [147.237.72.166|aka.idf.il Lhknown Paraneter catid in aka.idf.il/main/snalinismal i maspx None 1
74.91. 23. 166 Uhited Sates |147.237.77.216|dover.idf.il Unaut hori zed Met hod HEAD for 147.237.77.216/ B ock 1
’ . . Unaut hori zed URL Access to
54.210.231.197 [Wited Sates |147.237.77.234|hal ag.idf.il 147. 237. 77, 234] web- consol e/ ser ver i nfo.j sp Bl ock 1
169. 229. 3. 91 Lhited Sates [147.237.72. 156 |anan. i df .il Mitiple Illegal Byte Gode Character in Mthod from169.229.3.91 |B ock 1
. . Unaut hori zed URL Access to
31.154.19.5 I srael 147.237.77. 216 |dover. i df . il v i df i1 /i nages/ 1. hel sear chback. png B ock 1
77.139.212. 165 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Met hod PCBT for wwwy aka. i df.il/mai n/ kapat z/ B ock 1
176.13.14. 126  |Israel 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to waw aka. i df .il/mai n/ gi yus/ userdetails |Bl ock 1
. . Unaut hori zed URL Access to
66. 249. 75. 4 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. storagel {1 | es/ 2/ 2412, | pg B ock 1
m ny- kosher-kravi . i d
169. 229. 3. 91 Lhited Sates |147.237.0.17 f Inly Ml tiple Abnornal |y Long Request from 169. 229. 3. 91 B ock 1
. . Doubl e URL Encodi ng - paraneter: search in
46. 19. 85. 185 I srael 147.237.72. 166 |aka. i df . i | vaw aka. i of i |/ i 1V gi yus/ pri ot hand er 1. asnx/ sear ch B ock 1
2.53. 156. 207 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mde None 1
. . Unaut hori zed Met hod PCST for
77.138.108.44 |Rance 147.237.72.166 |aka. i df . i | v aka. i dff i 1/ mai r/ hone/ def aul t . aspx B ock 1
66. 102. 9. 8 Whited Sates |147.237.72. 166 |aka. i df.il thaut hori zed Mt hod PCST for B ock 1

wn aka. i df . i | / mai n/ gi yus/ bookl et s. aspx
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