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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action |Count]|
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
62. 90. 162. 85 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 4
0.0.0.0 147.237.77. 216 dover.idf.il HTTP Page H ood Attack forward 2
209. 126. 122. 47 Lhited Sates 147.237.76. 148 ggcenter.aka. i df.il|B ack List dr op 1
66. 249. 83. 221 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
93. 174. 94. 235 Net her | ands 147.237. 76. 86 navy.idf.il B ack List drop 1
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
211.149. 240. 243 Chi na 147.237. 76. 199 e.nakchal .idf.il B ack List dr op 1
208. 67. 1. 248 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List drop 1
78.129.171. 175 Uni ted Ki ngdom 147.237.76. 177 ncore.idf.il B ack List dr op 1
209. 126. 122. 47 Lhited Sates 147.237.76. 147 chinuch. aka.idf.il |Back List drop 1
66. 249. 83. 219 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
78.129.171.175 Uni ted Ki ngdom 147.237.76. 199 e. nakchal .idf.il B ack List drop 1
46. 19. 86. 144 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
62.210. 225. 135 France 147.237.77. 74 lawidf.il |5670. HTTP. SQ Injection (SELECT) B ock 2
193. 111. 140. 106 Ger many 147.237.72. 166 aka.idf.il |[C1000074: HTTP. najestic bot Per nirt 1

85. 14. 244. 113 Ger many 147.237.72. 166 aka.idf.il |Cl000074: HTTP. najestic bot Per nirt 1
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|Top Attackers In |D|

A tacker

Target Address ount ry ‘Ste ‘Signature
62. 210. 225. 135 [147. 237.77. 74 |France lawidf.il QA Injection - Select From 4
77.126.5. 4 147.237.77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
76.72.249.221 |147.237.76.42 |Puerto Rco refuah.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
212.179.62. 20 |147.237.77.216 (I srael dover.idf.il |portscan: TCP D stributed Portscan 1
62.0.41.2 147.237.77. 216 |I srael dover.idf.il |portscan: TCP D stributed Portscan 1
192. 115. 90. 150 [147. 237. 77. 216 || srael dover.idf.il |portscan: TCP D stributed Portscan 1
46.19.85.245  |147.237.77.216|I srael dover.idf.il |portscan: TCP D stributed Portscan 1
185.23.175.84 |147.237.77. 216 |l srael dover.idf.il |portscan: TCP D stributed Portscan 1
45.63.28.189  |147.237.76.44 |Whited Sates [erefuah.iof.i|ET SCAN NMAP -sS wi ndow 1024 1
109. 64. 152. 17 |147.237.77. 216 I srael dover.idf.il |portscan: TCP D stributed Portscan 1
31.154.34. 238 |[147.237.77. 216 I srael dover.idf.il |portscan: TCP D stributed Portscan 1
89. 138. 118. 189 [147. 237. 77. 216 [I srael dover.idf.il |portscan: TCP D stributed Portscan 1
27 139, 163. 107 |147. 237 72. 166 |France aaLid il SER’\/ER—.APAO—E Apache mod_ssl non-SSL connection to SSL port deni al 1
of service attenpt
76.72.249.221 |(147.237.76.44 |Puerto Rco e.refuah.idf.i|ET SCAN Potential VNC Scan 5900- 5920 1
62. 219. 136. 214 [147. 237. 77. 216 |1 srael dover.idf.il [portscan: TGP D stributed Portscan 1
213.57.85.210 |[147.237.77.216Israel dover.idf.il |portscan: TCP D stributed Portscan 1
62.90. 163. 155 [147. 237.77. 216 [I srael dover.idf.il |portscan: TCP D stributed Portscan 1
212.143.73. 210 [147. 237. 77. 216 |1 srael dover.idf.il [portscan: TGP D stributed Portscan 1
46.19.86.221  |147.237.77.216|Israel dover.idf.il |portscan: TCP D stributed Portscan 1
185.32.179.91 |147.237.72. 166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
45.63.28.189 |147.237.77.176 |Lhited Sates |matpash.idf.il|[ET SCAN NVAP -sS w ndow 1024 1
109. 65. 4. 134  |147.237.72. 166 || srael aka idf.il portscan: TGP D stributed Portscan 1
31.154.81.40 [147.237.77.216 I srael dover.idf.il |portscan: TCP D stributed Portscan 1
93.172. 138. 181 [147. 237. 77. 216 |1 srael dover.idf.il [portscan: TGP D stributed Portscan 1
82.80.119. 226 [147. 237.77. 216 I srael dover.idf.il |portscan: TCP D stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
62.0.197. 85 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SN drop 25
212.235.98.139 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 25
R SN retransmit wth different )
89.138.173.41 |[Israel 147.237.77. 234 |hal ag.idf.il Bad TCP sequence wi ndow scal e moni t or 24
46. 19. 85. 254 I srael 147.237.76.31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 18
192.223.31.122 |Lhited Sates [147.237.76. 147 |chinuch.aka.idf.il [Bad TCP sequence Inval i d ACK nunber noni t or 17
192.223.31.122 [hited Sates |147.237.76.39 |mobile.neitav.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 16
. . SYNretransmit wth different )
207.232.18.46 |lsrael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 15
192.223.31.122 |Whited States [147. 237.76.147 |chinuch. aka.idf.i1 |Bad TCP sequence iZ'Jeert]é:”S”“t wth dfferent moni tor (14
212.179.21.194 |Israel 147.237.77. 216 |dover. i df il drop First packet isn't SN drop 12
192.223.31.122 |Wited Sates [147.237.76.39 |mobile neitav.idf.i|Bad TCP sequence SZ';J:;;:'WM wth dfferent aert 12
192.223.31.122 |Wited Sates [147. 237. 76. 147 |chinuch. aka. i of .11 [Bad TCP sequence iz'l;eetncr:”smt wth dfferent dert 11
109. 253. 209. 174! srael 147.237.72. 166 |aka. i df il SYN At tack SYN -> SYN-ACK -> RST noni t or 10
192.223.31. 122 |United Sates |147.237.76.39 |nobile. neitav.idf.i|Bad TCP sequence i’(\]ﬁee;é;‘”s”“ wth different monitor |10
176.13.245.16 |lsrael 147.237.0.19 |nadimatal.idf.il |dr op First packet isn't SWN drop 9
2.53.11.100  [israel 147. 237. 72. 166 [aka.i df . Bad TCP sequence SINCACK retransmt with different |ooniior o
w ndow scal e
81.218.136.207 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 9
Sreanming Engine: TCP Invalid i i ssi
79.180.30.193 |[Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =9 Invalid segnent retransmssi on. drop 8
Ret r ansni ssi on Packet dr opped.
46.19. 85. 128 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nvalid ACGK nunber aert
46.19. 85. 91 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber aert 7
46.19. 86. 90 I srael 147.237. 77. 216 |dover. i f . i1 Bad TCP sequence SIAK retransmt with different |, o |7
w ndow scal e
46.19. 85. 91 | srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invali d ACK nunber noni t or
46. 19. 86. 136 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 7
46.19.86.169 | srael 147.237. 72. 156 |anan. i f . i1 Bad TCP sequence SAK retransmt with different 1 ooniior o
wi ndow scal e
46.19. 85. 128 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
79.177.14.220 | srael 147.237.76.42 |refuah.idt.il Bad TCP sequence SN retransmt wth different monitor  [6
wi ndow scal e
46.19. 85. 91 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence I'nvalid ACK nunber aert 6
Sreanming Engine: TCP Invalid i i ssi
109. 253. 133. 189)|i srael 147.237. 77. 243 |robi 1 e. i of . i | 9 =9 Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
46.19. 85. 4 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nvalid ACGK nunber aert 6
46.19. 85. 91 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber noni t or 6
37.26. 146. 160 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 5
46. 19. 85. 135 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 5
46.19. 85. 135 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber aert 5
158. 85. 253. 245 |Wnited Sates |147. 237. 77. 233 |atal .idf.il drop SAMrule drop 5
46.19. 85. 135 I srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 5
46. 19. 86. 227 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 5
176. 13. 251. 143 |l srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SYN drop 4
Sreanming Engine: TCP Invalid i i sSi
84.111.21.114 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dropped.
46. 19. 85. 202 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d AGK nunber alert 4
46. 19. 86. 170 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SN drop 4
46. 19. 85. 254 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence I'nvalid ACK nunber noni t or 4
37.26.148.158 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence monitor |4
46. 19. 85. 202 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 4
46.19. 85. 128 I srael 147.237.76.42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 86. 185 I srael 147.237.77. 216 [dover.idf . il Bad TCP sequence I'nval i d AGK nunber alert 4
84.94.140.112 [Israel 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 4
2.53.176.72 I srael 147.237.72. 166 |aka. i df i SYN At tack SYN -> SYN-ACK -> RST noni t or 4
Sreanming Engine: TCP Invalid i i ssi
199.30.16. 160 |Wnited Sates |147.237. 76. 200 |eitan. aka. i df .l 9 =9 nvalid segnent retransmssi on. drop 4
Ret r ansni ssi on Packet dr opped.
192.223.31.122 |[hited Sates |147. 237. 76. 147 [chinuch. aka.idf .i1 [SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or
31.168. 96. 254 |l srael 147.237.72. 167 |ishurimaka.idf.il |SYN Att ack SYN -> SYN-ACK -> RST noni t or
62. 90. 162. 85 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
176.13.22. 243 |Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 115
37.26.149.177 |Israel 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 103
46.19. 85. 104 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 98
176.13.245.16 |Israel 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 56
46. 19. 85. 30 I srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 44
46.19. 85. 42 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 33
109. 253. 130. 87 |Israel 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 28
46. 19. 85. 209 I srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 15
46.19. 86. 116 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 14
2.53.174. 128 I srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 6
2.53.19.138 I srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 4
212.235.18.146 |[Israel 147.237.72. 166 |aka. i df . i | Dstributed Il1egal Byte Gode Qharacter in URL B ock 3
109. 253. 133. 189l srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
109. 253. 143. 115/l srael 147.237.0.19 |nadimatal .idf.il| |Dstributed Suspicious Response Code B ock 3
2.53. 140. 112 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 3
109. 253. 146. 101 |l srael 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Mul ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 2
79.180.30.193 | srael 147.237.76. 200 |ei t an. aka. i df . i | m“;rf;z:gaﬁf _Aflcffzn;oat s/ homepagel homepage. aspx Bock |2
84. 95. 208. 20 I srael 147.237.77.234|hal ag. i df . i | Mil tiple Unaut hori zed URL Access from 84.95. 208. 20 B ock 2
176. 13. 249. 187 |l srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
10. 161. 50. 80 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for wwu aka. i df . i /i shuriniexanpcert/ B ock 2
87.69.192.113 |[Israel 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Code B ock 2
80. 246. 136. 2 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock 2
46.116.79.169 |Israel 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Gode Character in URL B ock 2
2.53.55. 150 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 2
176. 13. 237. 160 |l srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 2
79.177. 36. 46 I srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed UR. Access to www cogat . idf .il/894-ar Bl ock 2
217.194. 202. 218|I srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed URL Access to v aka.idf.il/gius B ock 1
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi.idf.i|Miltipl e Wauthorized URL Access from 84.95. 208. 20 B ock 1
169. 229. 3. 91 Lhited Sates [147.237.76.200|eitan. aka.idf.il |illegal Byte Gbde Character in Mthod B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72.166/ituri niasp/ wars. asp B ock 1
66.102.9. 6 Lhited Sates |[147.237.72.166|aka.idf.il Unaut hor i zed Met hod PCST for v aka.idf.il/mai n/ hone/ def aul t.aspx |Bl ock 1
109. 173. 68. 206 g;z:;nl on 147.237.76.42 |refuah.idf.il Unaut hori zed Method PCST for 147.237. 76. 42/ 894- he/ r ef uah. aspx B ock 1
46. 19. 85. 104 I srael 147.237.77. 216 |dover . i df .i | Mal formed URL (khtni, B ock
212.179.21.194 [israel 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | PHP Attenpt B ock
Unknown HTTP Request Met hod
169.229. 3. 91 Lhited Sates |147.237.77.233|atal .idf.il BcO=Yi[[#8]]- LY, ?[[#20]] of[#4]1 Ay’ [[#31]] &1 &kl »1 . ko+1) GB{ o[ #5] [B ock 1
1 [[#27]] 8= v >[ [ #6] ] ON* T\ pe[ [#22] ] imin UR
66. 249. 66. 18 I srael 147.237.77. 170 |maarachot . i df . i | [Wauthorized URL Access to maarachot.idf.il/nobil e/ B ock 1
169. 229. 3. 91 Lhited Sates [147.237.0.34 |tikshuv.idf.il Abnornal |y Long Request et hod B ock 1
46. 19. 86. 181 | srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 1
217. 194. 203. 125|1 srael 147.237.72. 156 |anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
84. 95. 208. 20 I srael 147.237.0.34 |tikshuv.idf.il Ml tipl e Unauthorized URL Access from 84. 95, 208. 20 B ock 1
46.19. 85. 91 I 'srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147. 237. 76. 42/ styl ef shar ed/ 960. css Bl ock 1
169. 229. 3. 91 Lhited Sates |147.237.77.176 |mat pash. i df . i | I11egal Byte Gode Character in Mthod B ock 1
77.138.202.110 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for v aka. i df.il/kanar/ B ock 1
66.102.9. 24 Lhited Sates |[147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
46.19. 85. 104 I srael 147.237.77.216|dover. i df . il Unknown HTTP Request Method 600.1.4 in URL (khtni, B ock 1
84. 95. 208. 20 I srael 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to v idf.il/tenpl ates/ honepage/ pi wi k. php |Bl ock 1
80.178.220.41 | srael 147. 237.72. 166 |aka. i df . i | m“;k':: szﬁc: /'\r'g E/OS yﬁ?el?&i ] are. aspc Bock |1
169. 229. 3. 91 Lhited Sates [147.237.77.234|hal ag.idf.il I11egal Byte Gode Character in Mthod B ock 1
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