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09-25-2016-09:04:06 to 09-25-2016-10:04:06

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address|Site |Signature |Device Action|Count]|
176. 13. 237. 230 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 9
176. 106. 229. 97 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
109. 253. 128. 151 | srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 2
80. 246. 136. 43 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 2
2.55.4.238 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 1
185. 128. 40. 162 Sntzerl and 147. 237. 76. 197 e. hinush.idf.il B ack List drop 1
5.102.195.1 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
109. 253. 219. 15 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 1
191. 96. 249. 37 Cile 147.237.76. 39 nobi | e. nei tav.idf.il|B ack List drop 1
45, 32. 26. 222 Net her | ands 147.237.76. 177 ncore.idf.il JLM Under Attack Con_Tcp drop 1




09-25-2016-09:04:06 to 09-25-2016-10:04:06

|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnature Devi ce Action |Oount |
213.246.49.106 |France 147.237.76.31 |nakchal .idf.il 6134: HITP. SQ Injection Variabl e Declarati on Evasion B ock 12
202.124.242.10 |Australia 147.237.77.74 |lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 12

49. 236. 200. 182 |Mil aysia 147.237.77.233 |atal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 6
213.246.49.106 |France 147.237.76.31 |nakchal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6

213. 246. 49. 106 |France 147.237.76.31 |nakchal .idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Bvasion B ock 6
74.208. 154. 12 Lhited Sates 147.237.76.31 |nakchal .idf.il 5670: HITP. SQ I njection (SALECT) B ock 3
74.208.154.12 |thited Sates 147.237.76.31 |nakchal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Bvasi on B ock 1

240. 0. 10. 13 147.237.72.167 |i shuri maka.idf.il]0055: I1P. Source | P Address Spoof ed (Reserved for Testing) B ock 1




09-25-2016-09:04:06 to 09-25-2016-10:04:06

|Top Attackers In |D|

Attacker Address |Target Address Attacker Gountry [Ste \Signature

213.246. 49. 106 147.237.76. 31 France nakchal .idf.il SQ Injection - Select From 51
202. 124.242. 10 147.237.77. 74 Australia lawidf.il QA Injection - Select From 15
49. 236. 200. 182 147.237.77.233 |Mlaysia atal.idf.il QA Injection - Select From 14
74.208. 154. 12 147.237.76. 31 Lhited Sates nakchal .i df .il SQ Injection - Select From 8
218.205.151. 198  [147.237.77.226 |China v chanat z. aka. i df i | ET SCAN NVAP -sS w ndow 2048 1
59. 46. 193. 114 147.237.72.167 |China i shuri maka.idf.il GPL SCAN nmap TCP 1
46. 120. 128. 140 147.237.77.216 |l srael dover.idf.il portscan: TCQP D stributed Portscan 1
46. 19. 85. 231 147.237.77.216 |l srael dover.idf.il portscan: TGP D stributed Portscan 1
185.129. 148. 230  |147.237.77.235 |Latvia sviva.idf.il ET SCAN NVAP -sS w ndow 1024 1
45. 32. 26. 222 147. 237.76. 44 Net her | ands e.refuah.idf.il ET SCAN Potential SSH Scan 1
185.129.148.230 |147.237.77.179 |[Latvia e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
37.26. 149. 216 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
128. 139. 23. 207 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 65. 54. 10 147.237.72.166 |l srael aka.idf.il portscan: TGP D stributed Portscan 1
77.125. 38. 228 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
62.219. 152. 116 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
218.205.151. 198  |147.237.77.226 |China win charrat z. aka. i df . i | ET SCAN NVAP -f -sS 1
212.199.104. 146  |147.237.77.216 |Israel dover.idf.il portscan: TCP D stributed Portscan 1
46. 120. 44. 103 147.237.72.166 |l srael aka.idf.il portscan: TCP D stributed Portscan 1
199. 203. 130. 254  |147.237.77.216 |l srael dover.idf .il portscan: TGP D stributed Portscan 1
45. 32. 26. 222 147.237.77.216  |Netherl ands dover.idf.il ET SCAN Potential SSH Scan 1
185.129. 148. 230 |147.237.77.234 |lLatvia hal ag.idf.il ET SCAN NVAP -sS w ndow 1024 1
45. 32. 26. 222 147.237.0. 33 Net her | ands idf.il ET SCAN Potential SSH Scan 1
176.13.9. 3 147.237.77.216 |l srael dover.idf.il portscan: TQP D stributed Portscan 1
37.26. 148. 245 147.237.77.216 |l srael dover.idf.il portscan: TCP D stributed Portscan 1
109. 67. 128. 147 147.237.77.216 |l srael dover.idf .il portscan: TGP D stributed Portscan 1
91.121.221. 160 147.237.72.166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 1




09-25-2016-09:04:06 to 09-25-2016-10:04:06

|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
89. 34.99. 104 Rormani a 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 640
89. 34. 99. 104 Ronani a 147.237.76.39 |mobile.neitav.idfi.il |SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 606
97.87.138.222 |Wnited Sates |147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 116
97.87.138.222 |lhited Sates |147.237.76.39 |nobile. neitav.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 105
109. 67.178. 131 |Israel 147.237.76. 200 |6 tan. aka.i of . il Streamng Engi ne: TCP Invalid finvalid segnent retransnission. |, o, 76
Ret ransni ssi on Packet dr opped.
109. 65.97. 254 |Israel 147.237.77. 243 |robile. i f . | Streamng Engi ne: TCP | nvalid |invalid segnent retransnission drop 40
Ret r ansni ssi on Packet dropped.
62. 0. 200. 169 | srael 147.237.0.34 |tikshuv.idf.il dr op Frst packet isn't SYN drop 34
62. 0. 200. 169 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 28
46.19. 86. 72 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber noni t or 19
193. 43. 246. 250 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 18
62.0.222.129 | srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop 17
46. 19. 85. 196 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 17
213.41. 149. 222 |Fance 147.237.72. 166 |aka.idf .il dr op Frst packet isn't SYN drop 17
46. 19. 85. 102 I srael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence Inval i d ACK nunber nonitor |16
46.19. 85. 22 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 15
46.19. 85. 22 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 15
46. 19. 85. 102 I srael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence Inval i d ACK nunber alert 15
5.22.134. 207 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber moni t or 14
62.219.161.88 |Israel 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d sequence nunber noni t or 12
109. 253. 219. 15 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
37.26.146.183 |Israel 147.237.77. 216 |dover. i df il drop First packet isn't SWN drop 12
2.53.6.148 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 11
46. 19. 86. 72 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 10
2.55.133.174 | srael 147.237. 72. 166 |aka. i df .i | dr op First packet isn't SN drop 10
109. 253. 204. 32 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 10
77.125. 40. 56 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 10
176. 13. 21. 146 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 10
46. 19. 86. 210 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d AGK nunber moni tor |9
82. 166. 200. 204 |l srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Invalid sequence nunber nonitor |9
79.183.96.191 | srael 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid |imvalid segnent retramsmission. | 9
Ret r ansni ssi on Packet dr opped.
46.19.85.159  |israel 147.237.77. 226 [ chanatz.aka.1df |ga4 TOP sequence Inval i d ACK number monitor |9
46. 19. 86. 210 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber alert 9
84.111.28.58 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop 8
109. 253. 196. 71 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
79.181.123.209 |[Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
141.226.232. 16 |Israel 147.237.76. 200 |ei tan. aka. i df .i Streamng Engi ne: TCP Invalid finvalid segnent retransnission. |, o, 8
Ret ransn ssi on Packet dr opped.
192.116. 177. 210|l srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
79.181. 205. 54 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 8
176. 13.11. 101 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 8
185. 27. 105. 134 |l srael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> RST roni t or 7
46.117.38.8 I srael 147.237.77. 216 |dover. i df il drop First packet isn't SWN drop 7
155, 254. 239. 91 |[Iraqg 147. 237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 7
37.26.146.174 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
109. 66. 96. 227 | srael 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 7
176.13. 234. 204 |Israel 147. 237. 77. 216 |dover . i . i Bad TCP sequence wﬁﬁ:‘:&‘;gﬂgth monitor |6
46.19. 85. 22 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence I'nval i d ACK nunber noni t or
109. 253. 129. 130|I srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SYN drop
46. 19. 86. 98 I srael 147.237.77. 216 |dover.idf. i1 Bad TCP sequence Inval i d ACK nunber alert
46.19. 85. 27 I'srael 147.237.77. 243 |nobi l e i df .1 Streaning Engine: TCP Invalid |imvalid segnent retramsmission. | 6
Ret r ansni ssi on Packet dr opped.

147.236.32.48 |lIsrael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence Inval i d ACK nunber alert 6
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Tar get Address |Site dgnature Acti on ‘Count
109. 253. 147. 135|I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Gode B ock 162
2.53.136. 50 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 136
2.53. 150. 65 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 133
77.124.16. 10 | srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Gode B ock 60
2.53.136. 50 I srael 147.237.0.19 |nadi matal .idf.il |Suspicious Response Code B ock 53
46.19. 85. 140 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 36
176.13.19. 169 |Israel 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Gode B ock 20
2.55.57. 176 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 14
2.55.187. 154 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 10
80. 246. 138. 189 |l srael 147.237.0.19 |nadimatal .idf.i| |[Dstributed Suspicious Response Gode B ock 10
132. 64. 158. 150 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i [{Mil ti pl e Unaut hori zed URL Access from 132. 64. 158. 150 B ock 4
91.227.165. 5 I srael 147.237.76.31 |nakchal .idf.il Distributed Wauthorized HITP Met hod B ock 4
91.227.164.5 I 'srael 147.237.76.31 |nakchal .idf.il Distributed Unaut horized HTTP Met hod Bl ock 4
87.68.5. 162 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i |Di stributed Unhaut hori zed URL Access on www chi nuch. aka. i df .il/404. ht m B ock 3
46.19. 86. 231 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Code B ock 3
91.227.165.5 | srael 147.237.76.31 |nakchal .idf.il Mil tipl e Unhaut horized URL Access from91.227.165.5 B ock 3
2.53.174.92 I srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 3
Paraneter Type Mol ation
62. 90. 85. 210 I srael 147.237.77.74 |lawidf.il Mast er $Cont ent Pl aceHbl der 1$FAQLI st Vi ewTenpl at e1$l nt er nal Sear chi$t xt Fr  [B ock 3
eeText Search in waw | aw i df . i |/338- he/ pat zar . aspx
132. 64.158. 150 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method HEAD for waw aka. i df.il/nain/ giyus/general .aspx |B ock
91.227.164.5 I srael 147.237.76.31 |nakchal .idf.il Mil tipl e Uhaut horized URL Access from91.227.164.5 B ock
46.19. 86. 115 I srael 147.237.0.19 |madimatal .idf.il [Dstributed Suspicious Response Qode B ock
194. 9. 252. 237 zint:gom 147.237.72. 166 |aka. i df . i | Ml tipl e Unaut hori zed Method for Known URL from 194. 9. 252, 237 B ock 2
80. 246. 140. 150 |l srael 147.237.0.19 |nadimatal .idf.i| |Dstributed Suspicious Response Code B ock 2
84. 95. 208. 20 I srael 147.237.0.15 |kosher-kravi . i df . i|Uauthori zed URL Access to www kosher-kravi . idf.il/defaul t.aspx B ock 2
185.32.179.95 |Israel 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Gode B ock 2
82.81.88.212 I srael 147. 237. 76. 147 |chi nuch. aka. i df . i ||Uhaut hori zed LRL Access to ww chi nuch. aka. i df . il/404. htm B ock 2
46.19. 85. 65 I srael 147.237.77.216|dover.idf . il Unknown HTTP Request Method fied-Since: in URL sun, B ock 1
82.81.94.10 | srael 147.237.77.216|dover. i df . i | Untraceabl e SSL Sessi ons: pen Mbde None 1
2.53.181. 101 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 1
217.194.198.30 |[Israel 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
176.13.236.7 | srael 147.237.72.167|i shuri maka. i df . i [[uUntraceabl e SSL Sessions: Qpen Mvde None 1
66.249.75. 4 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ sip_storage/fil es/ 6/ 2306. j pg |B ock 1
109. 66. 184. 21 |l srael 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
46. 19. 85. 27 | srael 147.237.77.243|nobi | e. i df . i | Distributed Suspici ous Response Code B ock 1
80. 246. 139. 243 |l srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
66.102. 9. 26 Lhited Sates |147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
91.227.164.5 | srael 147.237.76.31 |nakchal .idf.il Unaut hori zed LRL Access to waw nakhal .idf.il/sip_storage/files/2/ B ock 1
82.81.109.5 I srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None 1
2.53.190. 110 I srael 147.237.77.234|hal ag. i df . i | Unaut hori zed URL Access to 147.237.77. 234/ i nages/ shared/ bul I et 1. gi f  |B ock 1
217.194.198.30 |lsrael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
185.32.179.26 |lIsrael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 1
66. 249. 75. 12 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ 994- 8763- he/ r ef uah. aspx  |Bl ock 1
109. 67. 225. 161 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ r ef uah. aspx Bl ock 1
46. 19. 85. 65 I srael 147.237.77. 216 |dover . i df . i | Abnornal |y Long Request request version B ock 1
87.69.235.119 [Israel 147.237.0.19 |madimatal .idf.il [Miltiple Unauthorized UR. Access from 87.69. 235. 119 B ock 1
194.9. 252, 237 E?i;;gom 147.237.72. 166 |aka. i df . i | mu;?; rii;f‘??lﬁto??gl m :ﬂi(irenpl ot es! horre, asp B ock 1
66.249.64.118  Israel 147.237. 72. 156 [anan. i df . i | shaut hori zed (R Access 10 appl e app- i 6- ass0ci at | on Bock |1
132. 64. 158. 150 |l srael 147. 237. 76. 147 |chi nuch. aka. i df . i |{Uhaut hori zed URL Access to wwn chi nuch. aka. i df . il/894-he/ti znor et B ock 1
46. 19. 86. 27 I srael 147.237.77.243|nobi l e. i df . i | Distributed Suspicious Response Code B ock 1
76.206.13.139 |Lnited Sates |147.237.72. 166 |aka. i df . i | Uhaut hori zed Method POST for waw aka. i df . i/ mai n/sachar B ock 1
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