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09-25-2016-08:04:08 to 09-25-2016-09:04:08

|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature |Device Action  |Count |
193. 106. 54. 37 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
213.114. 163. 207 Sweden 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 2
204. 42. 253. 2 Lhited Sates 147.237.76. 196 e.sviva.idf.il |Back List drop 1
185. 128. 40. 162 Sii t zer| and 147.237.76. 31 nakchal .idf.il |Back List drop 1
71.6.146. 186 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List drop 1
191. 96. 249. 34 Chile 147.237. 76. 196 e.sviva.idf.il |Back List drop 1
96. 8. 70. 110 Lhited Sates 147.237.76. 201 eatal.idf.il B ack List drop 1
185. 128. 40. 162 Sii t zer| and 147.237.76. 30 hi nush.idf.il B ack List dr op 1




09-25-2016-08:04:08 to 09-25-2016-09:04:08

|Top Attackers In IPS|

Attacker Address |Attacker Gountry |Target Address |Site |Sgnature Devi ce Action |Oount |
173.234.159. 250 [Lhited Sates 147.237.76.200 |eitan. aka.idf. il |Cl000074: HTTP. majestic bot Per mit 106
212.247.61. 153 Sweden 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SALECT) Bl ock 6

212. 247.61. 153 Sweden 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 6
212.247.61. 153 Sweden 147.237.77.233 |atal .idf.il 3808: HITP. SQ Injection Variabl e Decl arati on Evasion B ock 6
91.121.101.78 France 147. 237.76. 42 refuah.idf.il C1000074: HITP. raj estic bot Per nit 2




09-25-2016-08:04:08 to 09-25-2016-09:04:08

|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Gountry |Sl'te |Signature |Count\
212.247.61. 153 |[147.237.77.233|Sweden aal.idf.il SQ Injection - Select From 25
94.101.186. 42 |147.237.8.24 :{Qﬂa:i'?c elifestyleidf.il |ET SCAN NVAP -sS wi ndow 1024 1
84.108.29.231 |[147.237.77.216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
58.220.2.5 147. 237. 77. 243 |Chi na nobi | e.idf.il ET SCAN NMAP -sS wi ndow 1024 1
58.218.200. 137 [147.237.76.34 |thina yohal an. i df.il ET SCAN Potential SSH Scan 1
46.148.16.179 |147.237.76.44 |Wraine e.refuah.idf.il ET SCAN Potential SSH Scan 1
46.148.16.179 |147.237.0.33 |Wkraine idf.il ET SCAN Potential SSH Scan 1
193. 169. 70. 108 |147.237. 77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
5.29.192. 45 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stributed Portscan 1
183,32 30,116 |147. 237 72. 217 |chi na cid il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force

94.101.186.42 |147.237.8. 46 'F;;u”i)”'i"’;‘;mc ecchinuch.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
85. 250. 107. 109 |147.237.72. 166 || srael aka.idf.il portscan: TCP O stributed Portscan 1
80. 179. 115. 243 |147. 237. 77. 216 |l srael dover . idf.il portscan: TCP O stributed Portscan 1
58. 218. 200. 137 |147.237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
46.148.16.179 |147.237.76. 176 |krai ne test.ncore.idf.il |ET SCAN Potential SSH Scan 1
46.148.16.179 [147.237.76.30 |lkraine hi nush. i df . i ET SCAN Potential SSH Scan 1
212.179. 243. 144|147, 237. 77. 216 || srael dover.idf.il portscan: TCP DO stributed Portscan 1
46.148.16.179 |147.237.0.15 |Wkraine kosher-kravi.idf.i |ET SCAN Potential SSH Scan 1
193. 47. 165. 251 |147.237.77. 216 |I srael dover . idf.il portscan: TCP O stributed Portscan 1
106. 187. 45. 144 |147.237.8.45 |Japan eetanidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

Devi ce

Attacker Address [Attacker Gountry |Target Address ([Ste Signature Action ‘Count
70.114.207. 112 |Wiited Sates 147.237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor 330
70. 114. 207. 112 |lhited Sates 147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout |nonitor 308
173.67.111.22 |thited Sates 147.237.76.39 |mobileneitav.idf.il |SYN Attack SYN -> SYN-ACK -> Timeout |monitor  [181
173.67.111. 22 |Uhited Sates 147. 237. 76. 147 [chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor  [167
. . SYNretransmt wth different .
46.117.9.33 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e monitor |81
S ream ng Engi ne: TCP i i ssi
2.53.147.125  |israel 147. 237.77. 243 |mwbi l e, i f . i mng tngine: ! Invalid segnent retransmssion. | 30
Inval i d Retransm ssion Packet dropped.
46.117.9.33  [Isreel 147.237.0.34  |tikshwv.idf.il Bad TCP sequence S retransmt with different oo |26
w ndow scal e
209.51. 164. 169 |Lhited Sates 147.237.76.39 |mobile.meitav.idf.il [Bad TCP sequence Inval i d ACK nunber monitor |21
209. 51. 164. 169 |lLhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | Bad TCP sequence Inval i d ACK nunber moni t or 21
209.51. 164. 169 [Lhited Sates 147.237.76.39 |nubile meitav.idf.il [Bad TOP sequence f:’;ﬁ:;é:”sm wWth different 1 ert 19
209.51.164. 169 [United Sates 147.237.76. 147 |chinuch. aka.idf.il  |Bad TCP sequence i’;lﬁg:”smt weh different 1) et 18
209.51. 164. 169 [Lhited Sates 147.237.76.39 |nubile meitav.idf.il [Bad TOP sequence f:’;ﬁ:;é:”sm wehdfferent | onitor |18
209.51.164. 169 [United Sates 147.237.76. 147 |chinuch. aka.idf.il  |Bad TCP sequence i’;lﬁg:”smt wehdfferent | onitor |15
192.241.170.19 |Uited Sates 147. 237. 76. 147 [chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Timeout |nonitor |13
193.106.54. 37 |l srael 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber monitor |11
209. 51. 164. 169 |lLhited Sates 147.237.76.39 |mobile.neitav.idf.il |SYN At tack SYN -> SYN-ACK -> Tinmeout [nonitor 10
77.127.53.215 |[Israel 147.237.77. 216 [dover.i df .i drop Frst packet isn't SWN drop 10
S ream ng Engi ne: TCP i i ssi
46.19. 86. 27 I'sr ael 147.237.77. 243 |nobi L e. i of .| mng tngine. Invalid segnent retransmssion. | ., 9
Inval i d Retransm ssion Packet dropped.
192.241.170.19 |thited Sates 147.237.76.39 |mobileneitav.idf.il |SYN Attack SYN -> SYN-ACK -> Timeout |monitor |9
209. 51. 164. 169 |Wited Sates 147.237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Timeout |nonitor 8
97.87.138.222 |lhited Sates 147.237.76.39 |mobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Ti nmeout |nonitor 7
81.218.97.45 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber alert 6
2.55.148. 204 | srael 147.237.76.42 |refuah.idf.il dr op Frst packet isn't SN drop 6
62.0.251.1 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 6
81.218.97. 45 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber nonitor |6
100. 92. 76. 26 147.237.76.86 |navy.idf.il dr op Frst packet isn't SN drop 6
199.193.78.77 |lLhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 6
213. 8. 115. 122 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 6
193.106.54.37 |Israel 147.237.77. 216 [dover.idf . i Bad TCP sequence I'nvalid ACK nunber aert 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
66. 27. 153. 35 Lhited Sates 147.237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout |nonitor 6
Pal estini an . . -
46. 244. 93. 169 Territory, Creupied 147.237.77.176 [nat pash.idf . il dr op First packet isn't SYN drop 5
193.106.54.37 |Israel 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Tinmeout [nonitor 5
109. 253. 209. 104|I srael 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or 4
2.53.22. 200 I srael 147.237.77. 216 [dover i df . i SYN Attack SYN -> SYN-ACK -> RST monitor |4
97.87.138.222 |lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout |nonitor 4
2.53.4.84 | srael 147.237.72. 166 |aka.i df i SYN Attack SYN -> SYN-ACK -> RST moni t or 4
77.127.53.215 |[Israel 147.237.77. 216 [dover.idf . i SYN Attack SYN -> SYN-ACK -> Timeout |nonitor |4
192. 115. 215. 60 |Israel 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
209. 51. 164. 169 |lLhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Tineout |[alert 4
46.19. 85. 46 I srael 147.237.76.31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber monitor |3
77.127.53.215 |Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invali d ACK nunber noni t or 3
Sreaning Engi ne: TCP Invali d segnent retransnission
66. 249. 69. 22 Lhited Sates 147.237.76.86 |navy.idf.il . .. " |drop 3
Inval i d Retransm ssion Packet dropped.
2.55. 148. 204 | srael 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout |nonitor 3
46.19.85.240  |israel 147.237.77. 226 [\ chamatz.aka.idf a4 TOP sequence Invalid ACK nurber monitor |3
S reaning Engi ne: TCP Invali d segnent retransnission
2.55.150. 91 I srael 147.237.76.86 |navy.idf.il K .. " |drop 3
Inval i d Retransm ssion Packet dropped.
2.55.10. 15 I srael 147. 237. 72. 156 |anan. i of . Bad TOP sequence SYN|ACK retransmit with monitor |3
different wndow scal e
St ream ng Engi ne: TCP i i ssi
185.32.179.21 [ srael 147.237.77. 243 |nobi L e. i of .| mng gl ne. Invalid segnent retransmssion. | ., 3
Inval i d Retransm ssion Packet dropped.
. . SYNWAXK retransmit with .
77.127.53.215  |Israel 147.237.77. 216 |dover. i df . i | Bad TCP sequence different vindow scal & monitor |3
173.234. 159. 250(|lhited States 147.237.76. 200 |ei tan. aka. i df il dr op SAMrul e drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry Target Address |[Site Sgnature Action ‘Count

2.55.163.186 |Israel 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 102
176.13.2.144 |lIsrael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response CQode Bock |83
176. 13. 234. 24 |Israel 147.237.0.19 |[madimatal .idf.il |DOstributed Suspicious Response Code B ock 33
46. 19. 86. 18 | srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 29
85. 250. 140. 190 |1 sr ael 147.237.76.31 |nakchal .idf.il D stributed Unaut hori zed HTTP Met hod Bock |20
46.120.124.96 |[lIsrael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from46. 120. 124. 96 B ock 9
81.218.56.171 |Israel 147.237.77.216|dover. i df . i | Mil tipl e Unaut horized URL Access from 81.218.56. 171 B ock 4
85. 64. 146. 246 |l srael 147.237.77. 170 |nmar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/ 1/ Bock |[3
2.53.177.38 I srael 147.237.0.19 |madimatal .idf.il |DOstributed Suspicious Response Code B ock 3
80. 246. 138. 198 |l srael 147.237.0.19 |nadimatal .idf.il |Dstributed Suspicious Response Qode B ock 3
85. 250. 140. 190 |1 sr ael 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to www nakhal .idf.il/sip storage/files/2/ Bock |[3
66. 249. 69. 224 |l srael 147.237.77. 216 |dover.i df .i | Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/ vi ew i ngt op. asp B ock 2
46. 19. 86. 27 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspici ous Response Code B ock 2
212. 235. 98. 139 [l srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1440-he/atal . aspx Bock |2
80. 246. 140. 233 |I srael 147.237.0.19 |madimatal .idf.il |DOstributed Suspicious Response Code B ock 2
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176.13.2. 144 |l srael 147.237.0.19 [madimatal .idf. il [rreesssemooos served None 2
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85. 64. 146. 246 |l srael 147.237.77. 170 [maar achot . i df . i | Distributed Wauthorized HTTP Met hod Bock |2
80. 246. 140. 233 |I srael 147.237.77.243|nobi [ e.i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/nekudot/i ndex B ock 2
85. 64. 146. 246 |Israel 147.237.77. 170 |maar achot . i df . i | Unaut hori zed HTTP Met hod Bock |1
77.139. 157. 84 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Method PCST for waw aka. i df . il/nai n/sachar Bl ock 1
66.102. 9. 26 Lhited Sates |147.237.72.166|aka.idf.il Uhaut hori zed Method POST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
207.46.13.178 |lhited Sates [147.237.77.226 Y\Z\:Niclha”at 2. aka. Uhaut hori zed URL Access to www chamat z. aka. i df . i |/404. aspx Bl ock 1
86. 152. 194. 49 E?ir:;gom 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for wwu aka. i df.il/main/snalinisnalimaspx |B ock 1
66.249. 75. 4 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ sip_storage/ files/ 1/2341.jpg |B ock 1
176.13.232.0 |[Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx B ock 1
79.182.33.218 [Israel 147.237.76.42 |refuah.idf.il ma?ﬂiggﬁj _\fd‘;'_"’i‘tli /ijgiglh:?;az‘aspx Bock |1
66.102.9.30  [Lhited Sates [147.237.72.166|aka.idf .il m;:(:’it(? ilﬂa:;rxrgoﬁtjd';f;:??.ggxmom R on Bock |1
89.139. 184. 66 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed LRL Access to waw aka.idf.il/wawtikshuv.idf.il B ock 1
81.218.56.171 |Israel 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to wawuidf.il/images/ 1. he/ back. png Bl ock 1
66.249.75.8 I 'srael 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ sip_storagel/ fil es/ 3/ 2363.j pg |B ock 1
46.117.9. 33 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237. 76. 42/ styl el shared/ reset . css B ock 1
66. 249. 64. 166 |l srael 147.237.77.243|nobi | e.i df . i | Uhaut hori zed LRL Access to nobile.idf.il/.well-know assetlinks.json B ock 1
213. 133. 110. 35 |Ger nmany 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod HEAD for waw aka. i df . il /brothers/skira/defaul t.asp |B ock 1
157.55.39. 186 |[lhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robots. t xt Bock |1
82.80.196. 44 |Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
66.249.76.31 |Israel 147.237.77.243|nobi l e. i df . i | Lhaut hori zed LRL Access to nobil e.idf.il/appl e-app-site-association B ock 1
188. 244. 34. 136 gcsj:;:ﬂ on 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for www aka. i df.il/mai n/ hone/ def aul t. aspx Bl ock 1
46.120.124.96 | srael 147.237.72.166 |aka. i df . i | 'Olulrigeasj ' i?'tageeg)?ing:a;:;;/egoit;cﬁi/fm W kapat 2/ es#012 Bock |1
85. 250. 140. 190 |l srael 147.237.76.31 |nakchal .idf.il Ml ti pl e Uhaut horized URL Access from 85. 250. 140. 190 B ock 1
66. 249. 69. 224 |l srael 147.237.77. 216 |dover . i df . i | Ml tipl e Unauthorized URL Access from 66. 249. 69. 224 B ock 1
37.26.146. 139 |Israel 147.237.77. 176 |nat pash. i df . i | Unaut hori zed URL Access to waw cogat.idf.il/894-ar Bock |1
77.139.56.173 |France 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to ww anan. idf.il/favicon.ico B ock 1
194.90. 99. 193 [Israel 147.237.72. 166 |aka. i df . i | g'ﬂ‘sigs;”pe” ng on cooki e wbd8617274: Expected FOSE/DBA, Cbserved |\, . |
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