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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
141. 226. 218. 43 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 8
120. 132. 50. 135 Chi na 147.237. 76. 147 chi nuch. aka.idf.il |bl ock-sp-traf1 forward 2
185. 128. 40. 162 S tzerl and 147.237. 76. 202 e halag.idf.il B ack List drop 1
104. 238. 147. 7 Lhited Sates 147.237.76. 196 e.sviva.idf.il B ack List drop 1
205. 203. 135. 1 Lhited Sates 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 1
82.221.105.7 I cel and 147.237.76. 177 ncore.idf.il B ack List drop 1
93. 158. 200. 96 Net her | ands 147.237. 76. 44 e.refuah.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP. User Agent Sogou+web+spi der Per nirt 10
184. 168. 27. 81 Lhited Sates 147.237.77.233 |atal .idf.il 5670. HTTP. SQ Injection (SELECT) B ock 6

66. 29. 216. 30 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
195. 8. 208. 130 Net her | ands 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6

91. 151. 208. 90 Uhi ted Ki ngdom 147.237.77.74 lawidf.il 5670. HTTP. SQ Injection (SELECT) B ock 6
195. 154. 235. 88 France 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
199. 58. 86. 206 Lhited Sates 147.237.72.166  |aka.idf.il CL000074: HTTP. naj estic bot Per nit 2
106. 38. 241. 106 Chi na 147.237.76. 42 refuah.idf.il |CL0O00071: HTTP: User Agent Sogou+web+spi der Per mt 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess |Attacker Country|8te |Signature |Count\
195. 154. 235. 88 |147.237. 77. 233 |France atal.idf.il SQ Injection - Select Fom 14
79.178.242.28 |147.237.76.86 |[Israel navy. i df.il ET SCAN NVAP -sA (2) 12
195.8.208. 130 [147.237.77.74 |Nether| ands lawidf.il SQ Injection - Select From 8
184.168.27.81 |147.237.77.233|Wnited Sates atal.idf.il SQ Injection - Select Fom 8
91.151.208.90 |147.237.77.74 |United Kingdom [l awidf.il SQ Injection - Select From 8
66. 29. 216. 30 147.237.77. 233 |Wited Sates atal.idf.il SQ Injection - Select From 8
190. 83.139. 178 |147.237.0.17 Ircjb”;gid and o ny-kosher-kravi i df i1 |[ET SCAN NVAP -sS wi ndow 1024 1
141, 226. 162. 173|147. 237. 72. 166 |I srael aka.idf.il portscan: TCP O stributed Portscan 1
109. 66. 121.28  |147.237.77. 170 |I srael n@ar achot . i df . i | ET SCAN NVAP -sA (2) 1
66. 102. 8. 211 147.237.76.86 |Lhited Sates navy.idf.il ET SCAN NVAP -sA (2) 1
60.249. 15. 9 147. 237. 77. 235 |Tai wan sviva.idf.il ET SOAN Behavi oral Lhusual l'y fast inbound Tel net 1
onnections, Potential Scan or Brute Force
219. 146. 251. 139147. 237. 0. 200 |Chi na . i df il ET SCAN Potential SSH Scan 1
209. 95. 50. 84 147.237.0.15 [Uhited Sates kosher-kravi .idf .il ET SCAN Potential SSH Scan 1
139.162. 13. 205 |147. 237. 77. 226 |3 ngapore v chamat 2. aka, 11 |0 VY APAGRE Apache med_ssl “non-SSL. connection to S8,
port denial of service attenpt
66.249.76.119 |147.237.72. 166 |Wiited Sates aka.idf.il SERVER APAOE Apac.he Mod_ssl non- S8 connection to S8 1
port denial of service attenpt
212.199. 76. 106 |[147.237.77.216 |l srael dover .idf.il portscan: TCP DO stributed Portscan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
72.66. 29. 42 Lhited Sates [147.237.76. 147 |chinuch.aka.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 211
72.66.29. 42 Lhited Sates |147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 178
70.114.207. 112 |Wnited Sates |147.237.76.39 [nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 138
70.114.207. 112 |Whited Sates |147.237.76. 147 [chinuch. aka.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 125
Sreanming Engine: TCP Invalid i i ssi
84.109.166.19 | srael 147. 237. 76. 200 |ei tan. aka.i of . i 9 =g Invalid segnent retransmssion. |, 48
Ret ransn ssi on Packet dr opped.
66.27. 153. 35 Whited Sates [147.237.76. 147 [chinuch. aka.idf.il |SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 25
50.21.187.203 |wited Sates |147.237.77.233|atal .idf.il drop First packet isn't SN drop 18
184.168. 192. 134|Uhited Sates |147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 18
158. 85. 253. 245 |lnited Sates |147.237. 77. 216 |dover. i df .il drop SAMrul e drop 18
100.92.2.0 147. 237. 72. 166 |aka.i of . i | drop First packet isn't SN drop 16
194.177.16.3 I st ael 147. 237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 11
209.51.164. 169 |Lhited Sates |147.237.76. 147 [chinuch.aka idf.il [Bad TCP sequence Inval id ACK nunber noni t or 10
66. 27. 153. 35 Lhited Sates |147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 10
209.51.164. 169 [Lhited Sates [147.237.76.39 |mobile neitav.idf.i|Bad TCP sequence i’;‘ﬁé:"sm wth different moni tor |10
209.51.164.169 |Lhited States [147.237.76.39 |nobile.neitav.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 9
212.25.107. 225 |lsrael 147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 9
173.67.111. 22 Lhited Sates |147.237.76.39 |nobile.neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 9
173.67.111.22 |Wited Sates [147.237.76. 147 |chinuch.aka.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 9
209.51.164. 169 [Lhited Sates [147.237.76.39 |nobile neitav.idf.i|Bad TCP sequence i’:ﬁég‘r‘smt wth different alert 9
209.51.164. 169 [United Sates [147.237.76. 147 [chinuch. aka.idf .11 |Bad TCP sequence i’:l;:;égnsmt wth different dert 8
209.51. 164. 169 [Lnited Sates [147.237.76. 147 |chinuch.aka.idf il [Bad TCP sequence iZIJeetnCr:nsmt wth different moni tor |7
Sreanming Engine: TCP Invalid i i SSi
80.246. 133. 220 |israel 147.237.76. 200 |ei tan. aka. i of . 9 =g nvalid segnent retransmssion. drop 6
Ret r ansni ssi on Packet dropped.
209. 51. 164. 169 |Wited Sates [147.237.76. 147 |chinuch.aka.idf.il |[SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 6
101. 184. 159. 194 |Australia 147.237.76. 147 |chinuch. aka. i df .il |SYN A t ack SYN -> SYN-ACK -> Ti meout noni t or 6
74.208.218.66 |lhited Sates [147.237.77.74 |lawidf.il dr op Frst packet isn't SN drop 6
109.253.243.4 |Israel 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d AGK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
46. 19. 86. 30 I'srael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.
209.51.164. 169 |Wnited Sates |147.237.76.39 [nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 5
109.253.243.4 |l srael 147.237.76.86 |navy.idf.il Bad TCP sequence I'nval i d ACK nunber alert 5
212.143.142.56 |lsrael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
141. 226. 162. 173|l srael 147. 237. 72. 166 |aka.i df . | Bad TCP sequence I'nval i d ACK nunber monitor |4
156. 216. 247. 245|Egypt 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 3
2.53.139. 167 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
46. 19. 86. 85 | srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
202.83.120.30 |l ndonesi a 147.237.76. 147 |chinuch. aka. i df .il |SYN Al t ack SYN -> SYN-ACK -> Ti neout noni t or 3
Sreanming Engine: TCP Invalid i i SSi
84.95.208.20 | srael 147.237.76.86 |navy.idf.il 9 =g I nvalid segnent retransmssion. drop 3
Ret r ansni ssi on Packet dr opped.
54.72.73.168 Irel and 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
202. 83. 120. 30 I ndonesi a 147.237.76.39 |nobile.neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
202.83.120.30 [indonesia  |147.237.76.147 [chinuch. aka.idf.il |Bad TOP sequence :ZZ'J:;;S”S"“ Wth different alert 3
202.83.120.30 [indonesia  [147.237.76.39 [nobile neitav.idf.i|Bad TCP sequence i’:tjreané:"smt wth different aert 3
Sreamng Engine: TCP Invalid i i SSi
79.183.96.191 |israel 147.237.77. 243 |nobi l e i df .1 9 =g Inval id segnent retransmssion. |, 3
Ret ransnm ssi on Packet dr opped.
202.83.120.30 [Indonesia  |147.237.76.147 [chinuch. aka.idf.il |Bad TOP sequence i’:tjreané:"smt wth different moni tor (3
212.199.57.202 |[lsrael 147.237.72. 166 |aka. i df . i SYN At tack SYN -> SYN-ACK -> RST noni t or 3
202.83.120.30 [indonesia  [147.237.76.39 |nobile neitav.idf.i|Bad TCOP sequence iZ'JeetnCr:nsmt wth different moni tor |3
202.83.120.30 |l ndonesi a 147.237.76.39 |mobile.neitav.idf.i|Bad TCP sequence I'nval i d ACK nunber noni t or 2
209.51. 164. 169 |Wited Sates [147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout alert 2
37.26.148.218 |l srael 147.237.72.166 |aka i df .i | Bad TCP sequence noni t or 2
77.138.52.97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
209.51.164. 169 |Wnited Sates |147.237.76. 147 [chinuch.aka.idf.il |SYN At t ack SYN -> SYN-ACK -> Ti neout alert 2
46. 19. 86. 175 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber noni t or 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site Sgnature Acti on ‘Count
80. 246. 136. 173 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CQode B ock 73
2.53.19.138 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 53
2.55.170. 238 I srael 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 48
2.53.28. 167 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response CQode B ock 29
37.26.149.185 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
212.25.107. 225 |lIsrael 147.237.77.74 |lawidf.il Unaut hori zed HTTP Met hod B ock 3
37.26.149.189 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 3
212.25.107. 225 |Israel 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to vl awidf.il/sip storagel/files/5/ B ock 3
84. 95. 208. 20 I srael 147.237.77. 216 |dover.idf .i | Uhaut hori zed URL Access to waidf.il/default.aspx B ock 2
176.13.11.6 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Qode B ock 2
77.138.115. 145 |France 147.237.72. 166 [aka. i df . i | Uhaut hori zed Met hod PCST for vww aka. idf.il/miluind B ock 2
77.139.116. 210 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waw aka.idf.il/ishurim B ock 1
] . . Unaut hori zed URL Access to
40.77.169.102 |United Sates |[147.237.77.216|dover.idf.il Wi i df i | /1133- 14686- he/ dover . aspx_( hebr ew Bl ock 1
waw. chanat z. aka. i df |untraceabl e SS. Sessions: Protocol viol ation
139. 162. 13. 205 |9 ngapore 147.237.77. 226 il (SSL_OONN_CLI ENT_HELLO) None 1
66.249. 69. 232 |Israel 147.237.77.216|dover. i df .i | Mil ti pl e Unaut horized URL Access from 66. 249. 69. 232 B ock 1
2. 53. 180. 203 I srael 147.237.72. 166 |aka. i df . i | SSL Wntraceabl e Connection - Qpen Mde None 1
193. 169. 71. 243 |Israel 147.237.77. 170 [maar achot . i df . i | Uhaut hori zed URL Access to maarachot.idf.il/pdf/files/9/ B ock 1
46. 19. 86. 30 | srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Qode B ock 1
] . . D stributed Lhaut hori zed URL Access on
157.55.39.4 Lhited Sates |147.237.77.233|atal .idf.il 147. 237. 77. 233/ 1 obot s.. t xt B ock 1
66. 249. 76. 75 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock
194. 187. 170. 146 |France 147.237.77.74 |lawidf.il Uhaut hori zed LRL Access to waw | awidf.il./robots. txt Bl ock 1
46.19.86.115  |israel 147.237.72. 166 |aka. i df . i | Wnknown Parameter VI EVBTATEENCRYPTED i n None 1
vy aka. i df . i |/ nai n/ sachar/ pi r suneynof et . aspx
. . Untraceabl e S3. Sessions: Protocol violation
66.249.76.119 |l srael 147.237.72. 166 |aka. i df . i | (SSL_OONN OLI ENT_FELLO) None 1
89.139.184.66 |[Israel 147.237.72. 166 |aka. i df . i | Lhaut hori zed LRL Access to waw aka. idf.il/wwtikshuv.idf.il B ock 1
m ny- kosher-kravi.id
66. 249. 66. 115 | srael 147.237.0. 17 f inly Dstributed I11egal Paraneter Encodi ng None 1
2.53.19.138 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ atal . aspx |B ock 1
. . Unaut hori zed URL Access to
185.3.147.209 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 2341 i nages! shar ed/ bul | et 1. gi f Bl ock 1
89. 191. 219. 169 Ei“'r]tgegom 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for www aka. i df. i1/ mai n/ kapat z/ B ock 1
66.249.69.224 [Israel 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 69. 224 B ock 1
193. 169. 71. 243 |Israel 147.237.77. 170 |maar achot . i df . i | Mil ti ple Unaut horized URL Access from 193. 169. 71. 243 B ock 1
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