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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country

|Target Address  |Site |Signature |Device Action  |Count |
0.0.0.0 147.237.77. 216 dover.idf.il HITP Page H ood Attack forward 2
134. 147. 203. 115 Ger many 147.237.76. 177 ncore.idf.il B ack List drop 2
71.6.135.131 Lhited Sates 147.237.76.176 test.ncore.idf.il |Back List drop 1




09-25-2016-06:04:02 to 09-25-2016-07:04:02

|Top Attackers In IPS|

Attacker Address ‘Attacker Qountry | Target Address |Site |Sgnature Devi ce Action |Oount |
98.19.222. 133 Lhited Sates 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 36
106. 38.241.106 |China 147.237.77.216 |dover.idf.il C1000071: HTTP: User Agent Sogou+web+spi der Per mt 29
98. 19. 222. 133 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 18
184.168.192.31 |Lhited Sates 147.237.76. 31 nakchal .idf.il [6134: HITP. SQ Injection Variabl e Declaration Bvasion B ock 12
210.169.203.81  |Japan 147.237.77.74 lawidf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasi on B ock 12
50. 21. 187. 203 Lhited Sates 147.237.77.233 |atal .idf.il 6134: HITP. SQ Injection Variabl e Decl aration Evasion Bl ock 12
180. 169. 20. 5 Chi na 147.237.77.216 |dover.idf.il 6134 HITP. SQ Injection Variabl e Decl arati on Evasi on B ock 12
98.19.222. 133 Lhited Sates 147.237.77.233 |atal .idf.il 5670 HTTP. SQ Injection (SALECT) B ock 9
66. 135. 63. 82 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
184.168.192.31 |lLhited Sates 147.237.76. 31 nakchal .idf.il |5670: HTTP. SQ Injection (SELECT) B ock 6
210.169.203.81  |Japan 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
74.208. 154. 12 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
50. 21. 187. 203 Lhited Sates 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
180. 169. 20. 5 Chi na 147.237.77.216 |dover.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
74.208. 218. 66 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ | njection (SALECT) B ock 6
195. 8. 208. 118 Net her | ands 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
216.58.230.159 |Whited Sates 147.237.77.74 lawidf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
84.245. 33. 104 Net her | ands 147.237.77. 74 lawidf.il 5670: HITP. SQ I njection (SALECT) B ock 6
66. 29. 211. 141 Lhited Sates 147.237.77. 74 lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
217.37.125.121 |United Kingdom [147.237.72.166 |aka.idf.il 5670 HTTP. SQ Injection (SALECT) B ock 6
184. 168. 152. 45 Lhited Sates 147.237.76. 42 refuah.idf.il [5670: HITP SQ Injection (SELECT) B ock 6
89. 44. 144, 244 Ronani a 147.237.77.233 |atal .idf.il 5670: HITP. SQ Injection (SELECT) B ock 5
121. 40. 25. 174 Chi na 147.237.0. 34 tikshuv.idf.il |[5670: HTTP. SQ Injection (SALECT) B ock 5
199. 58. 86. 206 Lhited Sates 147.237.72.166 |aka.idf.il C1000074: HTTP. mgj estic bot Per nit 2
199. 58. 86. 206 Lhited Sates 147.237.77.216 |dover.idf.il C1000074: HITP. naj estic bot Per nit 2
27.159. 237. 68 Chi na 147.237.77.216 |dover.idf.il 22611: HITP. \erdPress Logi nvél | Fake Pl ugin Usage B ock 1
151. 80. 31. 108 France 147.237.72.156 |anman.idf.il Cl000146: HITP.  AnrefBot craw er B ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
98.19.222.133 |147.237.77.74 |Wited Sates  [lawidf.il QA Injection - Select From 144
66. 249. 66. 12 147.237.77.170 |Uhited Sates  |maarachot.idf.il ET SCAN NVAP -sA (2) 106
180. 169. 20. 5 147.237. 77. 216 |Chi na dover.idf.il S Injection - Select From 54
98.19.222.133 |147.237.77.233|lhited Sates  |atal .idf.il S Injection - Select From 24
184.168. 192. 31 [147.237.76.31 |Wited Sates  |nakchal .idf.il SQ Injection - Select From 20
50.21.187.203 |[147.237.77.233|Wited Sates [atal.idf.il S Injection - Select From 20
210. 169. 203. 81 |147.237.77.74 |Japan lawidf.il S Injection - Select From 20
66.29.211.141 |147.237.77.74 |Wited Sates |[lawidf.il SQ Injection - Select From 18
74.208.218.66 |147.237.77.74 |Wited Sates [lawidf.il S Injection - Select From 18
195. 8.208.118 [147.237.77.74 |Nether| ands lawidf.il S Injection - Select From 14
216.58.230. 159 |147.237.77.74 |Wited Sates [lawidf.il SQ Injection - Select From 8
74.208.154.12 |147.237.77.74 |Wited Sates  [lawidf.il S Injection - Select From 8
84.245.33.104 |147.237.77.74 |Netherl ands lawidf.il S Injection - Select From 8
217.37.125.121 |147.237.72. 166 |Uni ted Ki ngdom|aka.idf.il SQ Injection - Select From 8
184. 168. 152. 45 [147.237.76.42 |Whited Sates  |[refuah.idf.il S Injection - Select From 8
66. 135. 63. 82 147.237.77.74 |United Sates |lawidf.il S Injection - Select From 8
89. 44. 144. 244 |147.237. 77. 233 |Romani a atal.idf.il SQ Injection - Select From 8
121. 40.25. 174  [147.237.0.34 |China tikshuv.idf.il S Injection - Select From 7
77.252.26.51 147. 237. 72. 166 |Pol and akaidf.il ET SCAN NVAP -f -sS 1
i ET SCAN Behavi oral Unusual Iy fast inbound Tel net
210. 121. 115. 200|147. 237. 0. 17 Ok;)rea, Republ i c mny-kosher -kravi . i df.il Connecti ons, Potenti al Scanyor Brute Force 1
106. 38. 241. 106 |147. 237. 72. 166 |Chi na akaidf.il SERVER APAO_E Apac'he mod_ssl non-S3. connection to SS. 1
port denial of service attenpt
46.161.40.17  |147.237.76. 200 ?ég:;;”im eitan aka i df il ET SCAN NVAP -sS wi ndow 1024 1
77.252. 26. 51 147.237. 72. 166 |Pol and akaidf.il ET SCAN NVAP -sS w ndow 2048 1
66.249. 69.224  |147.237.77.216|Wited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 1
139. 162. 187. 89 |147.237.76.197 |Lhited Sates  |e hinush.idf.il ET SCAN NVAP -sS w ndow 1024 1
60. 246. 192. 153 [147.237.77. 178 |Macau e. nat pash. i df il ET SCAN NVAP -sS wi ndow 4096 1
115.211. 39. 196 |147.237.76.44 |China e.refuah.idf.il ET SO Behavi oral Lhusual ly fast inbound Tel net 1
onnections, Potential Scan or Brute Force

46.183. 223. 228 [147.237.76.38 |Latvia e.eneitav.idf.il ET SCAN Potential SSH Scan 1
46.161.40.17  |147.237.76.196 gj::;”ion esvivaid.il ET SCAN NVAP -sS wi ndow 1024 1
77.252. 26. 51 147. 237. 72. 166 |Pol and aka.idf.il ET SCAN NVAP -sS w ndow 3072 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
84.109.166.19 | srael 147, 237.76. 200 |ei tan. aka. i df . Streaning Engi ne: TCP Invalid limvalid segnent retransmission. 32
Ret r ansni ssi on Packet dropped.
109. 253. 200. 44 I srael 147. 237. 77. 243 |nobi | e. i of . i Streaning Engine: TCP Invalid finvalid segnent retransissi on drop 30
Ret r ansni ssi on Packet dr opped.
178. 20. 235. 164 :Zgia”. 147. 237. 77. 176 |nat pash. i df . i | drop SAMrule drop 24
ration
158. 85. 253. 245 |lhited Sates 147.237.76.86 |navy.idf.il dr op SAMrul e drop 18
5. 22. 134. 207 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 15
81.88.48. 113 Italy 147.237.77. 233 |atal .idf. il drop SAMrul e drop 6
176.13. 235. 108 | srael 147. 237. 77. 243 |nobi | e. i of . i Streaning Engine: TCP Invalid finvalid segnent retransnissi on drop 6
Ret r ansni ssi on Packet dr opped.
158. 85. 253. 245 [lhited Sates [147.237.77.74 [lawidf.il drop SAMrul e drop 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46. 19. 86. 2 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d AGK nunber nonitor |4
185. 110. 108. 165|I srael 147.237.77. 243 |nobi l e. i f . | Stream ng Engl ne: TGP Invalid |invalid segnent retransnissi on drop 4
Ret r ansni ssi on Packet dropped.
46. 19. 85. 165 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 4
96.224.230.17 |Wiited Sates |147.237.76.200 [eitan. aka i df.il Streaning Engi ne: TCP Invalid limvalid segnent retransnissi on drop 4
Ret r ansni ssi on Packet dropped.
98.19.222.133 |lhited Sates [147.237.77.233|atal .idf.il dr op SAMrul e drop 3
66.249.64.89  |lnited Sates |147.237.76.200|eitan aka idf.il Streamng Engi ne: TCP Inval id invalid segnent retransmssi on drop 3
Ret r ansni ssi on Packet dropped.
46.19.86.2 I sr ael 147.237.77. 216 |dover.i df .i | Bad TCP sequence I'nvali d ACK nunber alert 2
2.53. 140. 74 I st ael 147. 237. 72. 156 |anan. i of .i | SYN Att ack SYN -> SYN-ACK -> RST nonitor |2
172.217.29.51 |lnited Sates |147.237.76.39 |[nobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST nonitor |2
101. 184. 159. 194 |Australia 147.237.76.39 |nobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> Tinmeout [nonitor |2
74.125.206. 121 |wnited Sates |147.237.76.39 [nobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST alert 2
172.217.17.83 |lnited Sates |147.237.76.39 |[nobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST alert 2
2.55. 160. 91 I sr ael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |2
216.58.212. 179 |Whited Sates 147. 237. 76. 147 |chi nuch. aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
74.125.206. 121 |United Sates |147.237.76.39 [nobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni tor |2
172.217.17.83 |United Sates |147.237.76.39 |nobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST nonitor |2
110. 66. 127.82  [Japan 147.237.77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST nonitor |2
103.21.166.9 |9 Lanka 147.237.77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> Tinmeout [nonitor |2
79.183.8.135 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST nonitor |2
46. 19. 86. 26 I srael 147.237.77. 234 |hal ag.i df .il Bad TCP sequence I'nval i d AGK nunber alert 2
172.217.17.51 |thited Sates |147.237.76.39 |[nobile neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni tor |2
139.162.37. 147 |Wnited Sates |147.237.76.148|gqcenter. akaicf.il  |drop drop 1
216.58.212. 147 |Whited Sates 147. 237. 76. 147 |chi nuch. aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
74.82. 47. 49 Lhited Sates |[147.237.8.27 |emedimatal.icf.il |Geo-1ocati on enf or cement Sﬁ?olrgg?;'mon  nbound drop 1
184.105.139. 96 |Uhited Sates |[147.237.8.28 [e.nobile-ks.idf.il  |Geo- 1 ocation enfor cenent Sﬁfo'r ggi'nf” i nbound dr op 1
172.217.17.51 |thited Sates  |147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Att ack SYN -> SYN-ACK -> RST nonitor |1
109. 253. 139. 157|I srael 147.237. 77. 243 |nobi l e. i of . i | drop First packet isn't SWN drop 1
216.58.211.83 |wnited Sates |147.237.76. 147 [chi nuch. aka.i df .il SYN At t ack SYN -> SYN-ACK -> RST alert 1
37. 26. 147. 231 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
139.162.37. 147 |Wiited Sates |147.237.77. 226 “:"IW chanat z. aka. 1df ey af t ack SYN -> SYN-ACK -> RST moni tor |1
216.58.212.179 |tnited Sates |147.237.76.39 [nobile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST nonitor |1
185.3.147. 75 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
216.58.211.83 |lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
72.229.180. 147 |Wnited Sates |147.237.77. 176 [nat pash.idf.i| SYN Att ack SYN -> SYN-ACK -> RST nonitor |1
176. 13. 224. 132 |Israel 147.237.0.19 |nadimatal .idf.il drop First packet isn't SWN drop 1
46. 19. 85. 139 I srael 147.237.76.42 [refuah.idf.il Bad TCP sequence I'nval i d AGK nunber nonitor |1
101. 184. 159. 194|Australia 147. 237. 76. 147 |chi nuch. aka.i df .i | SYN At t ack SYN - > SYN- ACK -> Ti meout noni t or 1
46. 19. 86. 3 | srael 147.237. 77. 176 |nat pash. i df .i Bad TCP sequence Invalid ACK nunber noni t or 1
2.55.170. 158 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
91.185.190. 172 |Pol and 147.237.76. 31 |nakchal .idf.il SYN Att ack SYN -> SYN-ACK -> RST nonitor |1
216.58.212. 147 |Wited Sates |[147.237.76.39 |[mohile.neitav.idf.il |SYN Attack SYN -> SYN-ACK -> RST alert 1
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|Top Attackers In V\AF|

A t acker

Devi ce

country Target Address |Site Sgnature Acti on ‘Count
176. 13. 224. 132 |l srael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 198
109. 253.220.0 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 26
24.73.225.146 |lhited Sates [147.237.76.86 |navy.idf.il Unaut hori zed HTTP Met hod Bl ock 9
24.73.225.146 |Lnited Sates |147.237.76.86 |[navy.idf.il Unaut hori zed URL Access to v navy. i df.il/sip storage/files/8/ B ock 2
66. 249. 69. 224 |l srael 147.237.77.216|dover . i df . il Mil tipl e Unhaut hori zed URL Access from 66. 249. 69. 224 B ock 2
46.19.86.112 |lsrael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code Bl ock 2
103.21.166.9 |9 Lanka 147.237.77.216|dover . i df . i Paraneter Type Vol ation ct! 00SCont ent A acetbl der 19txt Enai | in Bl ock 2
ww i df . i | /1038- en/ dover . aspx
2.55.167. 55 I srael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Qode Character in URL from2.55. 167.55 Bl ock 2
2.55.167.55 I srael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gde Character in URL Bl ock
) ] ] Unaut hori zed URL Access to
68.180. 230. 216 |Lhited States |147.237.76.31 |nakchal .idf.i| v nakhal . i df . i | /tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
m ny-kosher-kravi.i |[illega Bte Qode Character in Paraneter Nane
66. 249. 66. 117 |l srael 147.237.0. 17 df il CH&TI07@ DKA&F Az H 1R [ #28] ] { B ock 1
100.13.130.4 |whited Sates |147.237.0.19 |nadimatal .idf.il Unaut hori zed URL Access to 147.237.0.19/i ndex. php B ock 1
. . Unaut hori zed URL Access to
66.249.75.12 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 9/ 3369, | pg B ock 1
66. 249. 65. 156 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1412- he/ at al . aspx B ock 1
192.115.248.2 |Israel 147.237.72. 166 |aka. i df . i | Dstributed |11egal Byte Qode Character in LR B ock 1
2.55.167.55  |Israel 147.237. 72. 166 |aka. i df . i | IIlegal Byte Qde Character in LR /mai nkapat 2/ resfiol2 B ock 1
our ces/ i mages/ i nner page/ goback. gi f
) ] . Unaut hori zed URL Access to
68.180.231. 57 |United States |147.237.77. 216 |dover. i df . i | ww i df . i1/tenpl at es/ shar ed/ user cont r ol s/ pr onot i oncube/ Bl ock !
. . Unaut hori zed URL Access to
66.249.76.61 |Israel 147.237.72. 166 [aka. i df . i | aka. i of i 1/.vel | - knowy appl e-app-si t e- associ at i on Bl ock 1
66. 249. 65. 160 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
84.229.94.102 |Israel 147.237.72. 166 |aka. i df . i | v aka. i df .|/ nai v sachar/ mai | box. aspx None 1
66. 249. 69. 224 |l srael 147.237.77.216|dover.i df.i Lhaut hori zed URL Access to v idf.il/1294-ar/waw idf.il/ar B ock 1
) . . D stributed Uhaut hori zed Method for Known URL on
66.102.9.5 Lhited Sates |147. 237.72. 166 [aka. i df . i | v aka. i df . i 1/ mai n/ hoe/ def aul t . aspx B ock 1
. . . SS. Uhtraceabl e Gonnection - Protocol violation
106. 38. 241. 106 |Chi na 147.237.72. 166 |aka. i df . i | (SSL OONN CLI ENT HELLO) None 1
66.249.76.62 |lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/appl e-app-site-association B ock 1
m ny- kosher - kravi . i i i
66. 249. 66. 113 |l srael 147.237.0.17 y 'llegal Paraneter Encoding rnd in . None 1
df.il m ny-kosher-kravi . i df.il/aj ax/ creat ecapt chai nage. aspx
. . Unaut hori zed URL Access to
5.22.134.207 I'srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ appl e- t ouch-i con- pr econposed. png Bl ock !
) . . . Unaut hori zed Met hod HEAD f or
98.139.14.249 [Wited Sates [147.237.76.200|ei tan. aka. i df .| v ei tan. aka, i df . i 1/ 1103- 8363- he i t an. aspx None 1
66. 249. 69. 232 |l srael 147.237.77.216|dover.idf.i |l Uhaut hori zed URL Access to wwidf.il/atal 1/izkor/ vi ew i ny. asp B ock 1
66. 249. 64. 131 |l srael 147.237.72. 166 [aka. i df . i | Lhaut hori zed URL Access to aka.idf.il/.well-knowyassetlinks.json |B ock
66.249.76.81 |[lIsrael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt Bl ock
m ny- kosher - kr avi . i
66. 249. 66. 117 |l srael 147.237.0. 17 of niyl Dstributed I11egal Parangeter Encodi ng None 1
_ ny- kosher-kravi .idf . i , _
100. 13. 130. 4 Lhited Sates |147.237.0. 16 | Unaut hori zed URL Access to 147.237.0. 16/ i ndex. php B ock 1
. . Unaut hori zed URL Access to
66.249.75. 4 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st oragel fi | es/ 2/ 3272. | pg B ock 1
66. 249. 64. 158 |l srael 147.237.0.19 |madimatal .idf.il Lhaut hori zed LRL Access to madimatal .idf.il/robots. txt B ock 1
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