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|Top Attackers | n DDoS- Def ence |

09-25-2016-03:04:01 to 09-25-2016-04:04:01

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
168. 235. 207. 154 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 5
168. 235. 207. 154 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack _Con Htp drop 3
222.186. 34. 141 Chi na 147.237.76. 42 refuah.idf.il JLM Under Attack Con_Tcp drop 2
168. 235. 207. 154 Lhited Sates 147.237.77.216 dover.idf.il SYN H ood unverified cooki e drop 2
191. 96. 249. 37 Cile 147.237.76. 197 e. hinush.idf.il B ack List drop 1
31.204. 128. 22 Net her | ands 147.237.76. 176 test.ncore.idf.il |Back List drop 1
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
45. 32. 193. 80 Net her | ands 147.237.76. 197 e hinush.idf.il B ack List drop 1
45, 32.195.0 Net her | ands 147.237. 76. 38 eeneitav.idf.il |Back List drop 1
104. 238. 147. 7 Lhited Sates 147.237.76. 31 nakchal .i df .il B ack List drop 1




09-25-2016-03:04:01 to 09-25-2016-04:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry | rget Address |Site |9 gnat ure Devi ce Action |Count |
64.34.186.9 Lhited Sates 147.237.0.34 |tikshuv.idf.il 6134 HITP. SQ Injection Variable Declaration Bvasion |B ock 12
202.124.242.10 |Australia 147.237.72. 166 |aka.idf.il 5670: HTTP. SQ Injection (SALECT) B ock 12
64.34.186.9 Lhited Sates 147.237.77.226 |vww\v chanat z. aka. i df . i| |6134: HITP. SQ Injection Variable Declaration Bvasion |B ock 12
166. 62. 42. 29 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
91.219.122. 4 Pol and 147.237.77.74 |lawidf.il 5670: HTTP. SQ Injection (SALECT) B ock 6
40. 85. 96. 77 Irel and 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variable Declaration Bvasion  |B ock 6
177.185.194.80 |Razil 147.237.76.42 |refuah.idf.il 3808: HITP. SQ Injection Variable Declaration Evasion |B ock 6
64.34.186.9 Lhited Sates 147.237.77.226 [ww chanat z. aka. i df . i | [5670: HTTP. SQ Injection (SALECT) B ock 6
23.91.70.95 Lhited Sates 147.237.77.74 |lawidf.il 6134: HITP. SQ Injection Variable Declaration Bvasion  |B ock 6
209.147.117.51 |Lnited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
50. 63. 196. 35 Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SALECT) B ock 6
177.185.194.80 |Razil 147.237.76.42 |refuah.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
50.63.197.140 |Lnited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
177.185.194.80 |Razil 147.237.76.42 |refuah.idf.il 6134: HITP. SQ Injection Variable Declaration Bvasion  |B ock 6
74.208. 154. 12 Lhited Sates 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
24.86.161.214 |canada 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
64.34.186.9 Lhited Sates 147.237.0.34  |tikshuv.idf.il 5670: HITP. SQ Injection (SALECT) B ock 6
184.172.106. 100 |Lhited Sates 147.237.77.74 |lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 6
91.219.122. 2 Pol and 147.237.72.166 |aka.idf.il 5670: HITP. SQ Injection (SELECT) B ock 6
40. 85. 96. 77 Irel and 147.237.77.74 |(lawidf.il 5670: HITP. SQ Injection (SALECT) B ock 6
23.91.70. 95 Lhited Sates 147.237.77.74 [lawidf.il 5670: HITP. SQ Injection (SELECT) B ock 5
144. 76. 4. 148 Ger many 147.237.77.176 |mat pash.idf.il C1000074: HITP: naj estic bot Per mit 2
144.76. 8. 132 Ger nany 147.237.72.166 |aka.idf.il C1000074: HITP. maj estic bot Per nit 2
144.76.8.132 Ger many 147. 237.76. 147 |chi nuch. aka. i df .i | C1000074: HTTP. naj estic bot Per it 2
23.91.70.95 Lhited Sates 147.237.77.74 |lawidf.il 9785: HITP. SQ Injection (Referer Header) B ock 1
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|Top Attackers In |D|

At acker

Attacker Address |Target Address count ry Signature

177.185.194.80 |147.237.76.42 |Brazil refuah.idf.il SQ Injection - Select From 54
64.34.186.9 147.237.77. 226 |lhited Sates  |wawn chanatz. aka idf.il |[SQL Injection - Sel ect From 20
64.34.186.9 147.237.0.34 |Wnited Sates  |tikshuv.idf.il SQ Injection - Select From 20
184.172.106. 100(147. 237. 77. 74 |Wited Sates  |lawidf.il A Injection - Select From 18
209. 147.117.51 |147.237.72.166 |lLhited Sates  [akaidf.il SQ Injection - Select From 18
40. 85. 96. 77 147.237.77.74 |ireland lawidf.il SQ Injection - Select From 14
23.91.70. 95 147.237.77.74 |United Sates  [lawidf.il A Injection - Select Fom 14
202.124.242.10 |147.237.72.166 |Australia aka.idf.il SQ Injection - Select Fom 12
50. 63.197. 140 |147.237.77.74 |Uhited Sates  [lawidf.il SQ Injection - Select From 8
166. 62. 42. 29 147.237.77.74 |United Sates  [lawidf.il A Injection - Select Fom 8
91.219.122. 4 147.237.77. 74 |Pol and lawidf.il SQ Injection - Select Fom 8
50. 63. 196. 35 147.237.77.74 |Wnited Sates  [lawidf.il SQ Injection - Select From 8
24.86.161.214 |147.237.77.74 |Canada lawidf.il A Injection - Select Fom 8
91.219.122.2 147. 237. 72. 166 |Pol and aka.idf.il SQ Injection - Select Fom 8
74.208.154.12 |147.237.72.166 |lhited Sates  [aka idf.il SQ Injection - Select From 8
91.121.220. 181 |147.237.72. 166 |France aka.idf.il ET WEB SERVER Fake (oogl ebot UA 1 | nbound 5
183. 60. 48. 25 147. 237. 76. 147 |Chi na chi nuch. aka. i df .i ET SCAN Potential VNC Scan 5900- 5920 1
183. 60. 48. 25 147.237.0.16 [China ny-kosher-kravi.idf.il |ET SCAN Potential VWNC Scan 5900- 5920 1
47.23.146.194 [147.237.76.31 |lhited Sates  |nakchal .idf.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1

Potential Scan or Brute Force
212.159. 137. 130|147. 237. 77.61 |United Ki ngdom [e. cogat.idf.il ET SCAN Behavi oral Lhusual ly fast inbound Telnet Connections, 1
Potential Scan or Brute Force

125.77. 28. 26 147.237.77. 235 |Chi na svivaidf.il ET SCAN Potential SSH Scan 1
106. 51.226.59  [147.237.77.233|India atal.idf.il ET SCAN NVAP -sS wi ndow 2048 1
201.73.83.242 |147.237.76.31 |Brazil nakchal . i df. i1 ET SCAN NVAP -sS wi ndow 1024 1
194. 60. 242. 6 147.237.77.61 |Wkraine e.cogat.idf.il ET DRCOP Spanhaus DRCP Listed Traffic | nbound 1
185. 129. 148. 230(147. 237. 77. 170 |Latvi a naar achot . i df . i | ET SCAN NVAP -sS w ndow 1024 1
84.94.198. 81 147.237. 76. 201 |l srael e.ata.idf.il ET SCAN NVAP -sS w ndow 3072 1
66. 102. 6. 18 147.237.77. 216 |Uited Sates  [dover.idf.il portscan: TCP O stributed Portscan 1
183. 60. 48. 25 147.237.76. 34 |Chi na yohal an. i df il ET SCAN Potential VNC Scan 5900- 5920 1
163.172.129. 15 |147.237.72. 166 |Uni ted Ki ngdom |aka.idf.il ET SCAN NVAP -sS w ndow 1024 1
46.161.40.17  |147.237.76.31 gj::;”ion nakchal i df . ET SCAN NVAP -sS wi ndow 1024 1
106. 51. 226.59  [147.237.77.233|Indi a atal.idf.il ET SCAN NVAP -sS w ndow 4096 1
201.73.83.242 |147.237.76.31 |Brazil nakchal .i df . i1 ET SCAN NVAP -sS wi ndow 4096 1
106. 51. 226.59  [147.237.77.233|Indi a aal.idf.il ET SCAN NVAP -f -sS 1
196.47.173.21 [147.237.8.28 |Qte Dlvoire |e.nobile-ks.idf.il ET SCAN NVAP -sS w ndow 4096 1
5. 255. 90. 133 147.237. 77. 121 |Net her | ands e navy.idf.il ET SCAN NMAP -sS wi ndow 1024 1
185. 129. 148. 230|147. 237. 77. 227 |Latvi a e. hanaz. i df .i ET SCAN NVAP -sS w ndow 1024 1
84.94.198. 81 147.237. 76. 201 [l srael e.atal.idf.il ET SCAN NVAP -sS w ndow 4096 1
18593 185. 10 |147. 237 72. 166 |k ai ne aaidh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
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|Top Attackers In FW |

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature
176.58.72.52  |FASstinan Territoryl, \o 537 77 216 |dover. idf il drop Frst packet isn't SN drop 787
Cccupi ed
168. 235. 207. 154|Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 106
37.237.194. 116 |lraq 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 90
168. 235. 207. 154|Whited Sates 147. 237. 77. 216 |dover . i df .| SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |19
104. 153. 108. 155|Uhited Sates 147.237.76.39 |mobile.neitav.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 18
104. 153. 108. 155|Uited Sates 147.237.76. 147 |chinuch. aka.idf .il |Bad TCP sequence Inval i d ACK nunber noni t or 16
Sreamng Engine: TCP Invalid i i ssi
73.73.148.148 |Uited Qates 147. 237. 77. 216 |dover. i of . i1 9 =g Inval id segnent retransmssion. | 16
Ret ransnm ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i ssi
66.249.69.30  |lited Sates 147.237.76.86 |navy.idf.il 9 =g Invalid segnent retransmssion. | 15
Ret ransm ssi on Packet dropped.
104. 153. 108. 155Uhi ted Sates 147.237.76. 147 |chinuch. aka.i of .11 [Bad TCP sequence S:Z'J:tncrgnsm't wehdfferent fonitor |15
104. 153. 108. 155|Uni ted Sates 147. 237.76. 147 |chinuch. aka.i of i1 [Bad TCP sequence i’:l;:;ésnsm weh dfferent oy 14
104. 153. 108. 155Uhi ted Sates 147.237.76.39 |nubile.neitav.idf.i[Bad TOP sequence S:Z'J:tncrgnsm't wehdfferent foonitor |14
104. 153. 108. 155|Uni ted Sates 147.237.76.39 |mbile neitav.idf.i[Bad TOP sequence i’:l;:;ésnsm weh dfferent oy 12
104. 153. 108. 155|Uni ted Sates 147. 237. 76. 147 |chinuch. aka.i of .11 |SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |12
94.77.196. 82 Saudi Arabia 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 11
176. 58. 72. 52 g";'cisgi'géa” Territory 47, 237. 77. 216 |dover. i of . i SYN At t ack SYN -> SYNACK -> Timeout |monitor |8
104. 153. 108. 155|lhited Sates 147.237.76.39 |mobile.neitav.idf.i|SYN At ack SYN -> SYN-ACK -> Tineout |nonitor 8
46.133.60.186 |lkrai ne 147.237.77.233 |atal .idf.il drop First packet isn't SYN drop 8
104. 153. 108. 155|ni ted Sates 147. 237. 76. 147 |chi nuch. aka.i of .i1 |SYN At t ack SYN -> SYNACK -> Tineout |alert 7
184. 168. 192. 134|tnited Sates 147.237.77. 233 |atal i of .1l SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |6
85.94.76. 17 Qoatia 147.237.77.74 |lawidf.il drop SAMrul e drop 6
Sreamng Engine: TCP Invalid i i SSi
66.249.69.26  |Uited Sates 147.237.76.86 |navy.idf.il 9 =g Inval id segnent retransmssion. |, 6
Ret ransm ssi on Packet dropped.
ini i Veb Server Enforcenent i
176.58.72.52  |FASstinan Territoryl, \o 537 77 216 |dover. i df il _ Anonymous CoSer Denial - of rej ect 6
Ccecupi ed Violation Servi ce Tool
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
115.28.218. 121 |China 147.237.76. 147 |chinuch. aka.i of .11 [Bad TCP sequence izlureetncr:nsm't wWthdifferent ) ert 5
115.28.218.121 |China 147. 237.76. 147 |chinuch. aka.i of i1 [Bad TCP sequence i’c\:ur:r:é:mmt wehdifferent — |onitor |5
115. 28.218. 121 [China 147.237.76.39 |mobile.neitav.idf.i|Bad TCP sequence Invalid ACK nunber noni t or
115. 28. 218. 121 |Chi na 147.237.76. 147 |chinuch. aka.idf .i| |Bad TCP sequence Inval i d ACK nunber noni t or
Sreanmng Engine: TCP Invalid i i SSi
96.224.230.17 |United Sates 147. 237. 76. 200 |ei tan. aka.i of il 9 =g Invalid segnent retransmssion. g . 4
Ret ransm ssi on Packet dropped.
115.28. 218. 121 |China 147.237.76.39 |mubile. neitav.idf.i[Bad TCP sequence i’:ur:rt]é:nsm wehdifferent —fonitor 3
199. 30. 24.142 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
85.190. 155. 48 |Ger many 147.237.76.39 |mbile neitav.idf.i[Bad TCP sequence i’&ﬁfﬂégﬂsm wthdifferent | o itor |3
85.190.155.48  |Ger many 147. 237.76. 147 |chinuch. aka.i of i1 [Bad TCP sequence i’c\:ur:r:é:mmt wehdifferent — |onitor |3
85.190. 155. 48  [Ger many 147.237.76.39 |mobile.meitav.idf.i|Bad TCP sequence Invalid ACK nunber mnitor 3
Sreanming Engine: TCP Invalid i i ssi
66.249.76.108 |lnited Sates 147. 237. 72. 166 |aka i of . i | 9 =g Invalid segnent retransmssion. | 3
Ret ransnm ssi on Packet dropped.
. s ; Geo- 1 ocati on i nbound
106. 39. 60. 184  |China 147.237.77. 212 |e. dover.idf.il Ceo- | ocati on enf or cenent onf or coment drop 3
Sreanming Engine: TCP Invalid i i ssi
79.183.96.191 |Israel 147.237.77. 243 |nobile. i of . 9 =g Invalid segnent retransmssion. |, 3
Ret ransnm ssi on Packet dropped.
192. 249. 66. 247 |lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
85. 190. 155. 48  |Ger many 147.237.76.39 |nobile.neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 3
115. 28.218.121 |China 147.237.76. 147 |chinuch. aka.i df .i1 |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3
85.190. 155. 48 |Ger many 147. 237. 76. 147 |chi nuch. aka.i of .1 |SYN At t ack SYN -> SYN-ACK -> Timeout |monitor |3
115.28. 218. 121 |China 147.237.76.39 |mubile. neitav.idf.i[Bad TCP sequence i’:ur:rt]é:nsm weh different ) ert 3
85.190.155.48  [Ger many 147.237.76.39 |nubile. neitav.idf.i[Bad TCP sequence i’:ur:rﬁcr:mmt wehdfferent oy 2
85.190. 155. 48 |Ger nany 147.237.76. 147 |chinuch. aka.i df .1 [Bad TCP sequence i’:ﬁt‘éj‘sm wthdifferent 1 o 2
176.58.72.52 | estinian Tervitoryl, \z 57 77. 216 |dover. i df il Bad TCP sequence STNFACK retransmt with moni tor |2
Cccupi ed di fferent w ndow scal e
37.76.218. 213 glcisgi'géa” Territoryty 47, 237. 77. 176 |nat pash. i o . i1 drop First packet isnt SWN drop 2
144.76. 8. 132 Ger many 147.237.76. 31 |nakchal .idf.il drop SAMrul e drop 2
142.134. 20. 232 |Canada 147.237.76.39 |mobile.neitav.idf.i|SYN At ack SYN -> SYN-ACK -> Tineout |nonitor 2
85.190. 155. 48  |Ger nany 147.237.76. 147 |chinuch. aka.idf .i| |Bad TCP sequence Inval i d ACK nunber noni t or 2
178. 20. 231. 251 |Turkey 147.237.76.39 |mobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> RST alert 2
144.76. 8. 132 Ger many 147.237.77. 216 |dover.idf.il drop SAMrul e drop 2
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry ‘Target Address |Site Sgnature Action ‘Count
176. 58. 72. 52 gcisgi'g:ja” Territory, 1147, 237.77. 216 |dover.. i df . i | Post Request - Mssing Content Type from 176.58. 72. 52 Bl ock 245
2.53.128.151 [lIsrael 147.237.0.19 |nadi matal .idf.i||Suspicious Response Code Bl ock 40
157.55.39. 233 |lhited Sates 147.237.77.216|dover. i df . i | Unhaut hori zed URL Access to ww i df .il/1133-18537- he/ dover |B ock 1
66.249.76.70 |Israel 147. 237.72. 156 |anan. i df . i | Whaut hori zed LR Access to . B ock 1
wan anan. i df . i |/ appl e- app-si t e-associ ati on
94.249. 15. 134 [Jordan 147.237.77. 216 |dover.idf .il Uhaut hori zed URL Access to waw i df.il/894-ar Bl ock 1
; . . . .|Uhaut hori zed URL Access to
54.70.57.110 [Whited States 147.237.72. 167 i shurimaka. i df . if 2" o 757 67/ eb- consol ef ser ver i nf o.isp B ock 1
. . Unaut hori zed URL Access to
66.249.76.77 |[Israel 147.237.72. 166 |aka. i df . i | 147.237.72. 166/ si p st orage/ {1 es/ 9/ 69039. pf Bl ock 1
; . . . |Unaut hori zed Met hod HEAD for
98.138.223. 156 [Lhited Sates 147.237.76. 200 |ei tan. aka. idf . i1 [0 o idf i1/ 1103 8363 hel ei t an. aspx None 1
. . Unaut hori zed URL Access to
66. 249. 64.9 I srael 147.237.72. 166 |aka. i df . i | 147. 237.72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
185. 27. 106. 169 |l srael 147.237.77. 176 |mat pash. i df . i | PHP At enpt B ock 1
84.95.208.20 |[Israel 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 1
. . Unaut hori zed Met hod PCST for
99. 225, 105. 145 |Canada 147.237.72. 166 |aka. i df . i | ww aka i o i 1/gi yus/ general / def aul t . asp B ock 1
. ] Unaut hori zed URL Access to
66.249. 69. 102 |l srael 147.237.76.86 [navy.idf.il navy. i df . i1/ i yus/ f or und asp/ showf or um asp Bl ock 1
185. 27. 106. 169 |l srael 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat . idf.il/wp-1ogin. php Bl ock
84.108. 87.238 |lsrael 147.237.76.31 |nakchal .idf.il Dstributed PHP Attenpt B ock
108. 44.36.226 [Wited Sates 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to vww i df . il/894-en/idf gdover. aspx |B ock 1
. . Uhaut hori zed URL Access to
66.249.75.12 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 0/ 2370. | pg B ock 1
84.108. 87.238 |lsrael 147.237.76.31 |nakchal .idf.il Uhaut hori zed LRL Access to www nakhal .idf.il/wp-1ogin php |B ock 1
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