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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address

Signature Device Action Count
82.118. 233. 249 Bul gari a 147.237.76. 34 yohal an.idf.il B ack List drop 1
104. 238. 146. 238 Lhited Sates 147.237.76. 177 ncore.idf.il B ack List dr op 1
104. 238. 147.7 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il B ack List drop 1
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|Top Attackers In |D|

Attacker Address |Target Address At tacker

Gountry

Signature

i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
125.139. 48. 214 |147.237.8.24 Okfrea RepUDITC o fifestyle.idh. il Potential Sean or Brite ForZe 2
209.20.68.190 |[147.237.77.235|Wited Sates |svivaidf.il ET SCAN NVAP -sS w ndow 1024 1
185. 129. 148. 230[147. 237. 72. 166 |Latvi a aka.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 167. 6. 84 147.237.76.39 |Whited Sates |nobile nmeitav.idf.i|ET SCAN NMVAP -sS wi ndow 1024 1
185. 129. 148. 230(147. 237. 72. 167 |Latvia ishurimaka.idf.il [ET SCAN NMAP -sS wi ndow 1024 1
180.213.5.205 |147.237. 77. 234 |Chi na hal ag.idf.il ET SCAN NVAP -sS wi ndow 1024 1
125. 77. 28. 26 147.237. 77. 212 |Chi na e. dover.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237. 77. 176 |Net her | ands nat pash. i df . i | ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
31.171.244.115 |Swtzerland  [147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
84.229.22.14  |Israel 147.237.72. 166 |aka i of . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or
186. 204. 146. 78 |mrazil 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
sl SYNVACK retransmt with different .
84.229.22.14  |Israel 147. 237. 72. 166 |aka.i of .i | Bad TCP sequence wi ndow scal & nonitor |4
106. 39. 60. 187  |Chi na 147.237.77. 178 |e.matpash. i df .i | Geo- | ocati on enf or cenent Geo-1 ocation inbound enf or cenent |drop
84.229.22.14  |israel 147.237.72. 166 |aka. i of . i SYN Attack SYN -> SYN-ACK -> Ti meout alert
66.87.75.226  |Lhited Sates |147.237.76.147 |chinuch aka idf.il |Bad TCP sequence S:';J;:g:”sm wth dfferent alert 4
2.55.15. 76 I srael 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Ti neout alert 3
66.87.75.226  |Uhited Sates |147.237.76.39 |nobile neitav.icf.i[Bad TCP sequence i’(\q'l;eer:cr:”s““ vith different monitor |3
66.87.75.226  |United Sates |147.237.76.147 [chinuch.akaidf.il |Bad TCP sequence i’c\]ﬁee;cr;‘”s”“ wth different monitor (3
66. 87. 75. 226 Lhited Sates [147.237.76.39 [mobile.neitav.idf.i|Bad TCP sequence Inval i d AGK nunber noni t or
2.55.15.76 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
66. 87. 75. 226 Lhited Sates [147.237.76. 147 [chinuch.aka idf.il |Bad TCP sequence Invalid ACK nunber noni t or
108.251.80.98 |United Sates [147.237.76.39 |nubile. neitav.idf.i|Bad TCP sequence i’(\q'l;eer:cr:”s““ wth dfferent al ert 3
2.55.15.76 I srael 147.237.76. 42 |refuah.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout alert 3
Sreamng Engine: TCP Invalid i i ssi
66.249. 64.166 |Uited Sates |147.237. 77. 243 |nobile.iof i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransm ssi on Packet dropped.
2.565.15.76 I srael 147. 237.77. 216 |dover. i of .| Bad TCP sequence SINAK retransmt with different | oo |3
wi ndow scal e
66.87.75.226  |United Sates [147.237.76. 147 |chinuch.aka idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout alert 3
108.251.80.98 |United Sates [147.237.76.39 |nubile. neitav.idf.i|Bad TCP sequence f:';Jee;Cr:”S““ wth dfferent moni tor (3
2.55.15.76 I srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
Sreamng Engine: TCP Invalid i i ssi
79.183.96.191 |l srael 147.237.77. 243 |nubi le.i o . i1 9 =g Invalid segnent retransmssion. g 3
Ret ransm ssi on Packet dropped.
66.87.75.226  |United Sates [147.237.76.39 |nobile neitav.idf.i{SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
66.87.75.226  |United Sates [147.237.76. 147 |chinuch.aka. idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
o SYNVACK retransmt with different .
2.55.15.76 I srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence wi ndow scal e monitor |3
66.87.75.226  |lhited Sates [147.237.76.39 [nwbile meitav.icf.i|Bad TOP sequence iz'l;eetncr:”sn“ wth dfferent alert 3
108.251.80.98 |United Sates [147.237.76.147 [chinuch aka.idf.il |Bad TCP sequence f:';Jee;Cr:”S““ wth dfferent alert 3
37.187.169.73 |France 147. 237.76. 147 |chinuch. aka.i of i1 [Bad TCP sequence iz'l;eetncr:”sn“ wth different aert 2
Sreamng Engine: TCP Invalid i i ssi
98.253.26.175 |Wited Sates |147.237.77.216 |dover.idf.il 9 =g Invalid segnent retransmssion. g 2
Ret r ansnm ssi on Packet dr opped.
2.53.15.92 I sr ael 147. 237. 72. 166 |aka.i of . i | SYN Attack SYN -> SYN-ACK -> RST nonitor |2
198.251.80.98 |United Sates [147.237.76. 147 |chinuch aka idf.il |Bad TCP sequence i’(\q'l;eer:cr:”s““ vith different monitor |2
37.187.169.73 |France 147.237.76.39 |mbile neitav.idf.i[Bad TOP sequence E‘Z’:Jeeécrsnsm” wth different dert 2
37.187.169.73 [France 147.237.76. 147 |chinuch. aka.i of .11 [Bad TCP sequence i’(\q‘l:eer:cr:ns”“ vith different moni tor |2
66.87.75.226  |United Sates [147.237.76.39 |nobile neitav.idf.i{SYN Attack SYN -> SYN-ACK -> Ti meout alert 2
37.187.169.73 |France 147.237.76.39 |nubile. neitav.idf.i[Bad TOP sequence i’;'l:eer:ésnsm't vith different moni tor |2
109. 253. 198. 1331 srael 147.237.72. 166 |aka i of . i | SYN At t ack SYN -> SYN-ACK -> RST monitor |2
212.179. 223. 134l srael 147. 237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 2
198.251.80.98 [lhited Sates [147.237.76.39 |nobile. neitav.idf.i|Bad TCP sequence Inval i d AGK nunber noni t or 2
109. 253. 212. 44 |l srael 147.237.72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 2
198.251.80.98 |[lhited Sates [147.237.76. 147 |chinuch.aka.idf.il |Bad TCP sequence Invalid ACK nunber noni t or 2
176.13.7.39 | srael 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 2
37.187.169.73 |France 147.237.76.39 |mobile.neitav.idf.i|Bad TCP sequence Inval i d ACK nunber noni t or 2
37.187.169.73 |France 147.237.76.39 |mobile.meitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 2
106. 39. 60. 189  |Chi na 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
198. 251. 80. 98 Lhited Sates [147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
172.247.85.204 [lhited Sates [147.237.0.33 |idf.il dr op drop 1
5. 255. 90. 133 Net her | ands 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
109. 253. 192. 109|l srael 147.237. 72. 156 |anan.i df . il dr op First packet isn't SN drop 1
172. 247.86.207 |thited Sates [147.237.0.200 |rdu.idf.il dr op drop 1
23.248.234.25 |lLhited Sates [147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
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At acker

Devi ce

ount ry ‘Target Address |Site Sgnature Action ‘Count

80. 246. 137. 167 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code Bl ock

213.8.204.51 |[Israel 147.237.0.19 |nadimatal.idf.i|Dstributed Suspicious Response Code Bl ock

31.154.81.0 I srael 147.237.72. 166 [aka. i df . i | PHP Att enpt Bl ock

213.57.15.82 [Israel 147.237.72. 166 |aka. i df . i | mn:k";'?i gf'rﬁ';er:;;/ gi—y\ﬂsﬁ’gﬁ E@\E’:)??YPTED 'n None 1
66. 249. 69. 229 |lIsrael 147.237.77. 216 |dover.idf . il Ml tipl e Unaut hori zed URL Access from 66. 249. 69. 229 Bl ock 1
68.180.231.57 |lhited Sates [147.237.77.216|dover.idf.il Paranet er Type Mol ati on PageNumin waw i df . i|/1806- he/ dover . aspx Bl ock 1
31.154.81.0 | srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to waw aka.idf.il/xmrpc. php Bl ock 1
213.57.15.82 |lIsrael 147.237.72. 166 [aka. i df . i | Unknown Parangt er ctl 00$ct | 00$t xt Search in v aka. i df.il/main/giyus/  |None 1
66.249. 75. 4 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 1/3261.j pg [B ock 1
31.154.81.0 | srael 147.237.76.42 |refuah.idf.il Dstributed PHP At enpt Bl ock 1
213. 151. 35. 220 | srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method POST for aka.idf.il/giyus/ Bl ock 1
66.249. 75. 8 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ si p_storage/ fil es/ 4/ 2764. pg |B ock 1
157.85.39. 20 Uited Sates |147.237.77.234|hal ag. i df . i Vmﬂt:;rslt?i: la?él .AiC((i:f?SiT/tthpl at es/ shar ed/ user cont r ol s/ pronot i oncube/ Bl ock !
31.154.81.0 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to ww refua. atal .idf.il/xnrpc. php Bl ock 1
66.249.75.12 |Israel 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76.42/sip_storage/ fil es/ 1/ 3481. j pg |B ock 1
66. 249. 69. 224 [l srael 147.237.77. 216 |dover . i df . i | Mul tipl e Unaut horized URL Access from 66. 249. 69. 224 Bl ock 1
66.249.76.75 |[Israel 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1

09-25-2016-02:04:00

to 09-25-2016-03:04:00




