09-25-2016-01:05:44 to 09-25-2016-02:05:44

@
1"PT SwNn L)

Ov IDF Under Attack

www.gov.il Da.||y RepOrt

[Top Targets |

M dover.idf.il

M chinuch. aka. i df . i
M nobile.neitav.idf.i
M aka.idf.il

Number M nat pash. i df . i |
thcks B nadi matal i df.il
[Meitan. aka.idf.il
M atal.idf.il
nobi | i df .|
M refuah. idf.il

Top Tar get

[Top Attackers |

160+

120
Il 198. 251. 80. 98
46.19. 85. 118
80 I 91. 134. 203. 150
31.171. 244. 115
Nugber Il 385. 64. 39. 237
At t acks 404 M 46. 19. 86. 161

[ 79.177.173. 219

W 79. 180. 254. 74
179. 43. 168. 54

W 37.237.194. 116

S . > >
WO & O N > & A> o S .
2 N : &> A S 2 A
o AY . : o3
P o ¢ R S o 2 D v
N &> o> 2 A

Top Attackers



09-25-2016-01:05:44 to 09-25-2016-02:05:44

|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address | site |Signature  |Device Action  |Count |
109. 236. 86. 32 Net her | ands 147.237.76. 31 nakchal .idf.il B ack Li st drop 1
82.118. 233. 249 Bul gari a 147.237.76. 86 navy.idf.il B ack List dr op 1
185.94.111.1 Russi an Federation 147.237.76. 198 e.yohal an.i df.il B ack List drop 1
82.118. 233. 249 Bul gari a 147.237. 76. 196 e.sviva.idf.il B ack Li st dr op 1
82.118. 233. 249 Bul gari a 147. 237. 76. 202 e.halag.idf.il B ack Li st drop 1
31.204. 128. 22 Net her | ands 147.237. 76. 148 gocenter. aka.idf.il B ack Li st drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action
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|Top Attackers In |D|

‘ Target Address

A tacker

Signature

Count ry
i ET SCAN Behavi or ual ly fast inbound Tel net Connecti ons,
62.152.83.12 |147.237.0.19 |SSIan nadi matal .idf.il ) Behavi oral Lhusual ly 2
Federati on Potential Scan or Brute Force
209.95.50.84 |147.237.8.46 |lnited Sates e.chinuch.idf.il ET SCAN Potential SSH Scan 1
180. 213.5.205 |[147.237. 76. 148 |Chi na gacenter. aka idf.il [ET SCAN Potential WNC Scan 5900- 5920 1
116.77.72.71  |147.237.76.39 |China mobi | e. neitav.idf.i|ET SCAN Potential SSH Scan 1
, L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
91. 234, 226. 105 [147.237.0.35 |Wkraine akaws. i df i | ) 1
Potential Scan or Brute Force
_ L ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,
83.103.175.25 [147.237.77.19 |Romania | awforumidf. il ) 1
Potential Scan or Brute Force
66.249. 69. 228 [147.237.77.216 [Uhited Sates  |dover.idf.il ET SCAN NVAP -sA (2) 1
49, 205. 132. 204 |147 237 76. 148 i i 2 enter. akaLid il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
T T gae ' " |Potential Scan or Brute Force
180. 213.5.205 |[147.237. 76. 197 |Chi na e. hinush. i df . il ET SCAN Potential VNC Scan 5900- 5920 1
139. 162. 187. 89 |147. 237. 76. 198 [Lhited Sates eyohalan.idf.il [ET SCAN NMAP -sS w ndow 1024 1
116.77.72.71  |147.237.76.30 |Chi na hi nush. i df . i | ET SCAN Potential SSH Scan 1
. N .. |ET SCAN Behavi oral Lhusual |y fast inbound Tel net Connecti ons,
86. 122. 146. 180 |147. 237. 72. 167 |Ronani a i shurimaka.idf.il . 1
Potential Scan or Brute Force
L ET DC5 Large anount of TCP ZeroWndow - Possible Niller2 DDos
80. 246. 133. 101 [147. 237. 77. 233 |I srael atal.idf.il 1
attack
5.15.194.115 [147.237.76. 199 |Ronani a e.nakchal .idf.il [ET SCAN NMAP -sS w ndow 1024 1




09-25-2016-01:05:44 to 09-25-2016-02:05:44

|Top Attackers In FW |

‘Attacker Qountry |Target Address |Ste Signature
46.19.85.118 |[Israel 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 24
31.171. 244,115 |Saitzerl and 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 24
Sreaming Engine: TGP Invalid i i sSi
85.64.39.237 |Israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. |, 24
Ret ransni ssi on Packet dropped.
46.19.85.118 [Israel 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 22
198. 251.80. 98 |[Lhited Sates 147.237.76.39 |nobile.meitav.idf.i|Bad TCP sequence Invalid ACK nunber noni t or 22
46.19.85.118  [lsrael 147.237.77. 176 |nat pash. i df . | Bad TCP sequence I'nval i d ACK nunber nonitor |20
198.251.80.98 |[Lhited Sates 147.237.76. 147 |chinuch. aka.idf .il |Bad TCP sequence Inval i d ACK nunber noni t or 20
198.251.80.98 |Wnited Sates  [147.237.76.39 |nobile neitav.idf.i|Bad TCP sequence i:';Jeetnézns"“t wth different moni tor |19
198.251.80.98 |Wiited Sates  [147.237. 76. 147 |chinuch.aka i of .11 [Bad TCP sequence SSZZ'J:;:“S"“ wth dfferent moni tor |19
198.251.80.98 |Wnited Sates  [147.237.76.39 |nobile neitav.idf.i|Bad TOP sequence i:';Jeetnézns"“t wth different aert 18
198.251.80.98 |Wiited Sates  [147.237. 76. 147 |chinuch.aka i of .11 [Bad TCP sequence SSZZ'J:;:“S"“ wth dfferent dert 18
198. 251.80.98 [Lhited Sates 147.237.76.39 |mobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 15
46.19.85.118  |[lsrael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d ACK nunber aert 15
198.251.80.98 |Lhited Sates 147.237.76. 147 |chinuch. aka. i df .i| |SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |13
37.237.194. 116 |Iraq 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12
198.251.80.98 [Lhited Sates 147. 237. 76. 147 [chinuch. aka. i df .i| |SYN At t ack SYN -> SYN-ACK -> Ti meout alert
198.251.80.98 |Lhited Sates 147.237.76.39 |mobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti neout alert
91. 134. 203. 150 |Rul gari a 147.237.76.39 |mbile neitav.idf.i[Bad TOP sequence i:';Jeetné:nsmt With different al ert 7
91. 134. 203. 150 |Bul gari a 147.237.76.39 |nubile.neitav.idf.i[Bad TCP sequence SSZZ'J:;:“S"“ wth dfferent moni tor |7
45.59,183. 112 'J" by""i”rip;;b 147. 237. 77. 216 |dover. i df . i1 SYN At t ack SYN -> SYN-ACK -> RST moni tor |7
46.19.86.161 |lIsrael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber alert 6
91. 134. 203. 150 |Rul gari a 147.237.76. 147 |chinuch. aka.i df .1 [Bad TCP sequence izll;eetncrgnsmt wWith different alert 6
79. 180. 254. 74 |l srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or
46.19. 86. 161 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
91. 134. 203. 150 |Rul gari a 147. 237.76. 147 |chinuch. aka.i df .i1 [Bad TCP sequence i:';ureetné:nsmt With different monitor |6
79.180. 254. 74 |l srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST moni t or 6
. o . Geo-1 ocati on i nbound
106. 39. 60. 189 |Chi na 147.237.77. 121 |e.navy. i df .i | Geo-l ocati on enf or cenent enf or cement drop 6
91. 134. 203. 150 |Bul gari a 147.237.76. 147 |chinuch. aka.idf .il |Bad TCP sequence Inval i d ACK nunber noni t or 6
Sreamng Engine: TCP Invalid i i ssi
31.154.49. 161 |Israel 147.237.77. 243 |nubi | e.i df .i 9 =g Invalid segnent retransmssion. |, o 6
Ret r ansni ssi on Packet dr opped.
91. 134. 203. 150 |Bul garia 147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout moni t or 6
91. 134. 203. 150 |Rul gari a 147.237. 76. 147 |chinuch. aka. i df .i| |SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |6
79.180. 254. 74 |l srael 147.237.72. 166 |aka. i df .il drop First packet isn't SN drop 6
91. 134. 203. 150 |Bul gari a 147.237.76.39 |nobile.neitav.idf.i|Bad TCP sequence Inval i d ACK nunber moni t or 5
84.229.22.14 |Israel 147. 237. 72. 166 |aka.i df . | SYN Att ack SYN -> SYN-ACK -> Ti neout nonitor |5
91. 134. 203. 150 |Bul gari a 147.237.76.39 [nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti meout alert 5
91. 134. 203. 150 |Rul gari a 147. 237. 76. 147 [chinuch. aka. i df .i| |SYN At t ack SYN -> SYN-ACK -> Ti meout alert 5
46.19.86.161 [lIsrael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber nonitor |5
212.143. 142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
2.53.3.238 | srael 147.237.72. 167 |ishurimaka.idf.il |SYN Attack SYN -> SYN-ACK -> RST noni t or 5
46.19.86.161 [lIsrael 147.237.77. 233 |atal .idf.i| Bad TCP sequence I'nval i d ACK nunber alert 4
. . SYNWACKK retransmt with .
84.229.22.14 |Israel 147.237.72. 166 |aka. i df .i | Bad TCP sequence differert vi ndow scal e nonitor |4
80. 246. 133. 101 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber monitor |3
66.102. 9. 149 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
2.53.50.5 | srael 147.237.72. 156 |anan.i df . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
46.19. 86. 25 I srael 147.237.76. 42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
Sreamng Engine: TCP Invalid i i ssi
79.183.96.191 |Israel 147. 237.77. 243 |mubi l e. i f . i1 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TGP Invalid i i sSi
79.179.50. 162 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
. . SYNretransmt wth different .
109. 65. 187. 87 |l srael 147.237.77.233|atal .idf.il Bad TCP sequence wi ndow scal e noni t or 3
Sreaming Engine: TGP Invalid i i sSi
46.19.86.116 |l srael 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segnent retransmssion. |, 3
Ret ransni ssi on Packet dropped.
179. 43.168.54 |Swtzerl and 147.237.76. 147 |chinuch. aka. i df .i| |SYN At t ack SYN -> SYN-ACK -> RST alert 3
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |Site S gnature Action ‘Count

79.177.173. 219 |l srael 147.237.0.19 |madimatal .idf.i|Dstributed Suspicious Response Gode B ock 21
66. 249. 69. 224 |Israel 147.237.77. 216 |dover . i df .i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 69. 224 B ock

46.19. 85. 47 I srael 147.237.0.19 |madi matal .idf.i|Dstributed Suspicious Response Qode B ock
82.12.195. 33 E?i;;gom 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for waw aka. i df . il/nai n/kapat z/ B ock 2
2.53.151.100 |[Israel 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
157.55.39. 217 |Uited Sates |147.237.0.34 |tikshuv.idf.il |Dstributed Unauthorized URL Access on wwwu tikshuv.idf.il/captcha. ashx [Bl ock 1
66. 249. 69. 233 |l srael 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to www i df.il/.well-knowy asset!inks.json Bl ock 1
31.154.81.69 |[Israel 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to waw refua. atal .idf.il/xnrpc. php B ock 1
79.179.50. 162 |Israel 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Qode B ock 1
66. 249. 66. 242 |Israel 147.237.77.74 |lawidf.il \;Pjrwa'ﬁzri ;yflylﬂgégggﬁchh;e;;i‘ ';spx B ock 1
31.154.49. 161 |[Israel 147.237.77.243|nobi | e. i df . i | O stributed Suspicious Response Code B ock 1
166. 216. 157. 75 |Lited Sates |147.237.72. 166 |aka. i df . i | \z\:\f;li(:.uit;q ilf}a:;ihn(jrr:oii‘/j d“e'?;:??.;;’;)(mom R on B ock 1
66. 249. 75. 4 | srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
40.142.24.150 |whited Sates [147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ i ndex. php B ock 1
31.154.81.0 | srael 147.237.76. 42 |refuah.idf.il Dstributed PHP Attenpt B ock 1
207.46.13.156 [Wiited Sates [147.237.0.34 |tikshuv.idf.il |Wauthorized URL Access to wwutikshuv.idf.il/captcha. ashx B ock 1
66.249.75.32  |[Israel 147.237.77. 216 |dover . i df .i | e e e e ot adover . aspx Bl ock 1
85. 64. 243. 143 |Israel 147.237.77. 216 |dover . i df .i | Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
66. 249. 69. 229 |l srael 147.237.77. 216 |dover . i df .i | Ml tipl e Unaut hori zed URL Access from 66. 249. 69. 229 B ock 1
31.154.81.0 I srael 147.237.76.42 |refuah.idf.il Lhaut hori zed LRL Access to waw refua. atal .idf.il/xnrpc. php Bl ock 1
77.237.138. 202 [Czech Republic |147.237. 77. 170 |maar achot . i df . i | [Whaut hori zed Met hod HEAD for / B ock 1
54, 162.124. 221 |Wited Sates |147.237.72.156 |anan. i df.i | Unaut hori zed Method HEAD for 147.237.72. 156/ B ock 1
109. 65. 187. 87 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134- he/ at al . aspx Bl ock 1
66. 249. 69. 229 |Israel 147.237.77. 216 dover i df .i| [ B Izﬁieﬁkﬁf;ﬁfzp;fe_ app-si t o associ i on Bl ock 1
31.154.81.69 |Israel 147.237.76.42 |refuah.idf.il PHP At t enpt B ock
66.249.66.18 |lsrael 147.237.77. 170 |maar achot . i df . i | |Uhaut hori zed LRL Access to maarachot.idf.il/pdf/files/1/112981. pdf Bl ock 1
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