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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action
185.94.111. 1 Russi an Federati on 147.237.76. 201 e atal.idf.il |Back List drop 1




09-24-2016-23:04:01 to 09-25-2016-00:04:01

|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnat ure Devi ce Action |Oount
142. 54. 184. 90 Lhited Sates 147.237.77. 216 dover.idf.il |ClL000074: HITP. najestic bot Per mit 2
49.73.132.31 Chi na 147. 237. 72. 156 aman.idf.il |2226: Backdoor: TCP Wndow Si ze 55808 Troj an Bl ock 1
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|Top Attackers In |D|

Target Address

A tacker

Signature

Count ry
202.112. 38. 190 |147.237.0.19 |China nedi matal .idf.il GPL SCAN nmap TCP 2
116.77.72.71  |147.237.76.42 |hina refuah.idf.il ET SCAN Potential SSH Scan 1
103. 56. 164. 194 |147. 237.8.27 |V etnam e madimatal .idf.il ET SCAN NVAP -sS wi ndow 2048 1
218.103. 242. 29 |147. 237. 77. 234 |Hong Kong hal ag.idf.il ET SCAN Potential SSH Scan 1
80. 246. 130. 187 |147. 237. 77. 226 |l srael wan chamat z. aka. i df . i | ET DCB Large amount of TGP ZeroWndow - Possible N ller2 1
DDos attack
218.103. 242. 29 |147. 237.77. 226 |Hong Kong  |wwn chanatz. aka.idf.il |ET SCAN Potenti al SSH Scan 1
61. 147. 247. 161 [147.237.0.34 [China tikshuv.idf.il ET SCAN Potential SSH Scan 1
218.103. 242. 29 |147. 237.77. 212 |[Hong Kong  |e.dover.idf.il ET SCAN Potential SSH Scan 1
37.26.147.185 |147.237.77.216 |l srael dover.idf.il portscan: TCP DO stributed Portscan 1
218.103. 242. 29 |147. 237. 77. 170 |Hong Kong naar achot . i df .i | ET SCAN Potential SSH Scan 1
192. 223. 72. 100 |147.237.76.86 |Bolivia navy.idf.il ET DRCP Spamhaus DRCP Listed Traffic | nbound 1
125. 64. 94. 206 |147.237.77. 216 |Chi na dover.idf.il GPL WEB_SERVER WEB- M SC JBoss web- consol e access 1
116.77.72.71  |147.237.76.86 [China navy.idf.il ET SCAN Potential SSH Scan 1
103. 56. 164. 194 |147. 237.8.27 |V etnam e madimatal .idf.il ET SCAN NMAP -sS wi ndow 4096 1
103. 56. 164. 194 147.237.8.27 |V et nam e madimatal .idf.il ET SCAN NVAP -f -sS 1
218.103. 242. 29 |147. 237. 77. 227 |Hong Kong e hanaz. i df.il ET SCAN Potential SSH Scan 1
66.102.9.157 [147.237.77.233|Uited Sates [atal.idf.il ET SCAN NVAP -sA (2) 1
218.103. 242. 29 |147. 237. 77. 216 |Hong Kong dover.idf.il ET SCAN Potential SSH Scan 1
41.215.36.46 |147.237.76.34 |Kenya yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
218.103. 242. 29 |147. 237.77. 179 |Hong Kong  |e.nazi.idf.il ET SCAN Potential SSH Scan 1
177 43. 168, 115 |147. 237 76. 200 & azi | citan akaLid il ET SCAN Behavi oral Uhusual Iy fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
116.77.72.71  |147.237.76. 147 |thi na chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1




09-24-2016-23:04:01 to 09-25-2016-00:04:01

|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry Target Address |Ste Signature Action ‘Count
80. 246. 130. 102 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence SN retransmt wth different monitor 121
w ndow scal e

Sreanming Engine: TCP Invalid i i ssi

109. 67. 143.58  |Israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =9 nvalid segnent retransmssi on. drop 30
Ret r ansni ssi on Packet dropped.

85.190. 155. 48  |Ger many 147. 237. 76. 147 |chinuch. aka. i df .i| |SYN At t ack SYN -> SYN-ACK -> Ti meout alert 17

198.251.80.98 |[lhited Sates |147.237.76. 147 [chinuch.aka idf.il |Bad TCP sequence Inval i d AGK nunber noni t or 17

85. 190. 155. 48  |Ger many 147.237.76. 147 |chinuch. aka.idf.i1 |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 16

85.190.155.48  [Ger many 147.237.76. 147 |chinuch. aka. i df .l [Bad TCP sequence iz'l;eetncr:”smt wth dfferent dert 16

108.251.80.98 |United Sates |147. 237.76. 147 |chinuch. aka i f il |Bad TCP sequence S:';Jeeécr:m““ wth dfferent alert 16
Sreaning Engine: TCP Invalid i i SSi

193.6.136.45  |Hungary 147. 237. 76. 200 |ei tan. aka. i df . i | 9 =g nval i d segnent retransmssi on. drop 16
Ret r ansni ssi on Packet dropped.

85.190. 155. 48 |Ger many 147. 237.76. 147 |chinuch. aka i df i1 [Bad TCP sequence SZ';J:;;:'WM With different monitor |15

46. 19. 85. 173 I sr ael 147.237.77. 233 |atal .idf il Bad TCP sequence I'nval i d ACK nunber alert 14

46.19. 85. 173 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence Inval i d AGK nunber noni t or 14

198.251.80.98 |United States [147.237.76.147 |chinuch. aka.idf.il |Bad TCP sequence iZ'Jeert]é:”S”“t wth dfferent moni tor (14
Sreaning Engine: TCP Invalid i i ssi

79.180.19.205 | srael 147.237.76.31 |nakchal .idf.il 9 =9 Invalid segnent retransmssion. 14
Ret r ansni ssi on Packet dropped.

46. 19. 85. 163 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 13

reanmn ine: TCP Invali i i ssi

46.19. 86. 75 I'srael 147. 237. 77. 243 |nobi l e.i df . i1 Streaning Engi ne: TCP Invalid finvalid segnent retransnissi on. drop 12
Ret r ansni ssi on Packet dropped.

85.190. 155. 48  |Ger many 147.237.76. 147 |chinuch. aka.idf .il |Bad TCP sequence Inval i d ACK nunber noni t or 12

46. 19. 85. 173 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 10

46.19.85. 173 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence I'nval i d AGK nunber aert 10

46. 19. 86. 42 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or

198.251.80.98 |[lnited Sates [147.237.76. 147 |chinuch. aka.idf.il |[SYN Attack SYN -> SYN-ACK -> Ti meout noni t or
Sreaning Engine: TCP Invalid i i ssi

85.64.39.237  |israel 147. 237. 76. 200 |ei tan. aka.i of . i1 9 =9 Invalid segnent retransmssion. 8
Ret r ansni ssi on Packet dropped.

5.231.197.13 Ger many 147.237.76. 147 |chinuch. aka.idf.i1 |SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8

reanmn ine: TCP Invali i i ssi

46.19.85.158  |israel 147.237.77. 243 |nobil e, i df . i1 Streaning Engi ne: TCP Invalid invalid segnent retransnission. | 6
Ret r ansni ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i ssi

79.178.35.69  |Israel 147.237. 77. 243 |robi 1 e. i of . i | 9 =9 Invalid segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dropped.

141. 226. 218. 33 |l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4

2.53.168. 50 I sr ael 147. 237. 72. 156 |anan. i df . | SYN Att ack SYN -> SYN-ACK -> RST nonitor |4

173.73.207. 159 |thited Sates [147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST nonitor |4

85. 190. 155. 48  |Ger many 147.237.76.39 |nobile neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout alert 4
Sreaming Engine: TQP Invalid i i ssi

87.69.244.43  |israel 147. 237. 76. 200 |ei tan. aka. i of . i | 9 =g Invalid segnent retransmssion. drop 4
Ret ransni ssi on Packet dropped.

85.190. 155. 48  |Ger many 147.237.76.39 |nobile neitav.idf.i|SYN At tack SYN -> SYN-ACK -> Ti meout nonitor |4

66. 102. 9. 147 Lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop
Sreaning Engine: TCP Invalid

109. 66. 129. 137 |l srael 147.237. 77. 216 |dover.idf.il 9 9 Inval i d checksum Packet dropped. |[drop 3
Checksum
Sreaning Engine: TCP Invalid i i ssi

87.70.37.150  |Israel 147.237.77. 243 |nobi 1 e.i o i 9 =9 Invalid segnent retransmssion. 3
Ret r ansni ssi on Packet dropped.

198.251.80.98 |[lhited Sates [147.237.76. 147 |chinuch. aka.idf.il |[SYN Att ack SYN -> SYN-ACK -> Ti meout alert 3

85.190. 155. 48  |Ger nany 147.237.76.39 |nubile.neitav.idf.i{Bad TOP sequence f:’;'l:eetné:m”“ vith different alert 3
Sreaming Engine: TGP Invalid i i ssi

79.183.96.191 |Israel 147. 237.77. 243 |robile. i f .| 9 =g Invalid segnent retransmssion. drop 3
Ret ransni ssi on Packet dropped.

212.179.194. 192|l srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3

85.190. 155. 48 |Ger many 147.237.76.39 |mubile neitav.idf.i(Bad TOP sequence SZ';J:;;:”S”“ With different monitor |3

46. 19. 86. 126 I sr ael 147. 237. 77. 216 |dover. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or

212.179. 194. 192l srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d AGK nunber noni t or

46.19.86.163 | srael 147.237. 72. 156 |anan. i f . i1 Bad TCP sequence SINAK retransmt with different |op; o 3

w ndow scal e

2.53.169. 234 I sr ael 147. 237. 77. 216 |dover. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or

212.179. 194. 192|1 srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or
Sreaning Engine: TCP Invalid i i Ssi

46.19.85.118  |israel 147.237.77. 243 |nobil e, i df . i1 9 =g Invalid segnent retransmssion. 3
Ret ransni ssi on Packet dropped.

198.251.80.98 |[Lhited States |147.237.76.39 |mobile.neitav.idf.i|Bad TCP sequence Inval i d AGK nunber noni t or

37.26.146.147 |lIsrael 147.237.72. 166 [aka i df . i | Bad TCP sequence I'nval i d AGK nunber aert
Sreaning Engine: TCP Invalid i i sSi

46.117.194. 236 |l srael 147. 237.77. 243 |nobi L e.i df .| 9 =g nval i d segnent retransmssi on. drop 2
Ret r ansni ssi on Packet dropped.

37.26.146.202 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence alert

185. 32. 179. 211 |l srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or
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|Top Attackers In V\AF|

At acker

Devi ce

Count ry ‘Target Address |Site Sgnature Action ‘Count
46. 19. 85. 46 | srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code Bl ock 168
84.108. 232. 159 [l srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 68
46.19.85.126 |[Israel 147.237.0.19 |madimatal .idf.il |[Dstributed Suspicious Response Code Bl ock 39
84. 109. 235. 191 |l srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 84.109.235.191 |B ock 9
125. 64. 94. 206 |Chi na 147.237.77. 216 |dover . i df . i | Mil ti pl e Unaut horized URL Access from 125. 64. 94. 206 B ock 4
46.19.85.118 |lIsrael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed LRL Access to nobile.idf.il/nilluinindex B ock 3
176.13.18.53 |[Israel 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code Bl ock 3
46. 19. 86. 61 I srael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 3
77.139.17.180 |France 147.237.72. 166 |aka. i df . i | Unhaut hori zed Met hod POST for waw aka. i df .il/mai n/ sachar B ock 3
176. 13. 229. 237 [l srael 147.237.0.19 |nadimatal .idf.il |[Ostributed Suspicious Response Code Bl ock 2
84.95.135. 209 |[lsrael 147.237.77. 216 |dover . i df . i | Paraneter Type M ol ation aspxerrorpath in waidf.il/error.htm B ock 2
46.19.86.75 I srael 147.237.77.243|nobi | e.i df . i | O stributed Suspicious Response Code Bl ock 2
176.228.34.6  |[lsrael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 2
37.26.146. 133 |[lsrael 147.237.0.19 |nadimatal .idf.il |[Dstributed Suspicious Response Code B ock 2
79.178.35.69 |Israel 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/i ndex B ock 2
66. 249. 66. 131 |Israel 147.237.77.74 [lawidf.il Unaut hori zed URL Access to waw nag. i df.il/993/ pat zar. aspx B ock 1
92.222.85.77 |France 147.237.77. 176 [nat pash. i df . i | Unaut hor i zed HTTP Met hod B ock 1
42.96.149.69 [China 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to ww i df . il /wp-1ogin. php Bl ock 1
66.249.76.126 |Israel 147.237.76.31 |nakchal .idf.il Uhaut hori zed URL Access to www nakhal . i df.il/nobil e/ B ock 1
125. 64. 94. 206 |Chi na 147.237.77. 216 |dover . i df . i | Adnin Bl ocki ng B ock 1
79.178.35.69 |Israel 147.237.77.243|nobi [ e.i df . i | O stributed Suspicious Response Code Bl ock 1
66. 249. 66. 235 |l srael 147.237.77. 176 |nat pash. i df . i | Uhaut hori zed URL Access to ww cogat . i df.il/n B ock 1
92.222.85.77 |France 147.237.77. 176 [nat pash. i df . i | Unhaut hor i zed Met hod GPTIONS for / B ock 1
77.138.76.247 |France 147.237.72. 166 [aka. i df . i | Unaut hor i zed Met hod POST for ww aka. i df.il/nai n/ kapat z/ Bl ock 1
46. 120. 239. 118 |l srael 147.237.77.216|dover.i df .i | Dstributed Lhaut horized URL Access on waidf.il/https:/wwidf.il/ |B ock 1
84.109. 235. 191 [l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method HEAD for aka.idf.il/main/giyus/login. aspx B ock 1
66.249.75.4  [Israel 147.237.76.42 |refuah.idf.il e e ot etuah aspx Bl ock 1
100.13.130.4 |Lhited Sates |147.237.76.39 lmeI le.nei tay. idf. Unhaut hori zed URL Access to 147. 237.76. 39/ i ndex. php B ock 1
84. 108. 232. 159 |l srael 147.237.0.19 |madimatal .idf.il [Miltiple Untraceabl e SSL Sessions from 84.108.232. 159 ((pen Mde) |None 1
77.138.131.20 |France 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed Method for Known URL from 77.138.131. 20 Bl ock 1
46.121. 145. 214 I srael 147.237.72. 166 |aka. i df . i | \;Twa;faezw@?f,ﬂ{}/\gagh?ﬁlgiis:rmoanard”egi ster. aspx None 1
125. 64. 94. 206 |Chi na 147.237.77. 216 |dover . i df . i | Lhaut hori zed URL Access to wan idf.il/test_404 page/ B ock 1
85.64.24.221 |Israel 147. 237. 72. 166 |aka. i df . i | mngr; ipgfr.a}wf;i n"’/lzrinyiu';/ yahash2017/ | abby. s None 1
40.77.167.41 |wnited Sates [147.237.72.166|aka.idf .il Unhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1
79. 179. 190. 143 |l srael 147.237.77.216|dover.i df .i | Dstributed Lhaut hori zed URL Access on waw idf.il/https:/wwidf.il/ |B ock 1
66.249.75.8  |Israel 147.237.76.42 |refuah.idf.il ﬂ?}’;g;’_r;é_efy?p fsctcoers;get/cf’i s/ 01 2400, pg Bl ock 1
103. 244. 14. 50 |Bangl adesh 147.237.77.216|dover . i df .i | Lhaut hori zed URL Access to waw idf.il/sip storagel/files/2/4912.png |B ock 1
84. 108. 232. 159 |I srael 147.237.0.19 |nadimatal .idf.il [SSL Untraceabl e Gonnection - Cpen Mde None 1
77.138.131.20 |France 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for wwu aka. i df.il/ishuriniexanpcert/ Bl ock 1
66.102.9.8  |United Sates |147.237.72. 166|aka. i df il Dstr buted taunor zed d'\e‘:;:f?.;‘s’;xm‘m R on Bl ock 1
85. 65. 233. 237 |l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1517- he/ at al . aspx B ock
42.96.149.69 [China 147.237.77. 216 |dover.idf . il PHP At t enpt Bl ock
80. 246. 130. 102 |l srael 147.237.76.42 |refuah.idf.il Unhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/ reset . css Bl ock 1
66.249.75.12 |l srael 147.237.76.42 |refuah.idf.il ﬂ?}’;g;’_r;é_efy?p fsctcoers;get/cf’i e/ 712427, pg Bl ock 1
109. 64. 135. 201 |I srael 147.237.77. 216 |dover . i df . i | ?ss_stjj tégfl,e\libiﬁpﬁ”gﬁi &;DZT"’;E‘)’QC&?\&; on None 1
84.109. 118.53 |l srael 147.237.72. 166 |aka. i df . i | m“;;:ri' d?_eidl /'\f;jhnc;dgi%} Su\fh;g: - Bl ock 1
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