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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
31. 186. 250. 82 Cer many 147.237.77.212 e.dover.idf.il L4 Source or Dest Port Zero drop 1
109. 236. 86. 32 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
31.204. 128. 22 Net her | ands 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
123. 59. 59. 52 Chi na 147.237.0. 17 m ny- kosher - kravi . i df . il bl ock-sp-traf 1 f orward 1
31. 204. 128. 22 Net her | ands 147.237.76. 202 e halag.idf.il B ack List drop 1
104. 238. 146. 238 Lhited Sates 147.237. 76. 148 gocenter. aka.idf.il B ack List drop 1
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|Top Attackers In IPS|

A tacker Actotuictlie; ’Target Address |Site Sgnature

95.91.45.174  |Ger many 147.237.77.216|dover.idf.i| |ClL000074: HITP. najestic bot Per it 78
95.91.45.174  |Ger many 147.237.76. 42 |refuah.idf.il |Cl000074: HITP. najestic bot Per it 38
95.91.45.174  |Ger many 147.237.76.31 |nakchal . i df . i ||C1000074: HTTP. majestic bot Per nit 31
95.91.45.174  |Ger many 147.237.77.233|atal .idf.il C1000074: HITP. naj estic bot Per it 6
95.91.45.174  |Ger many 147.237.76.86 |navy.idf.il C1000074: HITP. naj estic bot Per it 4
95.91.45.174  |Ger many 147.237.77. 176 |nat pash. i df . i |C1000074: HITP: naj estic bot Pernirt 4
162. 210. 196. 98 |Lhited Sates 147.237.77.216|dover.idf.i| |ClL000074: HITP. najestic bot Per it 3
46. 165. 197. 141 |Ger many 147.237.77.216|dover.idf.i| |Cl000074: HITP. najestic bot Per it 2
95.91.45.174  |Ger many 147.237.0.34 |ti kshuv. i df.i|[{C1000074: HTTP. maj estic bot Pernirt 2
46.183.223. 232 |Latvia 147.237.77. 216 |dover . i df . i | ﬁfgabﬂm PHP-C3 Qeery String Paraneter Command |nj ection Bl ock 1
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

59.59.254.132 [147.237.0.15 |thina kosher -kravi .idf.i| ) 2
Potential Scan or Brute Force
193 176.46. 20 |147. 237, 72. 167 |1 nci shuri makaLi df il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . . nai a . .
Potential Scan or Brute Force
85. 64. 229. 95 147.237.72. 166 I srael aka.idf.il portscan: TCP O stributed Portscan 1
78.129.171.173 |147.237.8.27 LKJ?';:gom e.nadi matal .idf.i|ET SCAN Potential SSH Scan 1
61.240.144.65 |147.237.77.243|Chi na nobi | e.i df . il ET SCAN Potential VWNC Scan 5800- 5820 1
61.240.144.65 |147.237.8.50 |China etikshuv.idf.il |ET SCAN Potential VNC Scan 5800-5820 1
198. 20. 69. 98 147.237.72.166 |Lnited Sates |aka.idf.il ET DRCP Dshi el d B ock Listed Source 1
85. 65. 24. 254 147.237.77. 216 |I srael dover.idf.il portscan: TCP DO stri buted Portscan 1
78.129.171. 173 |147. 237.77.176 E;Ir:;cci]om nat pash. i df .i | ET SCAN Potential SSH Scan 1
62.201.219.90 [147.237.77.216|irag dover.idf.il portscan: TGP Distributed Portscan 1
61.240.144.65 |147.237.72.166|China aka.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
61.240.144.65 |[147.237.8.28 |[China e.nobi l e-ks.idf.il [ET SCAN Potential VNC Scan 5800- 5820 1
41. 215. 36. 46 147.237.76. 38 |Kenya eemitav.idf.il |[ET SCAN NVAP -sS wi ndow 1024 1
211. 149. 240. 243|147. 237.8.50 |China etikshuv.idf.il |ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

count ry ‘Target Address |Ste Signature Action ‘Count
198.251.80.98 |Wited Sates |147.237.76.147 |chinuch. aka idf.il|Bad TOP sequence i’;ur:rtcr:nsmt wWth different dert 49
108.251.80.98 |United Sates |147.237.76. 147 |chinuch.aka.idf.i1|Bad TOP sequence igur:rﬁésnsmt wth different moni tor |49
198.251.80.98 |[lnited Sates [147.237.76. 147 |chinuch.aka.idf.il|Bad TCP sequence Invalid ACK nunber noni t or 49
68.170.254.21 |Lhited Sates |[147.237.76. 147 |chinuch.aka.idf.il|[SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 35
198.251.80.98 |Wited Sates [147.237.76. 147 [chi nuch. aka.i df .il|SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 32
62.201.219.90 |[lrag 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 31
198.251.80.98 |lLhited Sates [147.237.76. 147 |chinuch. aka.idf.il|[SYN Att ack SYN -> SYN-ACK -> Ti neout alert 27
62.201.219.90 |[Irag 147.237. 77. 216 |dover.i df .i | SYN At tack SYN - > SYN-ACK -> Ti meout noni t or 23
62.201.219.90 |[Irag 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber aert 22
62.201.219.90 |irag 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or 22
Sreanming Engine: TGP Invalid i i ssi
85. 65. 4. 85 I'sr ael 147.237.77. 243 |nobi l e.i df .i1 9 =g Invalid segment retransmssion. drop 20
Ret ransnm ssi on Packet dropped.
62.201.219.90 |[lrag 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nunier noni t or 13
141. 226. 217. 64 |l srael 147.237.0.34 |tikshuv.idf.il dr op First packet isn't SYN drop 12
82.173.207. 83 |Netherl ands 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 12
85.190. 155. 48 |Ger many 147. 237. 76. 147 |chi nuch. aka. i of . i [|SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 11
85. 190. 155. 48 |Ger many 147. 237. 76. 147 |chi nuch. aka. i of .i |Bad TCP sequence igur:rﬁgsnsmt wth different alert 10
85.190. 155. 48 |Ger many 147. 237. 76. 147 |chi nuch. aka.i of .1 |Bad TCP sequence i’;ur:rtcr:nsmt wWth different moni tor |10
85. 190. 155. 48 |Ger many 147. 237. 76. 147 |chi nuch. aka. i df . i I[SYN At t ack SYN -> SYN-ACK -> Ti neout alert 10
46.121. 158. 176 [l srael 147. 237. 77. 216 [dover.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 9
. . SYNPAXK retransmit with different .
46. 121. 158. 176 |l srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Vi ndow scal e noni t or 9
46.19.85.241  [Israel 147.237.77. 216 |dover. i df . i | Bad TCP sequence Invalid ACK nunber aert
46.19.85.241 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Inval i d ACK nunber noni t or
92. 207. 200. 42 Eiqlr:gegom 147.237.77. 216 |dover.idf il Bad TCP sequence Invali d sequence nunber noni t or 6
82.113. 106. 192 |Ger nany 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 6
. . SYNPAXK retransmit with different .
87.68. 44. 154 | srael 147.237.72. 166 |aka. i df.il Bad TCP sequence Vi ndow scal e noni t or 6
185. 32. 179. 116 |Israel 147.237. 77. 216 |dover . i df . i Bad TCP sequence SINHAK retransmt with different oo |
w ndow scal e
46.121. 158. 176 I srael 147.237.72. 166 |aka. i df .i | Bad TCP sequence noni t or 6
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
85.190. 155. 48 |Ger many 147.237. 76. 147 |chinuch. aka. i of . i l[Bad TCP sequence Inval i d ACK nunber noni t or 5
109. 67.53. 177 |Israel 147.237.77.74 |lawidf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 5
89.237.121.61 |France 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 5
Sreanming Engine: TCP Invalid i i ssi
131. 253. 25. 194 |Wnited Qates |147.237.76. 200 |ei tan. aka i df . i1 9 =g nvalid segnent retransmssion. drop 4
Ret ransnm ssi on Packet dropped.
46. 19. 86. 70 | srael 147.237.0.19 |madimatal.idf.il |[SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
89.237.121.61 |France 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert
Sreamng Engine: TCP Invalid i i ssi
79.183.96.191 |Israel 147.237.77. 243 |nobi l e, i df .1 9 =g Invalid segnent retransmssion. drop 3
Ret ransm ssi on Packet dropped.
46. 121. 158. 176 |l srael 147.237.72.166 |aka. i df .i | Bad TCP sequence Invalid ACK nunber alert
66. 102. 9. 147 Lhited Sates |147.237.77.216 |dover.idf.il dr op First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i ssi
109. 64. 181. 45 |Israel 147. 237.77. 243 |mobi le. i f . i 9 =g Invalid segnent retransmssion. drop 3
Ret ransnm ssi on Packet dropped.
46.121. 158. 176 [l srael 147.237.72. 166 |aka. i df . il Bad TCP sequence Inval id ACK nunber noni t or
141. 226. 218. 58 || srael 147.237.76.31 |nakchal .idf.il  |Bad TCP sequence Inval i d ACK nunber noni t or
46.121. 158. 176 |l srael 147.237.72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or
Sreanming Engine: TGP Invalid i i ssi
77.124.15.102 |israel 147.237.77. 243 |nobil e. i f .| 9 =g Invalid segment retransmssion. drop 3
Ret ransni ssi on Packet dropped.
2.55.58. 69 I srael 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
46. 121. 158. 176 |l srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 3
46. 19. 86. 126 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
46. 19. 86. 80 | srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
Sreamng Engine: TCP Invalid i i ssi
5.29.179.28  |Israel 147.237. 77. 243 |robi | e. i df . i | 9 =g Invalid segnent retransmssion. drop 2
Ret r ansn ssi on Packet dr opped.
2.53.15.143 I srael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> RST noni t or
109. 253. 230. 45 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or
Sreanming Engine: TGP Invalid i i ssi
85.65.237.61 |l srael 147.237.77. 243 |nobi l e i df .i1 9 =g Invalid segment retransmssion. drop 2
Ret ransni ssi on Packet dropped.
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Action ‘Count
46. 120. 69. 91 | srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 87
185. 120. 125. 132/l srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 74
79.177.3.102 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 69
37.26.146.229 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 64
185. 120. 125. 132/l sr ael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 19
95. 86. 74. 39 I srael 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code Bl ock 7
217.132.21. 164 |lsrael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response CGode Bl ock 6
79.180. 221. 214 |Israel 147.237.72. 156 |anan. i df . i | D stributed Suspicious Response Code B ock 4
85. 65. 164. 250 [Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code Bl ock 4
85. 65.186. 185 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Gode Bl ock 3
176.13.20.172 |Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
46.19. 86. 70 I srael 147.237.0.19 |[madimatal .idf.il D stributed Suspici ous Response Code Bl ock 3
2.55.166. 13 | srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Unaut horized URL Access from 2. 55. 166. 13 Bl ock 2
- - Uhaut hori zed URL Access to
66.249.75. 4 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p st oragel fi | es/ 0/ 3350. | pg B ock 1
66.102. 9. 2 Wited Sates  |147.237.72. 166 |aka. i df . i | Wnaut hor i zed Method PCST for Bl ock 1
wan aka. i df . i |/ mai n/ gi yus/ bookl et s. aspx
31.154.81.55 I srael 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to wwu refua. atal.idf.il/xnrpc. php B ock 1
. . Unaut hori zed Met hod PCBT for
77.138.62. 74 France 147.237.72.166 |aka. i df . il v aka. i df i |/ nai v smal i f ag, aspx B ock 1
. . Unhaut hori zed URL Access to
66. 249.66. 243 I srael 147.237.77. 176 [nat pash. i df . i | v cogat . i df . i |/t enpl at es/ shar ed/ user cont r ol s/ pr onot i oncube/ Bl ock !
157.55.39.1 Lhited Sates  [147.237.76.31 |nakchal .idf.il Unaut hori zed URL Access to 147.237.76. 31/ robot s. t xt B ock 1
. . D stributed Uhauthorized URL Access on
46.120. 239. 229 [l srael 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
. . - Unhaut hori zed URL Access to
2.55.166. 13 I srael 147.237.77.243|nobi l e.i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 B ock 1
66.249.75.187 |[Israel 147.237.0.15 |kosher-kravi.idf.il Lhaut hori zed URL Access to www kosher-kravi.idf.il/n Bl ock 1
. . Unhaut hori zed URL Access to
66.249. 64.109 |l srael 147.237.72. 166 |aka. i df . i | wiw aka, i df i1/ vel | - known/ asset | i nks. | son Bl ock 1
89.139.102.16 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
. . Unaut hori zed Met hod PCBT for
77.138.124. 177 |Rance 147.237.72. 166 |aka. i df . i | wiw aka, i df . i | / mai n/ hone/ def aul t . aspx Bl ock 1
- . Unhaut hori zed URL Access to
66.249. 69. 106 | srael 147.237.76.86 |[navy.idf.il navy. i df i 1/ituri maspl di spl ayal | sol di ers. asp Bl ock 1
wwnv, chamat z. aka. i d |oistri i
157.55.30.167 |Whited Sates  |147.237.77. 226 Distributed thauthori zed URL Access on Bl ock 1
f.il v chamat z. aka. i df . i | /404. aspx
- . DO stributed Lhaut hori zed URL Access on
46.121.79.22  |Israel 147.237.77.233(atal .idf . il 147, 237.77. 233/ 1134- hel at al . aspx B ock 1
79.181.39.222 [Israel 147.237.77.216|dover. i df .i | Uhaut hori zed URL Access to waw idf.il/https: /v idf.il/ B ock 1
. . Unhaut hori zed URL Access to
5. 28. 168. 135 | srael 147.237.77.216|dover. i df . i | waw i df i 1/t enpl at es/ t enpl at econt rol s/ gener| ¢/ B ock 1
66.249.76.114 I srael 147. 237.72. 166 |aka. i df . i | thaut hori zed LR. Access to . B ock 1
virw aka. i df . i | / appl e- app- si t e-associ at i on
. . Unhaut hori zed URL Access to
66.249.64.113 |l srael 147.237.72. 166 |aka. i df . i | v aka. i df i1/ vel | - known/ appl e- app-si  e- associ at i on B ock 1
207.46.13.148 |lhited Sates 147.237.72. 156 [anan. i df . i | Unaut hori zed URL Access to ww aman. idf.il/robots.txt B ock 1
46. 19. 86. 40 I srael 147.237.72. 156 |anan. i df . i | Untraceabl e SSL Sessi ons: Qpen Mvde None
. . Ml ti pl e Uhaut hori zed Method for Known URL from
77.139.241. 137 |Rance 147.237.72.166 |aka. i df . i | 77 139, 241 137 B ock 1
66.249.69. 224 |[Israel 147.237.77.216|dover.idf .i | Mil tipl e Unaut hori zed URL Access from 66. 249. 69. 224 Bl ock 1
46.183.223.232 |Latvia 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to waw i df . i |/ phppat h/ php B ock 1
24.222.93. 38 Canada 147.237.72. 156 [anan. i df . i | Lhaut hori zed URL Access to ww anan. idf.il/favicon.ico Bl ock 1
84.111.109. 138 |[lIsrael 147.237.72. 166 [aka. i df . i | Dstributed I11egal Byte Gode Character in URL Bl ock 1
] . . Unhaut hori zed URL Access to
68. 180. 231. 57 Lhited Sates 147.237.77.216|dover. i df . i | W i o i 1/ engl i SHY news/ j eni nki | | ed/ st n B ock 1
66. 249. 65. 156 |l srael 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ 1462- he/ at al . aspx |B ock 1
Russi an . - . Unaut hori zed Met hod PCBT for
109.63.167. 83 Federati on 147.237.76. 147 chi nuch. aka. i df . i | wane chi nuch. aka. i df . i | /894-he/ chi nuch. aspx None !
. . Unaut hori zed Met hod PCST for
77.139.241. 137 |Rance 147.237.72. 166 |aka. i df . i | v aka i of i1/l ui it enpl at es/ hone. asp B ock 1
66. 249. 69. 224  |Israel 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/tenpl ates/article/watch  [B ock 1
www. chanat z. aka. i d _ o
185. 27. 105. 69 | srael 147.237.77. 226 £l Unaut hori zed URL Access to waww chanat z. aka. i df . i1/404. aspx B ock 1
62.201.219.90 |iraq 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to wwidf.il/ar/* B ock 1
31. 154. 81. 55 I srael 147.237.76. 42 |refuah.idf.il PHP At t enpt B ock 1
68.180.231.60 [Lhited Sates  |147.237.77.176 |mat pash. i df . i | Paranet er Type Mol ation Pagehumin Bl ock 1
wan cogat . i df . i | /1043-ar/ cogat . aspx
. - - Uhaut hori zed URL Access to
66.249. 66.218  [Israel 147.237.76.30 |hinush.idf.il ww tech. at al i df i 1/t enpl at es/ sear chresul t s/ sear chr esul £5. aspx B ock 1
109. 64. 182. 146 |l srael 147.237.72. 156 [anan. i df . i | Unt raceabl e SSL Sessi ons: (pen Mde None 1
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