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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site
109. 67. 29. 213

|Signature |Device Action |Count|
| srael 147.237.77. 216 dover.idf.il TCP handshake viol ation, first packet not syn |drop 8
185.94.111. 1 Russi an Federation 147.237. 76. 200 eitan. aka.idf.il|B ack List drop 1
71.6.146. 185 Lhited Sates 147.237. 76. 202 e halag.idf.il |Back List drop 1




09-24-2016-21:04:04 to 09-24-2016-22:04:04

|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgnature Devi ce Action |Oount
199. 58. 86. 211 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 4
51. 254, 131. 243 France 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2
62.212.73.211 Net her | ands 147.237.77. 216 dover.idf.il C1000074: HTTP. naj estic bot Permt 2
95. 91. 45. 174 Ger many 147. 237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 1




09-24-2016-21:04:04 to 09-24-2016-22:04:04

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Ste Signature

218. 87. 109. 253 147. 237. 0. 200 Chi na mdu. i df il ET SCAN Potential SSH Scan 1
220. 169. 242. 158 147.237.0. 34 Chi na tikshuv.idf.il ET SCAN Potential SSH Scan 1
211.149. 197. 148 147. 237.0. 33 Chi na idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 87. 109. 253 147. 237.77. 235 Chi na sviva.idf.il ET SCAN Potential SSH Scan 1
195. 143. 227. 35 147.237.77. 212 Lhi ted Ki ngdom e.dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
218. 87. 109. 253 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
163. 172. 129. 15 147.237. 76. 197 Uni ted Ki ngdom e hinush.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 87.109. 253 147.237. 76. 147 Chi na chi nuch. aka. i df . il ET SCAN Potential SSH Scan 1
139. 162. 187. 89 147. 237.76. 176 Lhited Sates test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
218. 87. 109. 253 147. 237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
78.129.171.173 147.237.77. 233 Uni ted Ki ngdom atal.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237.76. 34 Chi na yohal an. i df . i ET SCAN Potential SSH Scan 1
221.229.172.116 147.237.76. 197 Chi na e hinush.idf.il ET SCAN Potential SSH Scan 1
78.129.171. 173 147. 237.8.50 Uni ted Ki ngdom e.tikshuv.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147.237.72. 217 Chi na eidf.il ET SCAN Potential SSH Scan 1
46. 19. 85. 217 147.237.72. 166 I srael aka.idf.il portscan: TCP D stributed Portscan 1
220. 169. 242. 158 147.237.77.170 Chi na maar achot . i df . i | ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237. 72. 166 Chi na aka.idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.0.35 Net her | ands akavs. i df .i | ET SCAN NMAP -sS wi ndow 1024 1
220. 169. 242. 158 147.237.76. 42 Chi na refuah.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147.237.0. 17 Chi na mny-kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
220. 169. 242. 158 147.237.0.15 Chi na kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
195. 143. 227. 35 147.237.77.212 Uni ted Ki ngdom e. dover.idf.il ET SCAN NVAP -sS wi ndow 3072 1
218. 87. 109. 253 147.237.77. 179 Chi na e mazi.idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150 147.237.76. 31 Lhi ted Ki ngdom nakchal . i df.il ET SCAN NMAP -sS wi ndow 1024 1
218. 87. 109. 253 147.237. 76. 148 Chi na gqcenter. aka. i df . il ET SCAN Potential SSH Scan 1
163. 172. 129. 15 147.237.76. 196 Uhi ted Ki ngdom esvivaidf.il ET SCAN NVAP -sS w ndow 1024 1
218. 87. 109. 253 147.237.76. 44 Chi na e.refuah.idf.il ET SCAN Potential SSH Scan 1
125. 77. 28. 26 147. 237.72. 167 Chi na i shuri maka.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147.237.76. 38 Chi na eeneitav.idf.il ET SCAN Potential SSH Scan 1
221.229.172.116 147. 237. 76. 200 Chi na eitan aka idf.il ET SCAN Potential SSH Scan 1
78.129.171. 173 147.237.77. 179 United Ki ngdom e.nazi.idf.il ET SCAN Potential SSH Scan 1
218. 87. 109. 253 147. 237. 76. 30 Chi na hi nush. i df . i | ET SCAN Potential SSH Scan 1
221.229.172.116 147.237.0. 19 Chi na madi matal .idf.il ET SCAN Potential SSH Scan 1
66.249. 93. 210 147. 237. 76. 30 Eur ope hi nush. i df .i | ET SCAN NVAP -sA (2) 1
218. 87. 109. 253 147. 237. 72. 167 Chi na i shuri maka. i df.il ET SCAN Potential SSH Scan 1
31. 154. 81. 56 147.237.77. 216 I srael dover.idf.il portscan: TCP D stributed Portscan 1
220. 169. 242. 158 147.237. 76. 86 Chi na navy.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker ) . Devi ce

Attacker Address count ry Target Address |Ste Signature Acti on

141. 0. 14. 216 Eur ope 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 66
Sreamng Engine: TP Invalid i i ssi

109. 253. 200. 44 |Israel 147. 237. 77. 243 |nobi l e.i df .i | g =g Inval id segnent retransmssion. |, 60
Ret r ansmi ssi on Packet dropped.

109. 66. 33. 58 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 54

31.18. 255. 36 Ger many 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 37

141. 0. 14. 216 Eur ope 147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 32

198.251.80.98 |United Sates |147.237.76.147|chinuch.akaidf.il  |Bad TOP sequence i’c\:l;:r:é:mt wehdifferent — Jopnitor |22

198.251.80.98 [Lhited Sates |147.237.76. 147 |chinuch. aka.idf . il Bad TCP sequence Inval i d AGK nunber nonitor |21

108.251.80.98 |United Sates |147.237.76.147|chinwch.aka icf.il  |Bad TCP sequence i’;‘ﬁéj"s"“ wehdfferent 1) et 20

198.251.80.98 |Lhited Sates |147.237.76. 147 |chinuch. aka. i df .i SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 16

5.22.134. 207 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence I'nval i d ACK nunber monitor  [15
Sreaning Engine: TCP Invalid i i SSi

77.126.94.40  |israel 147.237.77. 243 |robi | e. i of . i1 g =g Invalid segnent retransmssion. |y 15
Ret ransmi ssi on Packet dropped.

149. 56. 106. 186 [Lhited Sates |147.237.76. 147 |chi nuch. aka.idf.i | Bad TCP sequence Inval i d AGK nunber nonitor |15

149.56.106. 186 |Uhited States |147.237.76. 147 |chinuch. akaidf.il  [Bad TCP sequence ig‘J:;éj”sm wth dfferent dert 14

149.56.106. 186 |Uhited Sates [147.237.76.147 |chinuch.akaidf.il  |Bad TOP sequence izlur:tncrgnsm't Wth different moni tor (14

37.26.146.185 |[Israel 147. 237. 77. 216 |dover.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 12

37.26.146.185 |Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence SYNHACK retransmt with moni tor |12

different w ndow scal e

37.26. 146. 185 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 12

193.5.216.100 |Satzerland 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 12

198.251.80.98 |Lhited Sates |147.237.76. 147 |chinuch. aka. i df .i SYN Att ack SYN -> SYN-ACK -> Ti neout aert 11

89.237.121.61 |France 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d AGK nunber nonitor (10

46.116. 44. 224 i srael 147. 237. 77. 216 |dover i of . i Bad TCP sequence SYINFACK retransmt with monitor |8

different wndow scal e

149. 56. 106. 186 |Lhited Sates |147.237. 76. 147 |chi nuch. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or

89.237.121.61 |France 147.237.72. 166 |aka.i df .il Bad TCP sequence I'nval i d ACK nunber alert

46.19. 85. 76 I srael 147. 237. 77. 216 |dover.i df .i | Bad TCP sequence Inval i d ACK nunber aert
Sreamng Engine: TCP Invalid i i ssi

89.139.108.62 |Israel 147. 237. 77. 243 |nobi l e.i df .i | g =g Inval id segnent retransmssion. | 6
Ret r ansmi ssi on Packet dropped.

46. 19. 85. 76 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 6
Sreamng Engine: TCP Invalid ' i ssi

46.19.85.132  |israel 147. 237.77. 243 |mobi l e, i of . i | 9 =g Invalid segnent retransmssion. |, 6
Ret r ansni ssi on Packet dropped.

46.19. 85. 174 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d ACK nunber alert 6
Sreaning Engine: TQP Invalid i i SSi

46.19. 85. 18 I'srael 147.237.77. 243 |nbi l e. i f . i 9 =g Inval id segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.

46.19. 85. 174 I srael 147.237.77. 216 |dover.idf.i| Bad TCP sequence I'nval i d AGK nunber nonitor (6

109. 253. 240. 84 |l srael 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5

185. 120. 125.59 |l srael 147.237.72. 166 |aka. i df.il dr op Frst packet isn't SN drop 5

80. 246. 130. 154 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5

62.219.130.45 [Israel 147.237. 72. 166 |aka.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 5

212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5

2.55. 168. 255 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4

149. 56. 106. 186 |Uhited Sates |147.237. 76. 147 [chi nuch. aka. i df .i| SYN Attack SYN -> SYN-ACK -> Ti neout alert 4

197. 159. 205. 200|Mte Dlvoire |147.237.77.216 |dover.idf.il dr op Frst packet isn't SN drop 3

5.22.134.185 I srael 147.237.0.19 |nadimatal.idf.il Bad TCP sequence I'nval i d AGK nunber monitor 3

37.26.146. 185 |[lIsrael 147.237. 77. 216 [dover. i df il SYN Attack SYN -> SYN-ACK -> Ti neout alert 3
Sreamng Engine: TCP Invalid ' i ssi

80.179.109.5 | srael 147. 237.77. 243 |mobi l e, i of . i | 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.

46. 19. 86. 65 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 3

46.19. 85.76 I'srael 147.237.77. 226 [} chanatz.aka. 1df 1paq TOP sequence Inval i d ACK nunber moni tor |3
Sreanming Engine: TCP Invalid i i ssi

79.183.96.191 |Israel 147. 237. 77. 243 |robi 1 e. i df . i | g =g Invalid segnent retransmssion. |, 3
Ret ransmi ssi on Packet dr opped.

176. 13. 14. 154 | srael 147.237.72. 166 |aka. i df .il dr op Frst packet isn't SN drop

37.26.146.185 |Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber noni t or

46.116. 44. 224 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or
Sreaning Engine: TQP Invalid i i SSi

37.26.148.228 |Israel 147.237.77. 243 |nobil e. i of . 9 =g Inval id segnent retransmssion. |, 3
Ret r ansmi ssi on Packet dropped.

46.19.85.171 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2

79.177. 235.200 |israel 147. 237.72. 166 |aka i f . i Bad TCP sequence SINGACC retransmt with monitor  [2

different wndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
109. 253. 194. 255l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 69
5.102. 207.229 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 68
2.53.183. 51 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock 62
79.176.143. 105 |l srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 22
46. 19. 86. 70 I srael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Code B ock 18
2.53. 63. 190 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Code B ock
46.116.117. 121 |Israel 147.237.76.42 |refuah.idf.il Unaut hor i zed HTTP Met hod B ock 5
P . Unaut hori zed Method CGPTI ONS for
188. 120. 154. 194l sr ael 147.237.72. 166 [aka. i df . i | wan aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock 5
84.229.73.143 |[Israel 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 4
46.19. 85. 140 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Gode Bl ock 4
46.19. 85. 18 I srael 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code B ock 3
46.116.117. 121 |Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to ww refua. atal .idf.il/sip storagel/files/2/ B ock 3
79.177.3.102 I srael 147.237.0.19 |madi matal .idf.il D stributed Suspici ous Response Gode Bl ock 3
46.19.86. 1 I srael 147.237.0.19 |madi matal .idf.il Distributed Suspici ous Response Code B ock 3
109. 67. 104. 44 |l srael 147.237.0.19 |nadi matal .idf.il Distributed Suspicious Response Code B ock 2
109. 253. 192. 248|I srael 147.237.72.166 |aka. i df . i | Lhtraceabl e SSL Sessi ons: Qpen Mde None 2
. . Unaut hori zed URL Access to
66. 249. 75. 12 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 8/ 2808. | pg B ock 1
99. 237. 65. 43 Canada 147.237.72. 166 |aka. i df . i | Unknown Paraneter Catld in ww aka. idf.il/nain/giyus/general.aspx |[None 1
66.249.93.158 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1134-he/ at al . aspx B ock 1
66. 249. 64. 9 I srael 147.237.72. 166 |aka. i df . i | Distributed Unaut hori zed URL Access on 147.237. 72. 166/ B ock 1
66.249. 76. 74 | srael 147.237.72. 156 |anan. i df . i | D stributed Waut hori zed URL Access on ww anan. i df.il/robots.txt |B ock 1
. . Unhaut hori zed URL Access to
109. 66. 6. 33 | srael 147.237.76.31 |nakchal .idf.il 147. 237.76. 31/ si p_st or age/ fi | es/ 8/ 1668. doc B ock 1
2. 55. 55, 253 I srael 147.237.72. 166 |aka. i df . i | llegal Byte (de Character in LR /mai nkapat 2/ /res012 Bl ock 1
our ces/ i nages/ i nner page/ goback. gi f
- . Unhaut hori zed URL Access to
66. 249. 66. 24 I srael 147.237.77.74 |lawidf.il 147.237. 77. 741 si p. st or agel fi | es/ 5/ 245. doc B ock 1
46. 19. 85. 132 I srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 1
. www. chanat z. aka. i d ) o
157.55.39. 153 |lhited Sates |147. 237.77. 226 fil Uhaut hori zed URL Access to ww chamat z. aka. i df . i |/404. aspx B ock 1
87.68. 0. 190 I srael 147.237.72. 166 |aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed URL Access to
66. 249. 76. 77 I srael 147.237.72. 166 |aka. i df . i | 147. 237. 72. 166/ edi m yoman/ yonan. asp Bl ock 1
5.22.134. 185 I srael 147.237.0.19 |madi matal .idf.il SSL Untraceabl e Connection - Qpen Mde None 1
. . Unaut hori zed URL Access to
66. 249. 66. 27 I srael 147.237.77.74 |lawidf.il 147.237. 77. 74 si p. st or agel fi | es/ 3/ 243. doc B ock 1
157.55.39.160 |Uhited Sates |147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1638- he/ ref uah. aspx  |B ock 1
. . Unaut hori zed Met hod PCBT for
89.132.235.64 |Hungary 147.237.72. 166 |aka. i df . i | vow aka. i of i1/l ui it enpl at es/ hone. asp B ock 1
66. 249. 76. 81 I srael 147.237.72. 166 |aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
] . . D stributed Unauthorized Method for Known URL on
66.102.9.5 Lhited Sates [147.237.72. 166 |aka. i df .i | v aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
109. 160. 255. 199|i sr ael 147.237.77. 216 |dover . i df . i | Distributed thaut horized LRL Access on B ock 1
vy i of i | /https: /wwwidf.il/
. . Unaut hori zed URL Access to
5.22.134. 207 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ appl e-t ouch- i con- pr econposed. png Bl ock 1
79.178.118.11 |israel 147.237.77. 216 |dover . i df . i | Distributed thaut horized LRL Access on B ock 1
vy i of i | /https: /wwwidf.il/
. . Unaut hori zed URL Access to
66. 249. 75. 8 | srael 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994~ 9031- he/ r ef uah. aspx Bl ock 1
. . Unaut hori zed URL Access to
99. 237. 65. 43 Canada 147.237.72. 166 |aka. i df . i | v aka i df i 1/ mai 1/ g yus/ gener al . aspxcat | d=58604 Bl ock 1
2.53.158. 121 I srael 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1437-he/atal . aspx B ock
66.249.93.156 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock
] ; ; D stributed Unaut hori zed Method for Known URL on
66.102.9. 6 Lhited Sates |147.237.72. 166 |aka. i df . i | wiw aka, i df . i | / mai n/ hone/ def aul t . aspx Bl ock 1
82. 81. 100. 60 I srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/guiys B ock 1
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