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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |[Target Address |Site Signature Device Action |Count|
66. 249. 82. 81 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 12
194.177.16. 3 | srael 147.237.76. 86 navy.idf.il B ack List drop 3
111.72.252. 91 Chi na 147.237. 76. 147 chinuch. aka.idf.il |JLM Under Attack Con Tcp drop 1

45. 63. 53. 164 Lhited Sates 147.237.76.30 hi nush. i df .i | B ack List dr op 1
122.224.153. 109 Chi na 147.237.0. 19 nadi matal .idf.il |JLMPurple Gon_Linmt_Tcp drop 1

104. 238. 146. 105 Lhited Sates 147.237. 76. 38 eeneitav.idf.il |Back List drop 1




09-24-2016-20:04:01 to 09-24-2016-21:04:01

|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
199. 58. 86. 211 Lhited Sates 147. 237. 72. 156 aman. i df.il CL000074: HTTP. maj estic bot Per nit 2
52.1.90. 117 Lhited Sates 147.237.72. 166 aka.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1




09-24-2016-20:04:01 to 09-24-2016-21:04:01

|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry
78.97.159. 124 |147.237.0.33 |Ronani a idf.il ET SCAN Potential SSH Scan 2
58.218.200. 137 [147.237. 76. 196 |hi na esvivaidf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150|147, 237. 76. 176 E?';;gom test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58.218. 200. 137 |147.237.76. 44 |China e.refuah.idf.il ET SCAN Potential SSH Scan 1
125. 77. 28. 26 147. 237. 77. 227 |Chi na e. hanaz.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 |147.237.0.35 |China akaws. i df . i ET SCAN Potential SSH Scan 1
201. 150. 38. 110 |147.237. 77. 226 |Mexi co waw chamat z. aka. i df i1 [ET SCAN NVAP -sS wi ndow 4096 1
125. 77. 28. 26 147.237.8.45 |China eetanidf.il ET SCAN Potential SSH Scan 1
5.29.117. 65 147. 237. 72. 166 |1 srael aka idf.il portscan: TCP DO stributed Portscan 1
195. 143. 227. 35 |147. 237. 76. 202 E;Ir:;cci]om e halagidf.il ET SCAN NVAP -sS wi ndow 4096 1
_ _ o ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,
118. 99. 219. 161 |147. 237. 76. 197 |Tai wan e hinush.idf.il . 1
Potential Scan or Brute Force
195. 143. 227.35 |147. 237. 76. 202 E;Ir:;cci]om e halagidf.il ET SCAN NVAP -f -sS 1
78.129. 171, 173 |147. 237.77. 243 E?';;gom nobi l e.idf.il ET SCAN Potential SSH Scan 1
185. 129. 148. 230(147. 237. 76. 198 |Lat vi a e yohal an.idf.il ET SCAN NVAP -sS w ndow 1024 1
78.97.159. 124 [147.237.0.17 |Romani a mny-kosher-kravi.idf.il |ET SCAN Potential SSH Scan 1
185. 129. 148. 230|147. 237. 76. 147 |Latvi a chi nuch. aka. i df . i | ET SCAN NVAP -sS wi ndow 1024 1
. - SERVER APACHE Apache nod_ssl non-SSL connection to SSL
66.249.76.117 |147.237.72.166|Wnited Sates |aka.idf.il . . - 1
port denial of service attenpt
183. 60. 48. 25 147.237.76. 34 |[China yohal an. i df . il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 |147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150|147. 237. 76. 197 LKJ?';:gom e hinush.idf.il ET SCAN NVAP -sS wi ndow 1024 1
58.218.200. 137 [147.237.76. 148 |hi na ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
- ET DC5 Large anount of TCP ZeroWndow - Possible Niller2
132.74.95. 19 147.237.77. 170l srael naar achot . i df.il 1
DDos att ack
58. 218. 200. 137 |147.237.76.31 |China nakchal .i df .il ET SCAN Potential SSH Scan 1
211. 149. 197. 148|147. 237. 77. 19 |China | aw forumidf.il ET SCAN NVAP -sS wi ndow 1024 1
125.77.28. 26 147.237. 72. 217 |Chi na eidf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 |147.237.0.15 |China kosher-kravi .idf.il ET SCAN Potential SSH Scan 1
201. 150. 38. 110 |147.237. 77. 226 |Mexi co ww chanat z. aka. i df il  |[ET SCAN NMVAP -sS wi ndow 3072 1
125.77.28. 26 147.237.0.19 [China nadi matal .idf.il ET SCAN Potential SSH Scan 1
195.143. 227. 35 |147. 237. 76. 202 E?';;gom e.halag.idf.il ET SCAN NVAP -sS wi ndow 2048 1
113.73. 168. 119|147 237 0.17  |oni Kosher - kravi i df i1 ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
. . . . . 0. I na M Ny- KOS! - . f .
v Potential Scan or Brute Force
185. 129. 148. 230|147. 237. 76. 199 |Latvi a e. nakchal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 129. 148. 230|147. 237. 76. 148 |Latvia gqcenter. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
78.97.159.124 |147.237.0.16 |Romani a ny-kosher-kravi.idf.il  |ET SCAN Potential SSH Scan 1
183. 60. 48. 25 147. 237. 76. 148 [Chi na ggcenter. aka. i df . il ET SCAN Potential SSH Scan 1
58.220.2.5 147.237.8.50 |China e tikshuv.idf.il ET SCAN NVAP -sS wi ndow 1024 1
176. 47. 10. 56 147.237.77.216 |Saudi Arabia  [dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1




09-24-2016-20:04:01 to 09-24-2016-21:04:01

|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry Target Address |dte Signature Acti on ‘Count
141. 0. 14. 147 Eur ope 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 104
141. 0. 14. 147 Eur ope 147.237.77. 233 |atal .idf.il drop Frst packet isn't SYN drop 60
80. 246. 130. 141 I srael 147.237.77. 233|atal i df il Bad TCP sequence SiNretransmt wth different o000 30
w ndow scal e
Sreaning Engine: TCP Invalid i i ssi
109. 67. 143.58 |l srael 147. 237.77. 243 |mobi l e. i o . i 9 =9 Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dropped.
Sreaming Engine: TGP Invalid i i ssi
2.53.147.209  |israel 147.237.77. 243 |nobil e.i of i 9 =g Invalid segnent retransmssion. |, 30
Ret r ansni ssi on Packet dr opped.
Pal estinian Territory, R L
83.244.95. 34 Qccup ed 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 13
106. 39. 60. 189 |Chi na 147.237.76. 201 |e.atal .idf il Geo- | ocati on enf or cenent Geo-| ocati on i nbound drop 13
enf or cenent
46.19. 85. 132 I srael 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 12
176. 58. 72. 52 z'cf;i'géa” Territory. {147, 237. 77. 216 |dover. i df .| dr op First packet isn't SN drop 9
77.124.37.39 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 9
o SYNtAXK retransmt with )
77.124.37.39 I srael 147.237.72. 166 |aka. i df . i | Bad TCP sequence different vi ndow scal e monitor |9
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 7
106. 39. 60. 184  |hi na 147.237.76.197 e himsh.idf.il  |Geo-1 ocation enf or cenent Geo-I ocati on i nbound drop 6
enf or cenent
77.125.43.169 |lIsrael 147.237.0.19 |nadimatal .idf.il |Bad TCP sequence Inval i d ACK nunber alert 6
77.125.43.169  |[Israel 147.237.0.19 |nadimatal.idf.il |Bad TCP sequence Invalid ACK nunber nonitor  [6
46. 19. 86. 92 I srael 147.237.0.34  [tikshuv.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |5
84.111.100.99 |[Israel 147. 237.77. 216 |dover.i df . i | SYN Att ack SYN -> SYN-ACK -> RST nonitor |4
46.19.86.237  |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence SYNCACK retransmt W th moni tor  [4
di fferent w ndow scal e
46. 19. 85. 196 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber nonitor |4
46. 19. 86. 200 | srael 147.237.72. 166 |aka. i df .i | drop First packet isn't SYN drop
Sreanming Engine: TCP Invalid i i ssi
95.86.80.173  |Israel 147. 237.77. 243 |mobi l e. i o . i 9 =9 Invalid segnent retransmssion. |, 4
Ret r ansni ssi on Packet dropped.
14.139.222.72 |India 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
101. 167. 172. 37 |Australia 147. 237. 76. 147 [chi nuch. aka. i df . i ||SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 3
213. 8. 204. 41 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
66. 249. 82. 81 AsialPacific Region |147.237.77.216|dover.idf.il drop First packet isn't SYN drop 3
85. 65.194. 115 |l srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Tineout |nonitor 3
2.55.169. 79 I srael 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 86. 200 I srael 147.237.72. 166 |aka. i of . i | SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor |3
51.254.217.34 |France 147. 237. 76. 147 [chi nuch. aka. i df . i ||SYN At t ack SYN -> SYN-ACK -> Tineout |nonitor 3
46. 19. 85. 205 I srael 147.237.77. 233 |atal .idf il Bad TCP sequence Inval i d AGK nunber noni tor |3
80. 246. 139. 221 |l srael 147.237.72. 166 |aka. i of . i | SYN Att ack SYN -> SYN-ACK -> RST nmonitor |3
46.19.86.200  |[israel 147. 237.72. 166 |aka. i f . i Bad TCP sequence SINFACK retransnit Wi th moni tor |3
di fferent w ndow scal e
Sreaming Engine: TGP Invalid i i ssi
109. 253. 192. 202|i srael 147. 237. 72. 167 |i shuri maka. i df .| 9 =9 Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dr opped.
77.138.60.225 |Fance 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
141.8.132.78 Russi an Federati on 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
37.26.148.139 |[Israel 147.237.72. 166 |aka. i of . i | SYN Att ack SYN -> SYN-ACK -> Tineout |nonitor |2
77.124.37.39 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor 2
128.232.110. 28 |Wni ted K ngdom 147.237.77. 178 |e.matpash.idf .i1 |Geo- 1 ocati on enf or cenent i?;;lrggilmon I nbound drop 2
Sreaming Engine: TGP Invalid i i Ssi
84.108.69.197 | srael 147.237.77. 243 |robi L e. i of . i1 9 =g Invalid segnent retransmssion. | 2
Ret r ansm ssi on Packet dropped.

. . SYNtAXK retransmt with )
2.53.4.123 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence gifferent vi ndow scal @ nonitor |2
109. 253. 200. 44 |[Israel 147.237.77. 243 |nobi l e.i df . i | dr op First packet isn't SYN drop 2

. . SYNtAXK retransmt with .
77.124.37.39 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence di fferent i ndow scal e noni t or 2
176.13.226. 3 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber alert 2
80. 246. 136. 214 I srael 147.237.72. 156 |anan. i of .i Bad TCP sequence SYNCACK retransmit W th moni tor  [2

di fferent w ndow scal e
91. 143. 234. 207 |l srael 147.237.72. 167 |i shurimaka.idf . i [|]SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
141. 0. 14. 147 Eur ope 147.237.77.233|atal .idf.il SYN Attack SYN -> SYN-ACK -> Tineout |[alert 2
176.13.251. 175 |l srael 147.237.76.86 [navy.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |alert 2
81.218.66.211 |lsrael 147.237.77. 176 |nat pash. i df .i | drop First packet isn't SYN drop 2
77.138.181.58 |France 147.237.76.31 |nakchal .idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
141.226.218.11 |l srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber monitor |2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Acti on ‘Count
46. 19. 86. 203 | srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 143
46.116.70.198 |Israel 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 31
109. 253. 139. 224]I srael 147.237.0.19 |[madimatal .idf.i|Dstributed Suspicious Response Code B ock
79.179. 196. 221 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
89.138. 231. 251 |l srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock
. . Unaut hori zed Met hod PCST for
77.139.47.167 |France 147.237.72. 166 |aka. i df . i | v aka. i df i |/ @i n/ gi yus/ i yun/ ni yunl obby. aspx Bl ock 3
66.249. 69. 224 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 69. 224 B ock 3
93.172. 145. 227 |l srael 147.237.72. 166 |aka. i df . i | Unhaut hori zed LRL Access to www aka. idf.il/mai n/sachar/undefined B ock 3
46.121.139. 173 |Israel 147.237.72. 156 [anan. i df . i | D stributed Suspici ous Response Code B ock 2
84.109.241.17 |lsrael 147.237.72. 166 [aka. i df . i | Mitiple Illegal Byte Gode Character in URL from84. 109. 241. 17 Bl ock 2
. . D stributed Lhauthori zed URL Access on
66.249. 69. 228 |[lIsrael 147.237.77.216|dover.i df .i | Wi i df i 1/ at al 1/ Zkor/ vi ew i . asp Bl ock 2
79.178.187.138 |[lsrael 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to wwu aka. idf.il/main/ Bl ock 2
] . . D stributed Unaut hori zed Method for Known URL on
66.102.9.5 Lhited Sates 147.237.72. 166 [aka. i df . i | v aka. i df . i 1/ mai v hoe/ def aul t . aspx B ock 2
. . DO stributed Unaut hori zed URL Access on
66. 249. 69. 224 |l srael 147.237.77. 216 |dover.i df . i | Wi i df i |/ at al 1/ zkor / vi ew i ngt op. asp B ock 2
182.232.72.40 [Thail and 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 2
. . Unaut hori zed URL Access to
77.139.239.216 |France 147.237.72. 156 |aman. i df . i | v anan. i df . i |/ consol ef cor e/ doc._myr / undef i ned Bl ock 1
. ] Unaut hori zed URL Access to
66.249.75. 8 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 6/ 2826. | pg B ock 1
199.58.86.211 |lLhited Sates 147.237.72. 156 |aman. i df . i | Uhaut hori zed URL Access to vww anan. i df . il/robots. t xt B ock 1
77.126.66.157 |lsrael 147.237.77. 176 |nat pash. i df . i | PHP At enpt B ock 1
37.142.2.111 I srael 147.237.77. 216 |dover.i df .i | D stributed Whaut hori zed URL Access on wwwvidf.il/https:/wanidf.il/ |B ock 1
66. 249. 75. 32 I srael 147.237.77. 216 |dover . i df . i | Unaut hori zed URL Access to 147.237.77.216/ robots. t xt B ock 1
213.151.42.2 | srael 147.237.77.216|dover. i df . i | Unaut hori zed URL Access to waw idf.il/https:/wunidf.il/ B ock 1
87.70.12. 26 I srael 147.237.72. 166 |aka. i df . i | Unknown Paraneter y in ww aka.idf.il/main/sachar/ payslips. aspx None 1
77.126.66.157 |[Israel 147.237.77. 176 |mat pash. i df . i|  [Unauthorized URL Access to ww cogat . idf.il/wp-1ogin. php B ock 1
66.249. 69. 228 |l srael 147.237.77.216|dover. i df . i | Mil ti pl e Unaut hori zed URL Access from 66. 249. 69. 228 B ock 1
40.77.167. 34 Lited Sates 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to 147.237.76. 42/ robot s. t xt Bl ock 1
141.8.132.78 RJF Sﬁ::ﬂ on 147.237.77.216|dover.i df .i | Lhaut hori zed LR. Access to v idf.il/daily statistics/english/1.doc. |B ock 1
. . Unaut hori zed URL Access to
66.249.76. 77 | sr ael 147.237.72. 166 [aka. i df . i | 147. 237. 72. 166/ . wel | - known/ appl e- app- si t e- associ ati on B ock !
. . . Unaut hori zed URL Access to
66. 249. 64. 2 | srael 147.237.0.34 |tikshuv.idf.il tikshuv. i of i1 /i turi nd asp/ di spl ayal | sol i ers. asp Bl ock 1
] . Unaut hori zed Met hod PCST for
77.138.82.7 Fance 147.237.72. 166 |aka. i df . i | wiw aka, i df i |/ nai v snal i md sal i m aspx Bl ock 1
. . Dstributed Lhauthori zed URL Access on
66. 249. 69. 232 |Israel 147.237.77.216|dover.i df . i | W i df i 1/ at al 1/ zkor/ vi ew i n. asp Bl ock 1
157.55.39.183 |Uhited Sates 147.237.72. 156 [aman. i df . i | Unaut hori zed LRL Access to waw anan. idf.il/scripts. asnx/getjs Bl ock 1
80. 246. 130. 141 [Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1135-he/ at al . aspx B ock 1
66. 249. 76. 98 I srael 147.237.72. 156 [anan. i df . i | Uhaut hori zed URL Access to list.ips.gov.il/robots.txt B ock 1
93.172.125.6 | srael 147.237.72. 166 |aka. i df . i | Untraceabl e SSL Sessi ons: (pen Mbde None 1
. . Unaut hori zed URL Access to
66.249.75. 4 I srael 147.237.76. 42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 6/ 2976. | pg Bl ock 1
80. 246. 138. 157 |l srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed Method PCST for ww aka.idf.il/ishurimnicityofficers/ Bl ock 1
66.249. 76. 117 | srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Cnnection - Frotocol violation None 1
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