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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
8. 37.237. 200 Lhited Sates 147.237.77. 216 dover.idf.il |JLM Under Attack Con Htp drop 7
77.138.52. 97 France 147.237.77.216 dover.idf.il |SYN Hood out of context drop 5
66.102. 6. 19 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 4
192. 249. 66. 247 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 3
85. 250. 214. 228 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
213.57.87. 141 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
66. 102. 6. 21 Lhited Sates 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
0.0.0.0 147.237.77.216 dover.idf.il |HTTP Page H ood Attack f orward 2
176. 13. 242. 80 | srael 147.237.77. 216 dover.idf.il |SYN Hood out of context drop 2
54.72.73.168 Irel and 147.237.77. 216 dover.idf.il |TCP handshake viol ation, first packet not syn drop 1
104. 238. 146. 238 Lhited Sates 147.237.76. 196 e.sviva.idf.il|B ack List drop 1
31.204. 128. 22 Net her | ands 147.237.76. 86 navy.idf.il B ack Li st drop 1
45. 32. 193. 80 Net her | ands 147.237.76. 31 nakchal .idf.il|B ack List drop 1
2.55.132. 11 | srael 147.237.77.216 dover.idf.il |SYN Hood out of context drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site Devi ce Action |Count |

123. 126. 68. 103 Chi na 147.237.77.176  |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per nit 1
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|Top Attackers In |D|

At t acker .

Attacker Address |Target Address ount ry Signature

190. 66. 212. 249 |147.237. 77. 216 |Col onbi a dover.idf.il ET SCAN NVAP -f -sS 1

163. 172. 169. 150|147. 237. 76. 177 |Uni ted Ki ngdom |ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1

125.77. 28. 26 147. 237. 72. 156 [Chi na anan. i df.il ET SCAN Potential SSH Scan 1

109. 60. 153. 178 |147. 237. 77. 205 gj::;”ion prishaidf.il ET SCAN NVAP -sS wi ndow 1024 1

_ _ L ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic,

80. 68. 56. 82 147.237.0.19 |United Kingdom |nadi matal.idf.il . . 1
Potential Scan or Infection

69.129.141.35 |147.237.77.74 |lhited Sates lawidf.il ET SCAN NVAP -sS w ndow 4096 1

66.249.93. 158  [147.237.76.86 |Europe navy. i df .il ET SCAN NVAP -sA (2) 1

8. 37. 237. 200 147.237.77.216|Wnited Sates  |dover.idf.il portscan: TCP O stributed Portscan 1

190. 66. 212. 249 |147.237. 77. 216 |Col onbi a dover.idf.il ET SCAN NVAP -sS w ndow 2048 1

. ET DC5 Large anmount of TCP ZeroWndow - Possible Niller2

176.13.8.96 147. 237.76.86 |l srael navy.idf.il 1
DDos attack

125.77. 28. 26 147.237.76.39 [China nobi | e. nei tav.idf.il ET SCAN Potential SSH Scan 1

109. 60. 153. 178 |147. 237. 77. 226 ?ézzgzm v chamat z. aka. i df . i1 |[ET SCAN NVAP - sS wi ndow 1024 1

87.70. 28. 140 147.237.77. 233 |I srael atal.idf.il ET SCAN NVAP -sA (2) 1

78.129.171.173 |147.237.77.170|Uni ted Ki ngdom |naarachot.idf.il ET SCAN Potential SSH Scan 1

69.129.141.35 [147.237.77.74 |Uited Sates lawidf.il ET SCAN NMAP -sS wi ndow 3072 1

, _ L ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons,

14.108. 107. 147 |147.237.8. 46 Chi na e.chinuch.idf.il . 1
Potential Scan or Brute Force

208. 80. 155. 222 |147.237.77.233|Whited Sates  [atal .idf.il Tehila - Perl LWP with fake user agent 1
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|Top Attackers In FW |

At acker

Devi ce

Count ry Target Address [Ste Signature Acti on ‘Count
8.37.237.200 |Wited Sates |147.237.77.216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor  [243
8. 37.237. 200 Lhited Sates 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 187
2.53.147.209 |israel 147.237.77. 243 |robi L e. i of .| Streamng Engine: TCP Invalid fimvalid segnent retransnissi on. drop 30

Ret r ansni ssi on Packet dropped.
223.24.0.218  |Thai l and 147. 237.77. 243 |mbi l e, i f . i Streaning Bngine: TCP Invalid |invalid segnent retramsmssion |, 20
Ret r ansni ssi on Packet dr opped.
50.79.55.141 |Wnited Sates |147.237.72.166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout monitor |15
109. 65. 30. 133 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 13
66. 69. 29. 123 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 12
50.79.55.141 |Wnited Sates |147.237.72.166 |aka idf.il Bad TCP sequence ﬂﬁtﬁgg‘gﬂégth moni tor (12
62.0.116.148 |lIsrael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni tor |12
79. 180. 135. 37 |Israel 147.237. 77. 243 |robi | e. i df . i | Streaning Engine: TCP Invalid |invalid segnent retransnission drop 12
Ret r ansni ssi on Packet dr opped.
213.8.204.79 | srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 10
2.55.1.139 I srael 147.237.77. 243 |nubi le.i o . i1 Streamng Engi ne: TCP Inval id invalid segnent retransmssion. |, o, 9
Ret r ansni ssi on Packet dr opped.
176.13. 251. 175 |I srael 147. 237.77. 216 |dover . i df .1 Bad TCP sequence ﬂe}ﬁtri;:&;‘;’;&gm moni tor (8
87.70.28.140 |israel 147.237.76.42 |refuah.idf.il Bad TCP sequence mdroitlrsacr;nlt Wth different moni tor |8
79.180. 254. 74 |l srael 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Inval id ACK nunber noni t or 8
176. 13. 251. 175 |l srael 147.237.77. 216 |dover.idf il SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |8
2.55.132. 11 | srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 7
79.180. 254. 74 |l srael 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST monitor |7
46.117.19. 165 |Israel 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 7
46.19.85.80  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | Streaning Engine: TCP Invalid |invalid segnent retransnission drop 6
Ret r ansni ssi on Packet dr opped.
2.53. 38. 206 I srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence Invalid ACK nunber nonitor |6
79.176.81.57 |[Israel 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber nonitor |6
2.53. 38. 206 | srael 147.237.72.166 |aka. i df .i | dr op First packet isn't SYN drop 6
66.102. 6. 21 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 6
84.94.69. 115 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
46.117.2.110 | srael 147.237.0.19 |nadimatal .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
213.57.70.2 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 5
176. 13. 243. 149 [l srael 147.237.72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |5
93.173. 119. 209 |l srael 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
98. 221.243. 125 |Lhited Sates 147.237.72. 166 |aka.idf .il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 4
176. 13.242.80 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
85. 64.242.212 |lIsrael 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout nonitor |4
46. 121. 145. 249 |I srael 147.237.77. 243 |nobi le.i o . i1 Streamng Engi ne: TCP Inval id invalid segnent retransmssion. |, o, 4
Ret r ansni ssi on Packet dr opped.
176. 13. 251. 175 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46.19.86.183 |[lIsrael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACK nunber alert
98.221.243.125 |Wited Sates  |147. 237.72. 166 |aka i df i Bad TCP sequence ;ﬁﬁnﬁggzr:c;gth moni tor |4
141.8.132.78 |SSIan 147. 237. 77. 216 |dover. i of . i | drop First packet isn't SWN drop 4
Federati on
176. 13. 251. 175 |l srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout alert
46. 19. 86. 183 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
185. 3.147. 195 |Israel 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber noni t or
46.19.86.153 |Israel 147.237.77. 226 [} chanatz.aka.1df g TOP sequence Inval i d ACK number moni tor |4
66.102. 6. 19 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
79.183.96.191 |israel 147.237.77. 243 |nobi le.i o . i1 Streamng Engi ne: TCP Inval id invalid segnent retransmssion. |, o, 3
Ret r ansni ssi on Packet dr opped.

46.19.86.183 |lIsrael 147.237.77. 233 |atal .idf.il Bad TCP sequence Invalid ACK nunber noni t or 3

66.249. 64.124 |Wnited Sates |147.237.72. 166 |aka idf il Streaning Bngine: TCP Invalid |invalid segnent retramsmssion. |, 3
Ret r ansni ssi on Packet dr opped.

46.19.86.166 |Israel 147.237.77. 243 |robi L e. i o .i | Streamng Engine: TCP Invalid fimvalid segnent retransnissi on. drop 3
Ret r ansni ssi on Packet dropped.

66. 102. 6. 19 Uhited Sates [147.237.77.216 |dover.idf.il Bad TCP sequence Inval i d ACGK nunber noni t or

2. 53. 38. 206 | srael 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or

87.70. 36. 47 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SYN drop 3
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
46.117.2.110 |Israel 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 110
176. 13. 229. 237 [l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 54
46.116.45.173 |Israel 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 51
77.127.18.22  |lIsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 45
89. 139. 117. 216 |I srael 147.237.72. 156 |aman. i df . i | D stributed Suspicious Response Code B ock 30
185. 32. 179. 161 |l srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 25
185.3.147.90 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed Method CPTIONS for waw aka. i df .il/ B ock 7
185.3.147.90 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to www aka. i df.il/sip_storagelfiles/3/ B ock 3
185. 32.179. 23 |l srael 147.237.0.19 |[nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.180. 135. 37 |Israel 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 3
. . D stributed Unhaut hori zed URL Access on
66.249.69. 14  [Israel 147.237.77. 216 |dover.i df.i |l ww i df i |/ at al 1/ zkor/ vi ew i ngt op. asp Bl ock 2
176.13.244.20 |[lsrael 147.237.0.19 |madimatal .idf.il|Dstributed Suspicious Response Code B ock 2
79.181.196.7 |lIsrael 147.237.0.19 |nmadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
66.249.69.18 |[Israel 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew i ng. asp B ock 2
5. 29. 22. 140 I srael 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to waw aka.idf.il/sip storagelfiles/ 6/ Bl ock 1
; ; D stributed Unauthori zed URL Access on
79.182. 127. 189 |l srael 147.237.76.42 |refuah.idf.il 147. 237.76. 421 styl ef shared/ reset . css Bl ock 1
66.249.93.72 |lIsrael 147. 237. 76. 147 |chi nuch. aka. i df . i|D stributed Unhaut hori zed URL Access on waw chi nuch. aka. i df . i | /404. ht m|B ock 1
. . Lhaut hori zed URL Access to
66. 249. 69. 127 |Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p_st or agel {1 | es/ 7/ 2617. | pg Bl ock 1
87.71.32.58  [Israel 147.237.72. 166 |aka. i df . i | Wnknown Paramet er __VI EVETATEENORYPTED i n None 1
wan aka. i df . i |/ mai n/ sachar/ pi r suneynof et . aspx
77.138.153.54 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for wwn aka. i df.il/main/smalinismali maspx |B ock 1
. . Unhaut hori zed URL Access to
66.249.75.12 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p. st oragel {1 | es/ 9/ 2349, | pg Bl ock 1
157. 55. 39. 4 Uited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
; ; D stributed Unauthori zed URL Access on
31.154.81.48 |[Israel 147.237.76.42 |refuah.idf.il 147. 237.76. 42 styl ef shar ed/ reset . css Bl ock 1
84.94.69.115 |Israel 147.237.76.86 |navy.idf.il Ml tipl e Unaut horized URL Access from 84.94. 69. 115 B ock
66. 249. 69. 224 |l srael 147.237.77.216|dover. i df . il Mil ti pl e Unaut horized URL Access from 66. 249. 69. 224 Bl ock
. . D stributed Unaut hori zed URL Access on
79.178.139.31 |Israel 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f Bl ock 1
66.249.76.31 |Israel 147.237.77. 243 |nobi l e i of i1 |hauthorized LR Access to . - B ock 1
nobi | e.idf.il/.well-knowV appl e- app-si t e-associ ati on
66.249.69.14  |Israel 147.237.77.216|dover . i df . il Mil ti pl e Unaut hori zed URL Access from 66. 249. 69. 14 B ock 1
37.26.148.161 |[Israel 147.237.72. 166 [aka. i df . i | Unt raceabl e SSL Sessi ons: (pen Mbde None 1
. . Lhaut hori zed URL Access to
84.94.69.115 |Israel 147.237.76.86 |[navy.idf.il vw nawy. i cf i 1/i p st oragel i1 es/ & si 7e338x0/ 1806. | pg Bl ock 1
77.138.90.17  |France 147.237.72. 166 |aka. i df . i | Wnauit hor | zed Method PCST for Bl ock 1
waw aka. i df . i1/ nai n/ gi yus/ pni ot answer . aspx
66. 249. 69. 224 |l srael 147.237.77.216|dover. i df . il Unaut hori zed URL Access to www idf.il/atal 1/izkor/print_bottom asp Bl ock 1
109. 65. 161. 245 |l srael 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed LRL Access to waw chi nuch. aka. i df . i1/404. htm Bl ock 1
) . . D stributed Waut hori zed Method for Known URL on
66.102.9.3 Whited Sates [147.237.72.166|aka.idf.il v aka. i df . i 1/ i v hore/ def aul t . aspx B ock 1
2.53.38.206 I srael 147.237.72. 166 [aka. i df . i | Untraceabl e SSL Sessi ons: Qpen Mde None 1
. . Unaut hori zed URL Access to
66.249.76.75 |Israel 147.237.72. 166 |aka. i df . i | 147, 237.72. 166/ gi yus/ f or und asp/ showf or um asp Bl ock 1
66.249.69.14 |lsrael 147.237.77. 216 |dover.i df.i | Lhaut hori zed URL Access to ww idf.il/atal 1/izkor/vi ew norei nfo. asp B ock 1
37.26.149. 206 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1136- he/ at al . aspx B ock 1
84.108.94. 178 |Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
77.138. 97. 87 France 147. 237.72. 166 |aka. i df . i | Distri bu.t ed ‘Lhaut‘horl zed Method for Known URL on B ock 1
ww aka. i df . i |/ mai n/ hone/ def aul t . aspx
212. 29. 220. 238 [I srael 147.237.72. 166 [aka. i df . i | Unaut hori zed Method PCST for waw aka. i df . i|/mai n/ sachar/ about.aspx  |B ock 1
66. 249. 69. 228 |Israel 147.237.77. 216 |dover . i df . i | Distributed thauthori zed URL Access on Bl ock 1
wwv i df il /atal 1/i zkor/ vi ew i ng. asp
. . D stributed Unaut hori zed URL Access on
109. 65. 185. 123 |l srael 147.237.77.234|hal ag. i df . i | 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
66. 249. 64. 153 |l srael 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/ml ui m/nai nd9ea. ht mh B ock 1
2.55.1.139 | srael 147.237.77.243|mobi l e. i df . i | D stributed Suspici ous Response Code Bl ock 1
66. 249. 76. 108 |l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to v aka.idf.il/nmiluin B ock 1
85.64.173.57 |Israel 147.237.77.216|dover . i df . i SSL Wntraceabl e Connection - Qpen Mde None 1
46. 19. 86. 238 | srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1501- he/ at al . aspx B ock 1
. . Unaut hori zed URL Access to
77.138.131. 138 |France 147.237.76.31 |nakchal .idf.il nakhal . i df . i1/ consol e/ cor e/ doc_nyr/ doc_nwr . asp B ock !
212. 29. 220. 238 |I srael 147.237.72. 166 |aka. i df . i | tnknoun Paranet er Vi EABTATEENCRYPTED i n None 1
wn aka. i df . i |/ mai n/ sachar/ mai | box. aspx
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