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M nobi le.idf.il

M aka.idf.il

M dover.idf.il

B chi nuch. aka. i df . i

Meitan. aka.idf.il

M nadi matal .idf.il

[ ishurimaka.idf.i

M nat pash. i df . i |
navy.idf.il

M refuah.idf.il

M 213. 249. 217. 237
46. 19. 85. 80
I 77.139.51. 23
37.26.149. 196
Il 37. 142. 10. 238
M 106. 38. 241. 106
I 46.213.6. 162
M 216. 243.31.2
46. 19. 86. 254
M 45.74.1.195
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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country
31.204. 128. 22

|Target Address |Site

|Signature  |Device Action  |Count |
Net her | ands 147.237.76. 198 e.yohal an.idf.il B ack List drop 1
31.204. 128. 22 Net her | ands 147.237.76. 201 e.atal.idf.il B ack List drop 1
195. 224. 29. 26 Uni ted Ki ngdom 147.237.76. 198 e.yohal an.idf.il B ack List drop 1




09-24-2016-18:04:09 to 09-24-2016-19:04:09

|Top Attackers In IPS|

Attacker Address |Attacker Qountry rget Address |Site Devi ce Action |Count
106. 38. 241. 106 Chi na 147.237.72.166 |aka.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 15
106. 38. 241. 106 Chi na 147.237.77. 74 lawidf.il CL000071: HTTP: User Agent Sogou+web+spi der Per it 4
106. 38. 241. 106 Chi na 147.237.0. 34 tikshuv.idf.il [Cl000071: HTTP. User Agent Sogou+web+spi der Per it 2
106. 38. 241. 106 Chi na 147.237.76. 86 navy.idf.il Cl000071: HTTP:. User Agent Sogou+web+spi der Per nit 2
106. 38. 241. 106 Chi na 147.237.77.176  |matpash.idf.il |ClL000071: HTTP: User Agent Sogou+web+spi der Per it 1
123. 126. 68. 105 Chi na 147.237.77.176 |mat pash.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per it 1




09-24-2016-18:04:09 to 09-24-2016-19:04:09

|Top Attackers In |D|

Attacker Address |Target Address Attacker Qountry Signature

87.71.32.58 147.237.77. 233 I srael atal.idf.il ET SCAN NMAP -sA (2) 2
5. 255. 90. 133 147.237.77. 243 Net her | ands nobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
223.99. 57. 170 147. 237.0. 33 Chi na idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.77. 216 Net her | ands dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
163. 172. 129. 15 147.237.77. 243 Uhi ted Ki ngdom mobi | e.idf.il ET SCAN NVAP -sS wi ndow 1024 1
5. 255. 90. 133 147. 237. 77. 205 Net her | ands prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
124. 8. 223. 198 147. 237.76. 177 Tai wan ncore.idf.il ET SCAN Potential SSH Scan 1
124. 8. 223. 198 147.237.0. 16 Tai wan ny- kosher -kravi .i df .i | ET SCAN Potential SSH Scan 1
109. 60. 153. 178 147.237.8. 14 Russi an Federati on e.orchot.idf.il ET SCAN NMAP -sS wi ndow 1024 1
85. 250. 214. 228 147.237.77. 216 I srael dover.idf.il portscan: TCQP D stributed Portscan 1
223.99. 57. 170 147. 237.76. 198 Chi na e.yohal an.idf .il ET SCAN Potential SSH Scan 1
46. 161. 40. 17 147.237.76. 42 Russi an Federati on refuah.idf.il ET SCAN NMAP -sS wi ndow 1024 1
223.99.57. 170 147. 237. 76. 148 Chi na ggcenter. aka. i df . i | ET SCAN Potential SSH Scan 1
31.186. 136. 27 147.237.77.61 Russi an Federation e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
223.99. 57. 170 147. 237.76. 30 Chi na hi mush. i df . i | ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.77. 226 Net her | ands vy chamat z. aka. i df . i | ET SCAN NMAP -sS wi ndow 1024 1
223.99. 57. 170 147.237.0. 19 Chi na madi matal .idf.il ET SCAN Potential SSH Scan 1
5. 255. 90. 133 147.237.77. 212 Net her | ands e. dover.idf.il ET SCAN NMAP -sS wi ndow 1024 1
124. 8. 223. 198 147. 237. 76. 202 Tai wan e halag.idf.il ET SCAN Potential SSH Scan 1
124. 8. 223. 198 147.237.76. 31 Tai wan nakchal .idf.il ET SCAN Potential SSH Scan 1
124. 8. 223. 198 147.237.0. 15 Tai wan kosher -kravi .idf.il ET SCAN Potential SSH Scan 1
223.99. 57. 170 147. 237. 76. 199 Chi na e. nakchal .idf.il ET SCAN Potential SSH Scan 1
46.161. 40. 17 147.237.77. 176 Russi an Federation nat pash. i df i | ET SCAN NVAP -sS wi ndow 1024 1
223.99. 57. 170 147. 237.76. 177 Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
46. 161. 40. 17 147.237.0. 17 Russi an Federati on mny- kosher -kravi . i df.il ET SCAN NVAP -sS w ndow 1024 1
223.99. 57. 170 147.237.76. 34 Chi na yohal an. i df .i | ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
213.249. 217. 237|Wni ted Ki ngdom|147. 237. 76. 147 |chinuch. aka.idf.il |SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 69
Sreaning Engine: TP Invalid i i ssi
46.19.85.80  |Israel 147.237.76. 200 |ei tan. aka. i df .i 9 =9 Invalid segnent retransmssion. |, 57
Ret r ansni ssi on Packet dropped.
reamng Engi ne: TCP Invali i i ssi
77.139.51.23  |France 147.237.77. 243 |nobi l . i df . i Streamng Engi ne: TCP Invalid - imvalid segnent retransnissi on. drop 54
Ret ransm ssi on Packet dropped.
37.142.10.238 |lsrael 147.237.72. 167 |ishurimaka.idf.il |SYN Att ack SYN -> SYN-ACK -> RST noni t or 26
Sreaming Engine: TCP Invalid i i ssi
79.183.96.191 |Israel 147. 237.77. 243 |nobile. i f . | 9 =g Invalid segnent retransmssion. g 9
Ret ransm ssi on Packet dropped.
45.74.1.195 Saudi Arabia 147. 237.77. 216 |dover. i of .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 9
188. 72. 103. 228 g:;:;des”ab 147. 237.77. 216 |dover. i of .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 8
Syrian Arab R .
46. 213. 6. 162 Republ i ¢ 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 7
Sreanming Engine: TCP Invalid i i ssi
157.55.39.42  |Wwited Sates  |147.237.77. 243 |nobile.idf il 9 =9 Invalid segnent retransmssion. |, 6
Ret r ansmi ssi on Packet dropped.
87.69.88.9 | srael 147.237.72. 166 |aka.i df.il SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 5
. . SYNretransmt wth different )
87.70. 28. 140 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence wi ndow scal e noni t or 5
109. 253. 140. 78 |l srael 147.237.77. 176 |mat pash. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
46. 19. 85. 80 I srael 147.237.76.200|eitan. aka idf.il  |Bad TCP sequence Invalid ACK nunber alert 4
212. 143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
46. 19. 85. 80 | srael 147.237.76.200|eitan. aka.idf.il Bad TCP sequence Inval id ACK nunber noni t or 4
109. 67.199. 63 |l srael 147.237.72. 166 |aka. i of . i1 SYN At t ack SYN -> SYN-ACK -> RST noni t or 4
109. 253. 150. 235|I srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 4
Sreaming BEngine: TCP Invalid i i ssi
84.95.208.20 | srael 147. 237. 72. 166 |aka. i df . i 9 =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.
Syrian Arab . . . )
46. 213. 6. 162 Republ i ¢ 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval id ACK nunber noni t or 3
Sreaming BEngine: TCP Invalid i i ssi
84.95.208.20 | srael 147.237.77. 243 |nobi I e.i df . i 9 =g Invalid segnent retransmssion. | o 3
Ret ransm ssi on Packet dropped.
46. 19. 86. 57 I srael 147.237.77. 234 |hal ag.i df . i Bad TCP sequence Inval i d ACK nunber noni t or 3
176.13.229.47 |Israel 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber aert 3
46.19. 86. 121 I srael 147. 237. 72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
106. 39. 60. 184  |Chi na 147. 237. 76. 148 [gqcenter. aka. i df . i | |dr op drop 3
176.13.229.47 |Israel 147.237. 77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
46.19. 85. 41 I srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 3
. . SYWNretransmt wth different )
87.71.32.58 I srael 147.237.77. 233 |atal .idf.il Bad TCP sequence wi ndow scal e noni t or 3
84. 109. 240. 160 |l srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
185.3.147.174  |lIsrael 147.237.72. 166 |aka.i of . i1 Bad TCP sequence Invalid ACK nunber noni t or
Sreanming Engine: TCP Invalid i i ssi
77.138.185.39  |France 147. 237. 77. 243 |robi 1 e. i of . i | 9 =9 Invalid segnent retransmssion. |, 2
Ret r ansmi ssi on Packet dropped.
213.8.204.5 I srael 147. 237.77. 216 |dover. i of .i | Bad TCP sequence noni t or 2
84.108.239.16 |lsrael 147.237.72. 166 |aka. i df . il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
213.8.204.5 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
46. 19. 85. 25 | srael 147.237.76.86 [navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
80.246.138.51 |lIsrael 147.237.72. 166 |aka. i df .i| SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
77.125. 3.108 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 2
79.181.142.27 |Israel 147.237.76.86 |navy.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
VWb Server Enf or cenent i
107. 178. 208. 177|Wited Sates  |147. 237. 77. 216 |dover. i f i1 _ Véb Servers S ow HITP Denial of ) oy 2
M ol ation Servi ce
208.54.90.176 |lLhited Sates 147.237.72. 166 |aka.i df . i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
85. 64.250. 186 |l srael 147.237.72. 166 |aka. i df . i1 SYN At ack SYN -> SYN-ACK -> RST noni t or 1
172.247.84.205 |lLhited Sates 147. 237.72. 156 |anan. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 1
2.55.171.91 | srael 147.237. 77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
141.212.122. 49 |Wnited Sates |147.237.76.196 |e. sviva idf.il Geo- | ocati on enf or cenent gﬁ?;):ggi;'mo”  nbound drop 1
216.243.31.2 Lhited Sates [147.237.76.39 |nobile neitav.idf.i|SYN At ack SYN -> SYN-ACK -> RST noni t or 1
77.126.5.4 I srael 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SINACK retransmt with different |opnivor — f1
w ndow scal e
109. 64. 57. 87 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 86. 57 I srael 147.237.77. 234 |hal ag.idf. il Bad TCP sequence Invalid ACK nunber alert 1
89.139. 117. 216 |[lIsrael 147. 237. 72. 156 |anan.i of . i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
179. 108. 198. 148|Bazi | 147. 237. 76. 147 |chinuch. aka. i df .i1 |SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
41.33.232.66  |Egypt 147. 237. 77. 216 |dover. i df . Bad TCP sequence SINHAK retransmt wth different | oo [y

w ndow scal e
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|Top Attackers In V\AF|

A tacker

Devi ce

count ry ‘Target Address |Site Sgnature Acti on ‘Count
37.26.149.196 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Code B ock 28
46.19.86.254 |Israel 147.237.0.19 |nadimatal .idf.il Distributed Suspici ous Response Qode B ock 9
2.53.147.234  |Israel 147.237.0.19 [madimatal .idf.il D stributed Suspici ous Response Code B ock 9
109. 67.3.196 |[Israel 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from109.67.3.196 |B ock 5
77.138. 115. 145 |France 147.237.72. 166 |aka. i df . i | Uhaut hori zed Met hod POST for www aka. idf.il/milui B ock 4
66.249.69. 14  |Israel 147.237.77. 216 |dover.idf . il Uhaut hori zed URL Access to wa idf.il/atal 1/izkor/vi ew ingtop. asp |B ock 3
89. 139. 117. 216 |l srael 147.237.72. 156 |anan. i df . i | Suspi ci ous Response Code B ock 3
. . Unaut hori zed Method CPTI ONS for
109.67.3.196 I srael 147.237.72.166 [aka. i df . i | wan aka. i df . i |/ nai n/ gi yus/ aut hent i cati onser vi ce. asnx/ get aut huser Bl ock 3
93.172.28.75 |[lIsrael 147.237.0.19 |nadimatal .idf.il Distributed Suspicious Response Qode B ock
66.249.69.18 |lsrael 147.237.77.216|dover. i df .i | Lhaut hori zed URL Access to v idf.il/atal 1/izkor/ vi ew i ny. asp B ock
. - DO stributed Whaut hori zed URL Access on
66.249.69. 14  |Israel 147.237.77. 216 |dover. i df . i | v df i |/ at al 1/ zkor/ Vi ew i nut op. asp B ock 2
66. 102. 9. 3 Wited Sates |147.237.72. 166 |aka. i df . il Distributed Lhauthorized Method for Known LRL on Bl ock 1
wwn aka. i df . i |/ mai n/ hone/ def aul t . aspx
84.95.208.20 |Israel 147.237.77.74 [lawidf.il PHP At t enpt B ock 1
. . . Unaut hori zed URL Access to
180. 76. 15. 136  [Chi na 147.237.76.42 [refuah.idf.il 147. 237. 76. 42/ 994- 9234- he/ r ef uah. aspx Bl ock 1
66. 249. 76. 109 [l srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka. i df.il/hinuch B ock 1
66.102. 9. 22 Lhited Sates |147.237.72.166|aka.idf.i | Uhaut hori zed Met hod PCST for aka.idf.il/mai n/ hone/ def aul t. aspx B ock 1
84.95.208.20 |Israel 147.237.77.74 |lawidf.il thauthori zed URL Access Lo ., Bl ock 1
wwn | aw i df . il /tenpl at es/ honepage/ pi wi k. php
46.116.91.98 [Israel 147.237.77.233|atal .idf.il Paraneter Type Mol ation search in atal.idf.il/1437-he/ atal . aspx B ock 1
204.79.180. 212 |Whited Sates |147.237. 72. 166 |aka. i df . i | Distributed thaut hori zed Method for Known LRL on Bl ock 1
wawn aka. i df . i |/ mai n/ hone/ def aul t . aspx
91. 210. 145. 154 |Wkrai ne 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwwidf.il/bl og/ B ock 1
66.249. 66. 243 |Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to ww cogat . i df .il/894-ar Bl ock 1
157.55.39.42 |lhited Sates [147.237.77.243|nobile.idf.il Distributed Suspici ous Response Code B ock 1
84.109. 178.60 |1 srael 147.237.72. 166 |aka. i df . i | Uhaut horized URL Access to www aka. i df.il/main/giyus/grin B ock 1
eneral . aspx0
. . D stributed Uhauthorized URL Access on
66.249.69.22 |[Israel 147.237.77. 216 |dover. i df .i | v df i1/ at al /i zkor/ Vi ew i nut op. asp B ock 1
] . . - Unaut hori zed URL Access to
54.183.213.28 |Lnited Sates |147.237.76.30 [hinush.idf.il 147. 237. 76. 30/ veb- consol e/ serveri nf o. j sp Bl ock 1
204.79. 180. 237 |United Sates [147. 237. 72. 166 |aka. i df . i | tnaut hori zed Method POST f or B ock 1
wan aka. i df . i |/ nai n/ kapat z/ def aul t. aspx
77.138. 254. 196 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCST for ww aka. i df.il/main/smalinfaqg. aspx |B ock 1
. wawv. chamat z. aka. i d [unaut hori zed URL Access to
157.55.39. 255 |United Sates (147, 237.77. 226 flil wwv chanat z. aka. i df . i 1/tenpl at es/ depar t nent sl obby/ Bl ock 1
40.77.167.27 |Wited Sates [147.237.72.156|anan.idf.il Lhaut hori zed UR. Access to |ist.ips.gov.il/robots.txt B ock 1
87.70.28.140 |Israel 147.237.76.42 |refuah.idf.il Lhaut hori zed URL Access to 147.237.76. 42/ styl e/ shared/reset.css  |B ock 1
. . Unaut hori zed URL Access to
66.249. 69. 67 |[lIsrael 147.237.76.42 |refuah.idf.il 147.237.76. 42/ si p storagel {1 | es/ 2/ 2802. | pg B ock 1
] - . D stributed Unaut hori zed Method for Known URL on
66.102. 9.2 Whited Sates [147.237.72.166|aka.idf.il vow aka i df . i 1/ mai n/ home/ def aul t . aspx B ock 1
109. 64. 188. 46 |Israel 147.237.77. 216 |dover. i df . i | Distributed thaut horized LRL Access on B ock 1
ww i df il /https: /v df.il/
. . Paraneter Type Mol ation SearchText in
84.94.101.34 [Israel 147.237.77. 216 |dover.idf . il v i df i 17 1065- en/ dover . aspx Bl ock 1
66.249.69. 14  |Israel 147.237.77. 216 |dover.idf . il Unaut hori zed URL Access to wawidf.il/atal 1/izkor/print_text.asp B ock 1
176.13.226.79 |l srael 147.237.72. 156 |anan. i df . i | D stributed Suspici ous Response Code B ock 1
. - Unaut hori zed URL Access to
46. 19. 86. 57 I srael 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages/ shar ed/ bul | et 1. gi f B ock 1
87.71.32.58 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77. 233/ 1135- he/ at al . aspx Bl ock 1
66.249.76.77 |Israel 147.237.72. 166 |aka. i df . i | D stributed Waut hori zed UR. Access on 147.237.72. 166/ robot s. t xt Bl ock 1
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