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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 33
46.165. 197. 142 Ger many 147.237.77. 216 dover.idf.il [Cl000074: HITP. najestic bot Per nit 2
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222.186.56.199 |147.237.0.34 |China tikshuv.idf.il ET SCAN Potential WNC Scan 5900- 5920 2
i ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons,

211.197. 201. 106|147. 237. 76. 86 Okfrea’ RepUDI T C | vy i i1 Potential Sean or Brite For(}:le 2
118. 68. 71. 127  |147.237. 76. 198 |M et nam e. yohal an.i df .il ET SOAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1

Potential Scan or Brute Force

- ET DC5 Large anount of TCP ZeroWndow - Possible Nciller2

84.229.76.202 |147.237.77. 233l srael atal.idf.il 1

DDos attack
84.109. 131. 150 |[147.237.77. 216 |l srael dover.idf.il portscan: TCP O stributed Portscan 1
66.249.93. 158  |147.237.76.86 |Europe navy. i df .i | ET SCAN NVAP -sA (2) 1
37.26.146.231 |[147.237.77. 216l srael dover . idf.il portscan: TCP DO stributed Portscan 1
222.186.56.199 |[147.237.77.216|Chi na dover.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
222.186.56.199 |[147.237.72. 167 |Chi na i shurimaka.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
222.186.56.199 |147.237.0.17 |China mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5900- 5920 1
182. 254. 131. 170|147. 237. 76. 148 |Chi na gacenter. aka. i df .i | ET SCAN NVAP -sS w ndow 1024 1
109. 66. 31. 97 147.237. 72. 166 |I srael aka idf.il portscan: TCP O stributed Portscan 1
84117 42136 |147 237 8.28  |Formni a o robil eks.idf ] ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1

Potential Scan or Brute Force
79.179.57.150 |147.237.77. 216 |I srael dover.idf.il portscan: TCP O stributed Portscan 1
58.220.2.5 147.237. 76. 177 |Chi na ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
222.186.56.199 |[147.237.77.227|Chi na e. hanaz. i df .i | ET SCAN Potential VWNC Scan 5900- 5920 1
222.186.56.199 |147.237.76.38 |China e.emeitav.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
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|Top Attackers In FW |

Devi ce

Attacker Address |Attacker Qountry ‘Target Address |Ste Signature Acti on ‘Count
213. 249. 217. 237|Uni ted K ngdom 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At tack SYN -> SYN-ACK -> Tineout [nonitor |84
46. 19. 85. 154 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber aert 12
46. 19. 85. 154 I srael 147.237.77. 216 |dover.idf . i | Bad TCP sequence I'nval i d ACK nunber nonitor |12
185. 27. 106. 247 |Israel 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Tineout [monitor |10
46. 19. 86. 176 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 9
46.19.85.154  |[israel 147.237.77. 226 ["'" chanatz. aka. 10f | gy TCP sequence Inval i d ACK nunber moni tor |7
46.213. 6. 162 Syrian Arab Republic |147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber monitor |7
46.19.85.154  |[israel 147.237.77. 226 [} chanatz. aka. Tdf 1paq TCP sequence Inval i d ACK nunber aert 6
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
80.92.100. 156  |Russian Federation |147.237. 76. 147 [chi nuch. aka. i of .i | Bad TCP sequence Invalid AGK nunber noni t or
80.92.100. 156 |Russian Federation |147.237.76. 147 |chi nuch. aka.idf. il SYN At t ack SYN -> SYN-ACK -> Tineout |alert
Lao Peopl €' s . . -
115. 84.91. 218 Denocr at i ¢ Republ i ¢ 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 4
80.92. 100. 156 |Russi an Federation |147.237.76. 147 |chinuch. aka.idf.il SYN Attack SYN -> SYN-ACK -> Tinmeout |nonitor
79.180.222. 170 |lsrael 147.237.76.86 |navy.idf.il SYN At tack SYN -> SYN-ACK -> Ti neout |nonitor
80.92.100. 156 |Russian Federation [147.237.76.147 |chinuch.akaidf.il  |Bad TCP sequence izlur:tncrsnsmt wehdfferent ey 4
207.232.37. 179 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 4
80.92.100.156 [Russian Federation [147.237.76.147 [chinuch.akaidf.il  |Bad TCP sequence izlur:rtlcr:mmt wehdfferent | onitor |4
31.154.81.18 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
80.246. 136. 62  [lIsrael 147. 237. 72. 156 |anan. i df . i | SYN At tack SYN -> SYN-ACK -> RST monitor |3
85.64.223.224 |[Israel 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST nonitor |3
46. 19. 86. 198 I srael 147.237.0.34  |tikshuv.idf.il Bad TCP sequence I'nval i d ACK nunber nonitor |3
46.19. 86. 157 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Invalid ACK nunber monitor (3
S reanm ng Engi ne: TCP ' i ssi
79.181. 153. 191 |I srael 147. 237.77. 243 |mobi l e. i f . i mng tngine: ! Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
46.213. 6. 162 Syrian Arab Republic [147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber alert
37.26.149.136 |[lIsrael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence Invalid ACGK nunber noni t or
5.28.138. 235 I 'srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
S reaning Engi ne: TCP i i sSi
109. 67. 101. 182 |[Israel 147.237.77. 243 |nobile. i df . mng tngine. Invalid segnent retransmssion. |, 3
Inval i d Retransnission Packet dropped.
207.232.37.179 |[Israel 147. 237.77. 216 |dover.idf .i| SYN Attack SYN -> SYN-ACK -> Tineout |monitor |2
37.46.39. 119 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber nonitor |2
46. 19. 86. 223 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
37.26.146.168 |[Israel 147. 237.72. 166 |aka. i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |2
5.22.134.86 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber monitor |2
84. 94, 48. 202 I srael 147.237. 72. 166 |aka.idf . il SYN At tack SYN -> SYN-ACK -> RST monitor |2
194. 90. 66. 9 | srael 147.237.72. 166 |aka.idf .il drop Frst packet isn't SN drop 2
37.26.148.207 [Israel 147. 237.72. 156 |anan. i df .i | SYN At tack SYN -> SYN-ACK -> RST monitor |2
141. 226. 217. 117|l srael 147.237.72. 166 |aka i of .i | Bad TCP sequence I'nval i d ACK nunber monitor 2
) . SYNWACKK retransmt with .
109. 65. 96. 137 |l srael 147.237.72. 166 |aka.idf.il Bad TCP sequence di fferent w ndow scal e noni t or 2
85.64.232.224 |lIsrael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence I'nval i d ACK nunber aert
5.102. 242. 91 I srael 147. 237. 72. 156 |anan. i df .| Bad TCP sequence Invalid ACGK nunber noni t or
128.232.110.28 |Wnited Kingdom  |147.237.76.44 |e.refuah.idf.il Geo- | ocati on enf or cement ﬁ?;}'rgzﬁ:mon I nbound drop 2
109. 66. 155. 167 |l srael 147.237.76. 31 |nakchal .idf.il SYN At tack SYN -> SYN-ACK -> Tineout [nonitor |2
85.64.232.224 |[Israel 147. 237. 72. 156 |anan. i df . i | Bad TCP sequence Invalid ACK nunber monitor |2
46. 19. 86. 223 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d ACK nunber alert 2
84.95. 49. 195 | srael 147.237.76.86 |navy.idf.il drop First packet isn't SN drop 1
184. 105. 139. 122|wnited Sates 147. 237. 77. 227 |e. hanaz. i f . i | Geo- | ocati on enf or cenent i?olr ggi'nfn I nbound drop 1
128. 232.110. 28 |Wnited Ki ngdom 147.237.77. 179 |e.mazi .i df . i1 SYN At tack SYN -> SYN-ACK -> RST noni t or
216.243.31.2 Lhited Sates 147.237.77.234 |hal ag.idf .il SYN At tack SYN -> SYN-ACK -> RST monitor |1
. . . i nst ant nessenger pattern .
104. 45. 18. 178 Net her | ands 147.237.0.34 |tikshuv.idf.il I nstant Messengers found, application Skype noni t or 1
2.53. 128. 200 I srael 147.237. 72. 166 |aka.i df . il SYN At tack SYN -> SYN-ACK -> RST monitor |1
46.19. 86. 194 I srael 147. 237. 72. 156 |anan. i df . i | SYN Attack SYN -> SYN-ACK -> RST monitor |1
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|Top Attackers In V\AF|

Devi ce

‘Attacker Qount ry ‘Tar get Address |Site Sgnature Action ‘Count
46.116. 117. 121 |I srael 147.237.76.42 |refuah.idf.il Unaut hori zed HTTP Met hod B ock 17
. . Uhaut hori zed URL Access to
46.116.117. 121 |l srael 147.237.76.42 |refuah.idf.il ww refua. atal i df.i1/si p storagelfiles/ 2l Bl ock 6
66. 249. 69. 224 |l srael 147.237.77. 216 |dover.idf .i | Mil tipl e Unhaut hori zed URL Access from 66. 249. 69. 224 B ock 5
66.249.76.30 |[Israel 147.237.77.243|nobi | e. i df . i | Mil tipl e Uhaut horized URL Access from 66. 249. 76. 30 B ock 5
46.116.117. 121 |l srael 147.237.76.42 |refuah.idf.il Mil ti pl e Unaut hori zed LRL Access from 46. 116. 117. 121 B ock 3
109. 253. 202. 29 |I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 2
Lao Peopl €' s ] ] Unaut hori zed Met hod PCST for
115.84.91.218 Denocrati c Republic 147.237.72.166 [aka. i df . i | www aka. i df . i |/ mai n/ gi yus/ m yun/ m yunl obby. aspx Bl ock 2
77.139.111.59 |France 147.237.72.166 |aka. i df . i | llegal Byte Qode Character in URL /i n/kapat 2/ /1es#012 Bl ock 1
our ces/ i mages/ i nner page/ goback. gi f
66. 249. 64. 163 |l srael 147.237.77.243|nobi | e. i df . i | Mil tipl e Lhaut hori zed UR. Access from 66.249. 64. 163 B ock 1
213.57.61.98 |[Israel 147.237.77.74 |lawidf.il Uhaut hori zed URL Access to waw | aw i df.il/14-he B ock 1
. . . Unhaut hori zed Met hod HEAD f or
96.126.109. 30 |[hited Sates 147.237.72. 166 |aka. i df . i | ww aka. i of i 1/ ei tany prati i rteyerual B ock 1
. . . Uhaut hori zed URL Access to
66.249.76. 30 I sr ael 147.237.77.243|nobi | e. i df . i1 nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1735 B ock !
204.79.180.30 |Wnited Sates 147.237.72. 166 |aka. i df . i | Distributed tnauthorized Method for Known URL on B ock 1
wan aka. i df . i |/ mai n/ hone/ def aul t . aspx
. . Mil ti pl e Unhaut hori zed Method for Known URL from
77.139.111.59 |Fance 147.237.72. 166 |aka. i df . i | 77 139. 111. 59 Bl ock 1
. . . Uhaut hori zed URL Access to
66. 249. 64. 163 |l srael 147.237.77.243|nobi l e. i df . i | nobi | e, o i |/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1727 B ock 1
. . . Uhaut hori zed URL Access to
66.249.76.31 | srael 147.237.77. 243 [nobi | €. i df . i nobi | e.idf.il/categorytenpl ates/listchil ddocunent s/ 1720 Bl ock !
46.117.28.61 |[lIsrael 147.237.77. 216 |dover . i df . i | Uhaut hori zed URL Access to wwidf.il/https:/wwvidf.il/ B ock
204.79. 180. 148 |Lhited Sates 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod PCST for waw aka. idf.il/ishurimnain/ B ock
77.139.111.59 |France 147.237.72. 166 |aka. i df . i | Unaut hor i zed Met hod POST for ww aka. i df.il/main/kapat z/ B ock 1
. . DO stributed Unaut hori zed URL Access on
46.19.86.155 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1
66.249.76.75 |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
. . . .|Unaut hori zed URL Access to
52.67.96.86  [Brazil 147.237.76. 147 |chi nuch. aka. i df . 1|, - a0 767 47/ veb- consol ef ser ver nf 0.]sp B ock 1
207.232.37.179 |l srael 147.237.77.216|dover . i df . i | SSL Untraceabl e Connection - CGpen Mde None 1
. . D stributed Lhauthorized URL Access on
79.176.75.32 |Israel 147.237.77.216|dover. i df .i | wwi o i1/t tps: /v df i1/ Bl ock 1
. . Uhaut hori zed URL Access to
66.249. 75. 4 I srael 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ si p_storagel fi | es/ 2/ 2272. | pg Bl ock 1
157.55.39. 113 |lhited Sates 147.237.72. 156 |anan. i df . i | Uhaut hori zed URL Access to v anan.idf.il/robots. txt B ock 1
. . DO stributed Unaut hori zed URL Access on
77.138.18.191 |France 147.237.77.234|hal ag. i df . il 147. 237. 77. 234] i nages/ shar ed/ bul | et 1. gi f Bl ock 1
) . . D stributed Unaut hori zed Method for Known URL on
66.102.9.8 Lhited Sates 147.237.72.166 |aka. i df . i | i aka. i df . i | / mai n/ hone/ def aul t . aspx Bl ock 1
213.8.204.1  |Israel 147. 237.72. 166 |aka. i df . i | Paraneter Read Qly Molation in N None 1
wan aka. i df . i |/ mai n/ gi yus/ m yun/ mi yunpr ocessquest i onnai r e. aspx
. . Uhaut hori zed URL Access to
80. 246. 133. 115 |I srael 147.237.76.42 |refuah.idf.il ww refua. atal i df i1 /tenpl ates/ general /nul | Bl ock 1
. . . Uhaut hori zed URL Access to
180. 76. 15. 138 |Chi na 147.237.76.42 [refuah.idf.il 147, 237. 76. 42/ 994- 9364- he/ r ef uah. aspx B ock 1
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