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Attacker Address |Attacker Country |Target Address |[Site

|Signature

|Device Action |Count |

69. 30. 226. 218 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 forward 2
183. 60. 48. 25 Chi na 147.237.76. 198 e.yohal an.idf.il JLM Under _Attack_Con_Tcp dr op 2
204. 12. 220. 83 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 1
31. 204. 128. 22 Net her | ands 147.237.76. 34 yohal an.i df.il B ack List drop 1
123.59. 59. 52 Chi na 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forvard 1
63. 141. 231. 194 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
63. 141. 242. 196 Lhited Sates 147.237.0. 17 mny- kosher -kravi .idf . il bl ock-sp-traf 1 forward 1
204. 12. 220. 83 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address ‘Site |Sgna1 ure Devi ce Action |Oount

62.149. 132. 179 Italy 147.237.77. 74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 6
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62.149.132.179 |147.237.77.74 |italy lawidf.il QA Injection - Select From 8
93.70. 141. 81 147.237.76.200|Italy eitan.aka.idf.il |ET SCAN Potential SSH Scan 2
93.70. 141. 81 147.237.76.196 [Italy esvivaidf.il ET SCAN Potential SSH Scan 2
93.70. 141. 81 147.237.76. 44 |italy e.refuah.idf.il ET SCAN Potential SSH Scan 2
93.70. 141. 81 147.237.76.39 |itay nobi | e. nei tav.idf.i|ET SCAN Potential SSH Scan 2
93.70. 141. 81 147.237.77.212|Italy e. dover.idf.il ET SCAN Potential SSH Scan 2
82.76.111.239 |147.237. 76. 200 |Fonani a eitan aka idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 2
Potential Scan or Brute Force
78.129.171. 173 |147.237.76. 148 |Uni ted K ngdom |gqcenter.aka.idf.il [ET SCAN Potenti al SSH Scan 1
185. 129. 148. 230[147.237.0.34 |Latvia tikshuv.idf.il ET SCAN NMAP -sS wi ndow 1024 1
61 131 58 91 147 237 8.50 | na o tikshv.id il ET SC‘AN Behavi oral Lhusual |y fast inbound Tel net CGonnecti ons, 1
Potential Scan or Brute Force
179. 43. 141. 221 |147.237.8.28 [Satzerland enobile-ks.idf.il |ET SCAN Potential SSH Scan 1
45. 63. 28. 189 147.237.76. 200 [Lhited Sates eitan.akaidf.il |ET SCAN NMAP -sS wi ndow 1024 1
115 75951 16 |147. 237, 77 233 M et nam atal idh il ET S(‘ﬁN Behavi oral Uhusual |y fast inbound Tel net CGonnecti ons, 1
Potential Scan or Brute Force
14.220. 65. 204  |147.237. 72. 167 |Chi na i shuri maka.idf.il ET SCAN Behavi oral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
93.70. 141. 81 147.237.77. 234 |Itay hal ag.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 |[147.237.76.42 |lkraine refuah.idf.il ET SCAN NVAP -sS w ndow 4096 1
93.70. 141. 81 147.237.77.179|Italy e nazi.idf.il ET SCAN Potential SSH Scan 1
91.201. 236. 155 [147.237.76.42 |lkraine refuah.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
93.70. 141. 81 147.237.77. 121 |italy e navy.idf.il ET SCAN Potential SSH Scan 1
84.19.27.67 147. 237. 76. 202 |Ger many e halag.idf.il ET SCAN NVAP -sS w ndow 2048 1
93.70. 141. 81 147.237.77.61 |itay e.cogat.idf.il ET SCAN Potential SSH Scan 1
0. 57 4. 194 147. 237, 77. 243 |1 ndonesi & ol e idh il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93.70. 141. 81 147.237.76.202|Italy e halagidf.il ET SCAN Potential SSH Scan 1
179. 43. 141. 221 |147.237. 76. 148 |Sat zer| and gacenter.aka i df.il |[ET SCAN Potential SSH Scan 1
93.70. 141. 81 147.237.76.198Italy e.yohal an.idf.il ET SCAN Potential SSH Scan 1
46.161.40.17  |147.237.77.170 ?;Z:;:I”ion mearachot.idf.il  |ET SCAN NVAP -sS wi ndow 1024 1
122.3.120.138  |147. 237.76.42 |Fhili ppines reftahidh il ET SOAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
93.70. 141. 81 147.237.76.86 |italy navy. i df . il ET SCAN Potential SSH Scan 1
45, 63. 28. 189 147.237.76. 177 |Lnited Sates ncore.idf.il ET SCAN NVAP -sS w ndow 1024 1
93.70. 141. 81 147.237.77.235[Italy svivaidf.il ET SCAN Potential SSH Scan 1
93.70. 141. 81 147.237.76.42 |ltaly refuah.idf.il ET SCAN Potential SSH Scan 1
93.70. 141. 81 147.237.77.233|Italy atal.idf.il ET SCAN Potential SSH Scan 1
93.70. 141. 81 147.237.76.34 [italy yohal an. i df . il ET SCAN Potential SSH Scan 1
93.70. 141. 81 147.237.77.205|Italy prisha idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 155 |[147.237.76.42 |lkraine refuah.idf.il ET SCAN NVAP -sS w ndow 3072 1
93.70. 141. 81 147.237.77.176|Italy nat pash. i df . i | ET SCAN Potential SSH Scan 1
84.19.27.67 147. 237. 76. 202 |Ger many e halag.idf.il ET SCAN NVAP -sS w ndow 4096 1
93.70. 141. 81 147.237.77. 74 |italy lawidf.il ET SCAN Potential SSH Scan 1
84.19.27.67 147. 237. 76. 202 |Ger many e.halag.idf.il ET SCAN NVAP -f -sS 1
93.70. 141. 81 147.237.77.19 |italy | awe forumidf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country Target Address |Ste Signature Acti on ‘Count
69. 131. 82. 83 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 158
65.190.132.85 |lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 156
70.57.232.230 |lhited Sates [147.237.76. 147 [chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |monitor  |141
141. 226.218.74 |Israel 147. 237.76. 200 |ei tan. aka.i of . Streamng Engine: TCP Invalid fimalid segrent retramsmission. | o 90
Ret r ansni ssi on Packet dropped.
172.56.29.251 |lLhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 45
141. 226. 218. 21 |l srael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 18
185. 137. 19. 158 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 12
46.19.86.119  |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | Streaning Engine: TCP Invalid imvalid segnent retransmissi on. drop 12
Ret r ansni ssi on Packet dr opped.
46.120.130. 68 [Israel 147.237.77. 216 |dover.idf. il SYN At t ack SYN -> SYN-ACK -> RST monitor |11
106. 39. 60. 187  |chi na 147.237.76. 44 |e.refuah.idr.il Geo-1 ocati on enf or cenent gﬁ?’o'rggﬁ:nfn i nbound dr op 9
79.181. 169. 253 |Israel 147. 237. 76. 200 |ei tan. aka. i df . i | Streaning Engi ne: TCP Invalid |invalid segnent retransnission drop 8
Ret r ansni ssi on Packet dropped.
176.13.16. 97 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
46. 19. 85. 81 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid ACK nunber noni t or
2.53.23. 227 I'srael 147. 237. 76. 200 |ei tan. aka.i of . Streamng Engine: TCP Invalid fimalid segrent retramsmission. | o 6
Ret r ansni ssi on Packet dropped.
176. 13. 16. 97 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN- ACK -> Ti meout noni t or 6
176.13.16.97  [Israel 147. 237. 77. 216 |dover . i df .1 Bad TCP sequence wgﬂtrﬁgggzgégth moni tor |6
46. 19. 85. 136 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d ACK nunber aert
79.177.135.12 |Israel 147.237.72. 166 |aka.idf .i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |nonitor
141. 226.217.76 |Israel 147.237.77. 243 |nubil e.i of . Streamng Engine: TCP Invalid Jimvalid segrent retramsmission. oo 6
Ret r ansni ssi on Packet dropped.
46. 19. 85. 136 I srael 147.237.77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber nonitor |6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 6
192. 114. 105. 254/l srael 147.237.77. 216 |dover.idf il drop First packet isn't SN drop 4
46.117.107.42 |israel 147.237.72. 166 |aka.idf . i1 SYN At t ack SYN -> SYN-ACK -> RST monitor |3
77.139.50.126  |France 147. 237.72. 166 |aka. i df . Bad TCP sequence wgﬂtrﬁgggzgégth moni tor |3
79.182.120. 6 | srael 147.237.72. 166 |aka.idf .il drop First packet isn't SYN drop 3
87.70.9.12 I srael 147. 237. 77. 243 |nubi 1 e. i of . i1 Streamng Engi ne: TCP Inval id |invalid segrent retransmssion. |y 3
Ret r ansni ssi on Packet dropped.
31.168.1.202  |israel 147. 237. 77. 243 |nubi 1 e. i of . i1 Streaning Bngine: TCP Inval id fimvalid segnent retransmission. o, 3
Ret r ansni ssi on Packet dropped.
119. 160. 128. 55 ga‘:'fsisal an 14728777, 243 [mobile.idf i Bad TCP sequence mdﬁr::;”lt wehdfferent  Joonitor |3
101. 184. 159. 194|Australia 147. 237. 76. 147 [chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Tinmeout |nenitor |2
77.138.52.97 France 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
87. 69. 235. 82 I srael 147.237. 77. 216 |dover.idf i1 SYN At t ack SYN -> SYN-ACK -> RST monitor |2
46.117.134.166 [Israel 147. 237. 72. 156 |anan.idf .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |2
46. 19. 86. 55 | srael 147.237.76.42 |refuah.idf.il drop First packet isn't SYN drop 2
128. 232. 110. 28 z‘i;;gom 147.237.72. 217 |e.idf .1 Geo- | ocati on enf or cenent Sﬁ?olrgg?:a:]?n t nbound drop 2
46. 19. 85. 244 | srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
109. 64. 129. 64 |l srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence noni t or 2
109. 66. 20. 206 | srael 147.237. 72. 167 |i shurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 86. 15 I srael 147.237.77. 216 |dover. i df . il Bad TCP sequence Inval i d ACK nunber nonitor |2
95. 35. 85. 103 | srael 147.237. 72. 166 |aka. i df .i | dr op Frst packet isn't SYN drop 2
46.19. 85. 49 I'srael 147.237.77. 226 [\ chanat z. aka. 1df 1paq TOP sequence Inval i d ACK nunber moni tor  [2
5.29.29. 251 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 2
31.168.172. 138 |[lsrael 147. 237. 72. 156 |anan. i df .i 1 SYN At t ack SYN -> SYN-ACK -> Tinmeout |nonitor |2
46. 19. 86. 40 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
46.19.85.73 I 'srael 147.237.76. 31 |nakchal .idf.il Bad TCP sequence Invalid ACK nunber alert 1
79. 180. 82. 98 I srael 147.237.72. 166 |aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST monitor |1
141. 226. 218. 20 |l srael 147.237.72. 166 |aka.idf . i1 Bad TCP sequence Invalid ACK nunber monitor |1
5.102. 195. 21 I 'srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber alert 1
120. 132. 67. 190 |Chi na 147.237.0.19 |nadimatal .idf.il SYN At tack SYN -> SYN-ACK -> RST monitor |1
46. 19. 86. 119 | srael 147.237.76.200|eitan. aka.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
109. 64.129.64 |l srael 147.237.72. 166 [aka i df . i | Bad TCP sequence Invalid ACK nunber alert 1
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A tacker
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Attacker Address Qount ry Target Address |Site dgnature Acti on ‘Count
213.57.146.93 |[lIsrael 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 309
46. 19. 85. 106 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 160
46.19. 85. 67 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 136
46. 19. 86. 239 I srael 147.237.0.19 |madimatal .idf.il D stributed Suspi ci ous Response Code B ock 71
176. 228. 169. 223|| srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 30
46.19. 86. 221 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 5
77.139. 163. 107 |France 147.237.72. 166 |aka. i df . i | Mitiple Illegal Byte Qode Character in Method from77.139. 163. 107 B ock 5
176.13.13. 28 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 3
77.139.163.107 |France 147.237.72. 166 [aka. i df . i | Mil tipl e Unknown HTTP Request Method from 77. 139. 163. 107 B ock 3
77.139. 163. 107 |France 147.237.72. 166 |aka. i df . i | Mil tiple Ml formed URL from 77.139. 163. 107 B ock 3
66. 249. 69. 224  |Israel 147.237.77.216|dover . i df . i Mil tipl e Unhaut hori zed URL Access from 66. 249. 69. 224 B ock 3
77.139.163.107 |France 147.237.72. 166 [aka. i df . i | Mil tiple Abnormal |y Long Request from 77.139.163. 107 B ock 3
. . Mitiple Illegal Byte Qode Character in Header Name from
77.139. 163. 107 |France 147.237.72. 166 |aka. i df . i | 77 139. 163. 107 Bl ock 3
77.126.8. 138 I srael 147.237.0.19 |[nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
. . Mitiple Ill1egal Byte de Character in Header Val ue from
77.139. 163. 107 |France 147.237.72. 166 |aka. i df . i | 77 139 163. 107 B ock 2
. . . Unhaut hori zed URL Access to
37.142.2.146 I srael 147.237.77.243|nobi | e.i df . i | nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1432 Bl ock 2
Lhi ted . . Unaut hori zed Met hod PCST for
65.49.173.132 [o o 147.237.72. 166 |aka. i df . i | v aka, i df i |/ mai n/ r abanut / gener al . aspx B ock 2
. . - Unhaut hori zed URL Access to
66. 249. 64. 17 | srael 147.237.76. 147 |chi nuch. aka. i df . i | chi nuch. aka. i df.i|/tenpl at es/ shar ed/ user cont r ol s/ header upper/ Bl ock !
46.19. 86. 40 I srael 147.237.72. 156 [aman. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
. . I11egal HITP \ersion
77.139. 163. 107 |France 147.237.72. 166 |aka. i df . i | 208 [ #16] ] CoVKMA WIE[ #25] ] AcA 1 [ #12] ] » 2 CAEWD) [ #26] ] Bl ock 1
66. 249. 75. 32 I srael 147.237.77. 216 |dover . i df .i | Unaut hori zed URL Access to 147. 237. 77. 216/ 1846- he/ dover . aspx B ock 1
. . Unaut hori zed Met hod HEAD f or
213.133.110.35 |Ger many 147.237.72. 166 [aka. i df . i | ww aka. i o i1/ br ot her s/ ski ral def aul t . asp Bl ock 1
. - Unaut hori zed Met hod HEAD for
109. 65. 187. 222 |l srael 147.237.72. 166 |aka. i df . i | Wi aka i df i |/ edi it hepr o} /t heproj . asp Bl ock 1
46.117.176. 107 |[lIsrael 147.237.72. 166 |aka. i df . i | Uhknown Paraneter catld in wwaka.idf.il/main/giyus/general .aspx None 1
31.168. 1. 202 I srael 147.237.77.243|nobi l e.i df . i | D stributed Suspicious Response Code B ock 1
77.138.7.248 France 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to ww anan. idf.il/favicon.ico B ock 1
66.249. 64. 108 |l srael 147.237.77. 176 |mat pash. i df . i | D stributed Suspici ous Response CGode B ock 1
. - Mil tiple Uhtraceabl e SS. Sessi ons from77.139. 163. 107 (Prot ocol
77.139. 163. 107 |France 147.237.72. 166 |aka. i df . i | viol ati on (SSL CONN APPLI CATI ON DATA EXCHANGE) ) None 1
77.139. 163. 107 |France 147.237.72. 166 |aka. i df . i | Ml f or med HTTP Header Line 1 B ock 1
. . Uhaut hori zed URL Access to
66.249.75.40  |Israel 147.237.77. 216 |dover . i df . i | 147. 237.77. 216/ 1362- 9916- he/ dover . aspx Bl ock 1
109. 66. 106. 160 |l srael 147.237.72. 166 [aka. i df . i | SSL Untraceabl e Connection - Qpen Mde None 1
46.121. 252. 242 i srael 147.237. 72. 166 |aka. i df . i | thauthori zed LR. Access to Bock |1
v aka. i df . i |/ mai n/ gi yus/ pni ot fi ndanswer . aspx/
77.139.163.107 |France 147.237.72. 166 [aka. i df . i | Abnormal |y Long Header Line request header nane B ock 1
m nv- kosher - kr avi . i Ill1egal Paraneter Encodi ng
66. 249. 65. 52 | srael 147.237.0. 17 ny al _; f AQRe>{ GoP6@wx @ x! d/ us58"Q QN) { GDxlakZ. v{ MDZ42FdE_vwL- |None 1
df il @0)3ii;1in mny-kosher-kravi.idf.il/ajax/createcaptchai nage. aspx
213.8.204. 11 | srael 147.237.72. 166 |aka. i df . i | PHP Attenpt B ock 1
NULL Character in Method
77.139. 163. 107 |France 147.237.72. 166 |aka. i df . i | .[[#25]]¢j 0zK <&{g8xG g [#19]] ~Ue"F Ur*>[[#25]][[#24] ] DE(1?1 (4 ¥ |B ock 1
++g [[#0]] %[ #8]] £+ VDEf
77.139.163.107 |France 147.237.72. 166 [aka. i df . i | Ml tiple Abnornal |y Long Header Line from 77.139. 163. 107 B ock 1
www. chanat z. aka. i _ S
66. 249. 75. 42 | srael 147.237.77. 226 df il Unhaut hori zed URL Access to waww chamat z. aka. i df . i |/404. aspx Bl ock 1
. . D stributed Lhaut hori zed URL Access on
141. 226.218.21 |[lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 421 styl ef shar ed/ reset . css Bl ock 1
77.139.163.107 |France 147.237.72. 166 [aka. i df . i | Illegal Byte Gode Character in Header \al ue B ock 1
213.8.204. 11 I srael 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to ww aka.idf.il/xmrpc. php B ock 1
. . Unknown Paraneter _ VI EASTATEENCRYPTED i n
84.229.52. 25 I srael 147.237.72. 166 |aka. i df . i | v aka. i df . i | / mai 0/ sachar / r equest pays! i pexpl anat i on. aspx None 1
46.116. 125. 169 |[lIsrael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147. 237. 76. 42/ styl e/ shar ed/ r eset . css B ock 1
66.249. 76.113  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to v aka. i df . i |/ appl e-app-site-associ ati on |B ock 1
157. 55. 39. 121 g"altee: 147.237.77.216|dover.i df .i | Abnormal |y Long Request URL B ock 1
Lhited . . D stributed Unauthorized Method for Known URL on
66.102.9.5 Sates 147.237.72. 166 |aka. i df . i | v aka. i df . i 1/ i v hoe/ def aul t . aspx Bl ock 1
77.139.163.107 |France 147.237.72. 166 [aka. i df . i | Mil tiple NULL Character in Header Nane from 77.139. 163. 107 B ock 1
. . Illegal Byte Gode Character in URL AU A [[#3]13[ e/ Ef
77.139. 163. 107 |France 147.237.72. 166 |aka. i df . i | 11224] [ V" €0uoH] ] <7240 [ ai b..3( €] ] = "24]] [[ 12#] [ 210% B ock 1
66.249. 69. 228 |[Israel 147.237.77.216|dover.idf .il Uhaut hori zed URL Access to waw idf.il/atal 1/izkor/vi ew i ngt op. asp B ock 1
84.229.52. 25 I srael 147.237.72. 166 [aka. i df . i | Unknown Paraneter y in waw aka. idf.il/main/sachar/ payslips. aspx None 1
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