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|Top Attackers | n DDoS- Def ence |

Attacker Address  |Attacker Country  |Target Address |Site |Signature  |Device Action |Count |
198. 204. 224. 235 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 forward 2
198. 204. 224. 235 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il bl ock-sp-traf 1 forward 2
69. 30. 193. 250 Lhited Sates 147.237. 76. 30 hi nush. i df .i | bl ock-sp-traf 1 forward 2
198. 204. 224. 234 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
63. 141. 242. 195 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forvward 1
69. 30. 227. 221 Lhited Sates 147.237.77. 226 WA chanat z. aka. i df . i | bl ock-sp-traf 1 forvward 1
63. 141. 231. 195 Lhited Sates 147.237.77.234 hal ag.idf.il bl ock-sp-traf 1 forward 1
142.54.174. 84 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-traf 1 forward 1
63. 141. 231. 197 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 forward 1
208. 110. 84. 67 Lhited Sates 147.237.76. 200 eitan aka. idf.il bl ock-sp-traf 1 f orward 1
69. 30. 193. 252 Lhited Sates 147.237. 72. 166 aka idf.il bl ock-sp-traf 1 forward 1
31.204. 128. 22 Net her | ands 147.237.76. 176 test.ncore.idf.il B ack List drop 1
63. 141. 231. 213 Lhited Sates 147.237.77.176 nat pash. i df . i | bl ock-sp-traf 1 forward 1
69. 30. 226. 222 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forward 1
63. 141. 231. 195 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount
46. 4.116. 197 Ger many 147. 237.72. 166 aka.idf.il C1000074: HITP. naj estic bot Per nit 2
46.4.116. 197 Ger many 147.237.77. 216 dover.idf.il C1000074: HITP. maj estic bot Per nirt 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Korea, Republic

Signature
ET SCAN Behavi oral Lhusual |y fast inbound Tel net

Gonnections, Potential Scan or Brute Force

220.82.87.133  (147.237.8.50 | - e.tikshuv.idf.il Connecti ons, Potential Scan or Brute Force 2
108. 168. 178. 253|147. 237. 76. 176 |Lhited Sates  |[test.ncore.idf.il ET SCAN Potential SSH Scan 1
108. 168. 178. 253|147. 237.76.31 |lLhited Sates  |nakchal .idf.il ET SCAN Potential SSH Scan 1
108. 168. 178. 253|147. 237. 72. 156 |Lhited Sates  |anan.idf.il ET SCAN Potential SSH Scan 1
107.191.55. 97 |147.237.76.202|thited Sates |e.halag.idf.il ET SCAN Potential SSH Scan 1
107.191.55. 97 |147.237.76.196 |Lhited Sates  |e. svivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
209. 95. 50. 84 147.237.0.19 |lhited Sates |nadi matal.idf.il ET SCAN Potential SSH Scan 1
71.15. 85. 176 147.237.0.200 |Wited Sates  |mu.idf.il ET SCAN Potential SSH Scan 1
163. 172. 169. 150[147.237.0. 17 |United Ki ngdom|mny-kosher-kravi.idf.il |[ET SCAN NMAP -sS wi ndow 1024 1
31.186.136.27 |[147.237.76.176 ?;Z:;:I”ion test.ncore.idf.il ET SCAN NVAP -sS wi ndow 1024 1
116. 110. 148. 141(147. 237. 77. 234 |V et nam hal ag.i df.il ET SOAN Behavi oral 'Lhusual ly fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
108. 168. 178. 253|147. 237. 76. 177 |Lhited Sates  |ncore.idf.il ET SCAN Potential SSH Scan 1
108. 168. 178. 253|147. 237.76. 38 |Lhited Sates |e.e.neitav.idf.il ET SCAN Potential SSH Scan 1
108. 168. 178. 253|147. 237.76.30 |lhited Sates  |hinush.idf.il ET SCAN Potential SSH Scan 1
107.191.55.97 |147.237.77.74 |thited Sates |lawidf.il ET SCAN Potential SSH Scan 1
107.191. 55. 97  |147.237.76.201 |Lhited Sates |e.atal.idf.il ET SCAN Potential SSH Scan 1
107.191.55. 97 |147.237.76.38 |lhited Sates |e.ereitav.idf.il ET SCAN Potential SSH Scan 1
199. 66. 64. 136  [147.237.77.74 |Wited Sates |[lawidf.il ET SOAN Behavi oral Lhusual l'y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force
41.220.193.155 [147.237.0.19 [Mozambi que nadi matal .idf.il ET SDAN Behavi or al lhusuglly fast Termnal Server Traffic, 1
Potential Scan or Infection
163. 172. 169. 150[147.237.0. 16  |Wnited Ki ngdom|ny-kosher-kravi.idf.il |ET SCAN NMAP -sS wi ndow 1024 1
113. 103. 178. 131|147. 237. 76. 200 |Chi na eitan aka.idf.il ET SCAN Behavi oral Lhusual 'y fast inbound Tel net 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

5.102.242.194 |Israel 147.237.77. 243 |nobi | e.i f i | S dro 30
Ret ransni ssi on Packet dr opped. P
109. 253. 242. 74 |l srael 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 11
46.19.85.74 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SN drop 8
46.19. 86. 128 I srael 147.237.77. 216 |dover. i of .i| Bad TCP sequence Invalid ACK nunber aert 8
46.19. 86. 179 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 7
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 7
95. 168. 135. 169 |Ger many 147. 237. 76. 147 |chi nuch. aka. i of . i [|SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 7
Sreamng Engine: TCP Invalid i i ssi
46.19. 86. 12 I srael 147.237. 77. 243 |robi | e. i df . | 9 =g nval i d segnent retransmssi on. drop 6
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
79.183.96.191 |israel 147.237.77. 243 |nobil e i df .1 9 =g Inval i d segnent retransmssi on. dr op 6
Ret ransni ssi on Packet dr opped.
176. 13. 246. 174 |l srael 147.237.77. 176 |nat pash. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or
2.53.174. 202 I srael 147.237.77. 216 |dover.idf . i1 Bad TCP sequence I'nval i d ACK nunber alert
. . SYNPAXK retransmit with different .
2.53.174. 202 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence vi ndow scal e noni t or 5
2.53.174. 202 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or 5
2.53.174. 202 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence I'nval i d sequence nuniber noni t or 5
27.0.53. 193 I ndi a 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 5
2.53.174. 202 | srael 147.237.77. 216 |dover. i df il SYN Attack SYN -> SYN-ACK -> Ti neout aert 5
27.0.53.193  [india 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SINHAK retransmt with different Jooyivor s
w ndow scal e
2.53.174. 202 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
Sreanming Engine: TCP Invalid i i SSi
80.246. 133. 213 |Israel 147.237.76.86 |navy.idf.il 9 =g nvalid segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
Sreaning Engine: TCP Invalid i i ssi
185. 110. 108. 1651 sr ael 147.237.77. 243 |nubi 1 e.i df .i 9 =9 nval i d segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
Sreanming Engine: TCP Invalid i i SSi
77.139.245.26  |France 147.237.77. 243 |nobi L e. i of .| 9 =g nvalid segnent retransmssi on. drop 4
Ret ransni ssi on Packet dr opped.
46. 19. 85. 102 I srael 147.237.76.86 [navy.idf.il Bad TCP sequence Invalid AGK nunber noni t or 4
46. 19. 85. 207 I srael 147.237.0.34 |tikshw.idf.il  [Bad TCP sequence Inval i d ACK nunber noni t or 4
2.53.20.79 I srael 147.237.72. 166 |aka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or 4
46. 19. 86. 179 | srael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop 3
Sreanming Engine: TGP Invalid i i sSi
2. 55. 56. 205 I'srael 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segent retransmssion. dr op 3
Ret ransni ssi on Packet dropped.
213. 238. 172. 226|Tur key 147. 237. 76. 147 |chi nuch. aka. i df . i [|[SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
Sreamng Engine: TCP Invalid i i ssi
2.53.5.127 I srael 147.237.72. 166 |aka. i df . 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansni ssi on Packet dr opped.
Sreamng Engine: TCP Invalid i i SSi
46.19.86.176  |israel 147.237.77. 243 |nobi l e i df .1 9 =g Inval i d segnent retransmssi on. dr op 3
Ret r ansni ssi on Packet dr opped.
141. 226. 161. 161|l srael 147.237.72. 156 |anan. i df . i | Bad TCP sequence Inval i d ACK nunber noni t or 2
5. 28. 155. 185 I srael 147. 237. 72. 166 |aka.i df . i1 SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 2
46. 19. 86. 253 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or 2
100. 92. 192. 120 147.237.77.233|atal .idf.il dr op First packet isn't SYN drop 2
185.27.106.19 |Israel 147.237.77. 176 |matpash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 2
176. 13. 232. 205 |lIsrael 147.237.72. 156 |anan. i df .i | drop First packet isn't SN drop 2
128. 232. 110. 28 LK!i“r:ge(cijom 147.237.77. 227 [e.hamaz.idf.i1  |Geo-1 ocati on enf or cenent Geo-l ocation i nbound enf orcenent [drop 2
185. 20. 5. 157 LKJ?'r:gegom 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> Ti neout alert 2
213. 238. 172. 226|Tur key 147. 237. 76. 147 |chi nuch. aka. i df . i I[SYN At t ack SYN -> SYN-ACK -> Ti neout alert
46. 19. 85. 97 I srael 147.237.77. 216 |dover. i df . i1 Bad TCP sequence I'nval i d ACK nunber alert
89. 139. 24. 22 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or
185. 20. 5. 157 LKT';gegom 147.237.72. 166 |aka. i df .i SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2
79.183.58.55 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
46. 19. 85. 97 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval id AGK nunber noni t or 2
84.108.140. 41 |lsrael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
37.142.9.242 I srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 2
. . SYNHAK retransmit with different .
2.55.143. 212 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence vi ndow scal 6 noni t or 2
46. 19. 86. 236 I srael 147.237. 77. 216 [dover.i df . i SYN Attack SYN -> SYN-ACK -> RST noni t or 2
Lhi ted s SYNPAXK retransmit with different )
185. 20. 5. 157 Ki ngdom 147.237.72. 166 |aka. i df i Bad TCP sequence wi ndow scal & noni t or 2
46. 19. 86. 26 | srael 147.237.77. 216 |dover. i df il SYN Attack SYN -> SYN-ACK -> RST noni t or
77.138.230.127 |France 147.237.72. 166 |aka. i df .i drop First packet isn't SN drop 2
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|Top Attackers In V\AF|

A tacker

Devi ce

Attacker Address Qount ry Target Address |Site Sgnature Action ‘Count
2.55. 168. 190 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspi ci ous Response Code B ock 159
80.246.138.11 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspicious Response Code B ock 9
46.19. 85. 49 I srael 147.237.0.19 [madi matal .idf.il Distributed Suspici ous Response Code B ock 6
66.249. 69. 224 |lIsrael 147.237.77.216|dover . i df .i | Mil tipl e Unaut hori zed URL Access from 66.249. 69. 224 B ock 4
209. 88. 196. 250 |l srael 147.237.72. 166 |aka. i df . i | Ml tipl e Unhauthorized URL Access from 209. 88. 196. 250 B ock 3
46.19. 85. 196 I srael 147.237.0.19 [madi matal .idf.il D stributed Suspici ous Response Code B ock 3
46.19. 86. 176 I srael 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 2
. . S Uhtraceabl e Gonnection - Protocol violation
77.139. 163. 107 |France 147.237.72. 166 |aka. i df . i | (SSL_CONN APPLI CATI ON DATA EXCHANGE) None 1
. . D stributed Unauthori zed URL Access on
46.117.30. 165 |Israel 147.237.77.234|hal ag. i df . il 147. 237. 77. 234/ i nages! shar ed/ bul | et 1. gi f Bl ock 1
212.29.224.163 |israel 147. 237.72. 166 |aka. i df . i | Wnknown Paranet er ct|00Sct | 00ScphMi nScphSachar $ct 41 in None 1
ww aka. i df . i1/ nai n/ sachar/ paysl i ps. aspx
85. 115. 52. 202 z";ggom 147.237.77.233|atal .idf .i| Unaut hor i zed LR Access to 147.237. 77. 233/ favi con. i co B ock 1
. . Unhaut hori zed URL Access to
66.249.75. 8 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p._storage/ fi | es/ 8/ 3468. g f B ock 1
46. 19. 86. 12 I srael 147.237.77.243|nobi le. i df . i | D stributed Suspicious Response Gode B ock 1
ww. chanat z. aka. i d
157.55.39.255 |lhited Sates |147.237.77.226 fil Unaut hori zed URL Access to wwu chanat z. aka. i df . i 1/404. aspx B ock 1
] . . DO stributed Unaut hori zed Met hod for Known URL on
66.102. 9. 6 Wited Sates |147.237.72.166|aka.idf.il v aka. i df . i 1/ i v hore/ def aul t . aspx B ock 1
. . Unaut hori zed Met hod HEAD f or
109. 67. 5. 57 I srael 147.237.72. 166 |aka. i df .i | wiw aka. i df . i | / i 1V gj yus/ gener al . aspx Bl ock 1
. . Unhaut hori zed URL Access to
66.249. 75. 12 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 1/ 2331 | pg B ock 1
46.19. 86. 153 I srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/1134-he/ atal . aspx  |B ock 1
- — - —
207.46.13.171 |Wited Sates |147.237.77. 170 |maar achot . i df . i | ?;Lffﬂ'_zxedxf; Access to ww maarachot i df . i1/pdf/Tiles/>xm g 1
84.94. 37. 164 I srael 147.237.72. 166 |aka. i df . i | Mil tipl e Unaut horized Method for Known URL from 84.94.37.164 |B ock 1
] . . Unaut hori zed Met hod PCST for
66.102.9.8 Lhited Sates [147.237.72.166|aka.idf.il v aka. i df i 1/ mai n/ hoe/ def aul t . aspx B ock 1
141. 226. 217. 240]1 srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237. 76. 42/ 1518- he/ r ef uah. aspx [B ock
77.138.67.228 |France 147.237.72. 166 |aka. i df . i | Lhaut hori zed URL Access to www aka. i df . i|/mai n/ sachar/ undefined [B ock
- . Unaut hori zed Met hod HEAD for
84.94. 37. 164 I srael 147.237.72. 166 |aka. i df . i | wiww aka. i o i |/ nai v gi yus/ general . aspx B ock 1
. . Unaut hori zed Met hod HEAD f or
144.76.120. 23  |Ger nany 147.237.72. 166 [aka. i df . i | v aka. i o i |/ brot her s/ ski ra/ def aul t . asp Bl ock 1
77.139.163. 107 |France 147.237.72. 166 [aka. i df . i | I11egal Byte Gode Character in Mthod B ock 1
46. 19. 86. 176 I srael 147.237.77.243|nobi le. i df . i | D stributed Suspicious Response Gode B ock 1
209. 88. 196. 250 |[lsrael 147.237.72. 166 |aka. i df . i | Uhaut hori zed LR Access to wan aka.idf.il/sip storagelfiles/ 6/ Bl ock 1
. - D stributed Lhaut hori zed URL Access on
84.111.109.28 |[Israel 147.237.77.216|dover.idf . il ww i of i1/t tps: /v df i1/ B ock 1
. . Unaut hori zed URL Access to
66. 249. 75. 4 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9682- he/ r ef uah. aspx Bl ock 1
157.55.30.255 |Uhited Sates |147.237.72.166 |aka.idf. il Wnknown Paranet er 136¢d360 in None 1

wawv aka. i df . i |/ nai n/ hone/ def aul t . aspx
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