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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
63. 141. 242. 195 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
94.177.177. 128 Ronani a 147.237.76. 198 e.yohal an.idf.il B ack List dr op 1
69. 30. 226. 219 Lhited Sates 147.237.77.170 naar achot . i df.il bl ock-sp-traf 1 forward 1
94.177.177.128 Romani a 147.237.76. 197 e. hinush.idf.il B ack List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |Sgna1ure Devi ce Action |Oount

162. 210. 196. 97 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP. naj estic bot Per nit 2
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|Top Attackers In |D|

| Target Address

Attacker Address

Attacker Qountry

Ste

Signature

179. 43. 141. 221 147. 237.77. 233 S t zer| and atal.idf.il ET SCAN Potential SSH Scan 1
107. 191. 55. 97 147.237.77. 243 Lhited Sates nobi | e.idf.il ET SCAN Potential SSH Scan 1
107. 191. 55. 97 147.237.8. 14 Lhited Sates e.orchot.idf.il ET SCAN Potential SSH Scan 1
91. 201. 236. 158 147.237.77. 121 kr ai ne e navy.idf.il ET SCAN NVAP -sS wi ndow 2048 1
91. 201. 236. 155 147. 237.76. 30 krai ne hi nush. i df i | ET SCAN NMAP -sS wi ndow 4096 1
91. 201. 236. 155 147.237.76. 30 Wkrai ne hi nush. i of .i ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
123. 31. 34. 244 147. 237. 77. 61 M et nam e.cogat.idf.il ET SCAN NVAP -sS wi ndow 1024 1
107. 191. 55. 97 147.237.77. 233 Lhited Sates atal .idf.il ET SCAN NMAP -sS wi ndow 1024 1
91. 201. 236. 158 147.237.77.121 kr ai ne e navy.idf.il ET SCAN NVAP -sS wi ndow 3072 1
91. 201. 236. 158 147.237.77.121 krai ne e navy.idf.il ET SCAN NVAP -f -sS 1
91. 201. 236. 155 147. 237.76. 30 krai ne hi nush. i df i | ET SCAN NMAP -sS wi ndow 3072 1
46.183. 223. 228 147.237.76. 38 Latvi a eemeitav.idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Target Address

Ste

Signature

Count ry

Sreaning Engine: TCP Invalid

Inval i d segnent retransnission.

sequence

2.53.51.248 I srael 147.237. 77. 243 |nobil e.i df .i | Ret r ansm ssi on Packet dr opped. drop 30
37.26.146.197 |israel 147. 237, 77. 243 |nobi 1 e. i of . i | Streaning Engine: TCP Invalid |invalid segrent retransmssion drop 12
Ret r ansni ssi on Packet dr opped.
46. 19. 85. 97 I srael 147.237. 77. 216 |dover.idf il Bad TCP sequence Invalid ACK nunber aert 10
46. 19. 85. 97 I srael 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 10
46.19.85.74 I srael 147.237.72. 166 |aka. i df .il drop First packet isn't SYN drop 10
109. 64.48.10 |l srael 147.237.76.86 |navy.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 9
46.19.86.128  |[Israel 147.237.77. 216 |dover. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 8
77.99.147.20 |United Ki ngdom|147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 7
46.19. 86.185 |Israel 147.237.77. 176 |nat pash. i of . i | Bad TCP sequence I'nval i d sequence nunber noni t or 6
46. 19. 86.185 |Israel 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 6
79.183.41.84 |Israel 147. 237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 6
46.19.86.185 [Israel 147. 237. 77. 176 |nat pash. i of . i | SYN Att ack SYN -> SYN-ACK -> Ti neout aert 6
46. 210. 139. 248 |l srael 147.237.72. 156 |anan.idf . il drop Frst packet isn't SYN drop 6
46.19.86.185 [Israel 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber alert 6
79.183.41.84 |Israel 147.237.72. 166 |aka. i df . i Bad TCP sequence ﬁﬁsﬁ reansm't wehdifferent | onitor |6
46. 19. 86. 185 I srael 147.237.77. 176 |nat pash. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 6
212. 143.142. 56 |l srael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 6
46. 210. 139. 248 |1 srael 147. 237. 72. 156 |anan. i df .i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 6
46.19.86.185 [Israel 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence Invalid ACK nunber noni t or 6
79.183.96.191 [Israel 147.237.77. 203 | e i1 |27 €M NG Engine: TCP Invalid - invalid segnent retransnissi on. drop 6
Ret r ansni ssi on Packet dr opped.
46.19.86.185 |Israel 147.237.77. 176 |mtpash.icf.il  [Bad TOP sequence Swade el reansm wthdifferent | onitor |6
85. 65.134. 217 |Israel 147.237.77. 216 |dover.i df .i | Bad TCP sequence noni t or
46.117.43.167 |Israel 147.237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
46. 19. 86. 185 I srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti meout alert
84.52.98. 134 gzz::tnl on 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
210. 162. 15. 11 [Japan 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 3
46. 19. 86. 185 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
46.19.86.185 [Israel 147.237. 77. 216 |dover .i df .i | SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 3
46. 185. 232. 151 |Jor dan 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 3
46.19.86.185 [Israel 147.237. 77. 216 [dover. i df i Bad TCP sequence Invalid ACK nunber alert 3
46.19.86.185 |Israel 147. 237. 77. 216 |dover i df i Bad TCP sequence ﬁﬁsﬁ reansm't wehdifferent | onitor |3
87.70.37.150 [l srael 147.237.77. 243 |vi e i i1 | ©AMNg Enginer TP Invalid  finvalid segnent retransnission drop 3
Ret r ansni ssi on Packet dr opped.
46.19.86.185 [Israel 147.237. 77. 216 |dover.idf il Bad TCP sequence Inval i d AGK nunber noni t or 3
46.19.86.118 |Israel 147.237.77. 243 |mti e ich. i1 | €3MNG Engine TP Invalid finvalid segnent retransmssion. |, o) 3
Ret r ansni ssi on Packet dr opped.
46. 19. 86. 185 I srael 147.237.77. 216 |dover.idf .il Bad TCP sequence I'nval i d sequence nunier noni t or 3
213.57. 169. 167 |l srael 147. 237. 72. 156 |anan. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 3
46. 19. 86. 50 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 2
77.139.175.83 |France 147.237. 72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 2
109. 253. 199. 90 |l srael 147. 237. 72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
46.19. 85. 74 | srael 147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
37.26.147.154 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence alert 2
182.77.93.179 |india 147.237. 77. 216 |dover . i df . i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
79.183.41.84 |Israel 147.237.72. 166 |aka.idf . il Bad TCP sequence Invalid ACK nunber noni t or 2
37.123.98.138 |Turkey 147. 237. 76. 147 |chi nuch. aka. i df . i I|]SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2
46. 19. 86. 50 | srael 147.237.76.86 |navy.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
79.177.8.133 | srael 147.237.72. 166 |aka.idf. il SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
37.26.147.154 |l srael 147.237.72. 166 |aka.i df .il Bad TCP sequence noni t or 2
46. 19. 86. 22 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval id ACK nunber noni t or 2
192. 116. 128. 90 |I srael 147. 237, 77. 243 |nobi 1 e. i of . i Streaning Engine: TCP Invalid |invalid segnent retransmssion drop 2
Ret r ansni ssi on Packet dr opped.
37.123.98.138 |Turkey 147. 237. 76. 147 |chi nuch. aka. i of .1 {Bad TCP sequence S retransnit wih different moni tor ~ [2
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|Top Attackers In V\AF|

A tacker

147.237. 77. 234/ i nages/ shared/ bul | et 1. gi f

Country Target Address |Site S gnature

46.19. 86. 63 I srael 147.237.0.19 |nadimatal .idf.i|Dstributed Suspicious Response Code B ock 494
46. 19. 85. 49 I srael 147.237.0.19 |nadi matal .idf.i|Ostributed Suspicious Response Qode B ock 94
84.94.167.80 |lsrael 147.237.72. 166 |aka. i df . i | Dstributed I11egal Byte Qode Character in URL B ock 3
66. 249. 69. 224 |l srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 66. 249. 69. 224 B ock 2
37.26.146. 197 |[lIsrael 147.237.77.243|nobi l e. i df . i | DO stributed Suspici ous Response Qode B ock 2
66.249.66.72 |lIsrael 147.237.76.86 [navy.idf.il Uhaut hori zed URL Access to navy.idf.il/eitan/|istpage/ B ock 1
2.53.183.210 |[Israel 147.237.77.234|hal ag. i df . i | Unhaut hori zed URL Access to 147.237.77. 234/ i mages/ shar ed/ bul | et 1. gi f B ock 1
68. 180. 230. 216 |Lhited Sates |147.237.76.31 [nakchal .idf. il ma"nztkf];ﬁ%ﬁ .\flc;'fé;;_”h;agaek'\ﬁ;i;spx Bl ock 1
84.109. 118. 62 |l srael 147.237.72. 166 |aka. i df . i | SSL Untraceabl e Connection - Cpen Mde None 1
77.138.23.163 |France 147.237.72. 166 |aka. i df . i | Unaut hori zed Met hod POST for www aka. i df.il/main/ smal i nismal i maspx B ock 1
46.116.109.89 |[Israel 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1501- he/ at al . aspx B ock 1
216. 244.66.236 [Lhited Sates |147.237.0.34 |tikshuv.idf.il |Wauthorized URL Access to tikshuv.idf.il/sitel unsel ecat bl e. aspx B ock 1
66. 249. 69. 224 |Israel 147.237.77.216|dover . i df .i | Uhaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew text. asp Bl ock 1
40.77.167.17 |wited Sates |147.237.72.166|aka.idf.il Unaut hori zed URL Access to 147.237.72. 166/ robot s. t xt Bl ock 1
77.139.49.68 |France 147.237.77. 216 |dover . i df . i | Uhaut hori zed LRL Access to wawidf.il/https:/wanidf.il/ B ock 1
54.225.80.243 |[Lhited Sates |147.237.72.166|aka.idf.il Unaut hori zed Met hod PCST for v aka. i df.il/mai n/ml ui nd about . aspx Bl ock 1
66.249.75.32 |Israel 147.237.77.216|dover.idf . il Unaut hori zed URL Access to 147.237.77. 216/ 1133- 21533- ar/ dover . aspx |Bl ock 1
79.183.36. 248 |l srael 147.237.72. 166 |aka. i df . i | Unaut hori zed Method HEAD for wwwv aka. i df.il/main/gi yus/recruitlane. aspx |Bl ock 1
66.102. 9. 3 Wited Sates |147.237.72.166|aka. i df .i | 3,;\:;:(2“: defd. iLIJ}artja:ihn?rr:ozrri? d:;:??.;;)xmom R on Bl ock 1
66.249.76. 113 I srael 147. 237.72. 166 |aka. i df . i | LL'rigeil/ i?’tageg?ingag:g;/egoibgcﬁi’ [/ kepatzl[resfon2 ock 1
46.19.85.119 | srael 147.237.77.234|hal ag. i df . i | Distributed thaut horized URL Access on Bl ock 1
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