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|Top Attackers | n DDoS- Def ence |
Attacker Address |Attacker Country |Target Address |Site

|Signature |Device Action |Count|
134. 147. 203. 115 Ger many 147.237.76. 34 yohal an.idf.il|B ack List drop 2
42.60. 112. 73 S ngapor e 147.237.77.216 dover.idf.il |TQP handshake viol ation, first packet not syn drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address ‘Site |Sgna1 ure Devi ce Action |Oount

184. 168. 27. 33 Lhited Sates 147.237.77. 74 lawidf.il |[5670: HITP. SQ Injection (SELECT) B ock 6
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|Top Attackers In |D|

‘ Target Address

A tacker
Count ry

Signature

184.168.27.33 |147.237.77.74 |lhited Sates lawidf.il A Injection - Select From 8
185120 124.1 |147. 237, 76. 30 |15 ael i rsh i df i | ET DG5S Large anmount of TCP ZeroWndow - Possible Niller2 DDos 4
attack
o1 224 118. 2 |147 237 77 61 |Pol and . cogt. i df i1 ET SGAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 5
Potential Scan or Brute Force
104. 152. 188. 86 [147.237.77.61 |lLnited Sates e.cogat.idf.il ET SCAN NMAP -sS wi ndow 2048 1
78.129.171. 173 [147. 237. 77. 233 |Uni ted Ki ngdom |atal .idf.il ET SCAN Potential SSH Scan 1
73.176.200.52 [147.237.76.201 |thited Sates e.atal.idf.il ET SCAN NMAP -sS wi ndow 1024 1
198.20.69.98 |147.237.76.44 |lhited Sates e.refuah.idf.il ET CROP Dshiel d B ock Listed Source 1
46.161.40.17 |147.237.77.61 gzjjﬂon e.cogat . idf.il ET SCAN NVAP -sS wi ndow 1024 1
45.63.28.189 [147.237.77.233|lhited Sates atal .idf.il ET SCAN NVAP -sS wi ndow 1024 1
183.60.48.25 |147.237.76.34 |China yohal an. i df .il ET SCAN Potential VWNC Scan 5900- 5920 1
45.63.28.189  [147.237.77.178|United Sates enatpash.idf.il [ET SCAN NMAP -sS w ndow 1024 1
107.191. 55. 97 [147.237.77. 234 |Wnited Sates hal ag.idf.il ET SCAN NMAP -sS wi ndow 1024 1
104. 152. 188. 86 |147.237.77.61 |lLhited Sates e.cogat.idf.il ET SCAN NVAP -sS w ndow 3072 1
104. 152. 188. 86 [147.237.77.61 |Uhited Sates e.cogat.idf.il ET SCAN NVAP -f -sS 1
84.108. 236. 198 [147. 237. 72. 166 || srael aka idf.il portscan: TCP Distributed Portscan 1
78.129.171.173 |147.237.8.14 |United Ki ngdom |e.orchot.idf.il ET SCAN Potential SSH Scan 1
218 92, 251 243 |147. 237 77 233 |hi na atal idh il ET SCAN Behavi oral Uhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
58. 218. 200. 137 [147. 237. 76. 202 |hi na e halag.idf.il ET SCAN Potential SSH Scan 1
46.161.40.17 |147.237.72. 166 gjjgﬂon aka idf.il ET SCAN NVAP -sS wi ndow 1024 1
183.60.48.25  |147.237.76. 177 [Chi na ncore.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
45,63.28.189  |147.237.77.216|W0ited Sates dover.idf.il ET SCAN NVAP -sS w ndow 1024 1
122. 238. 83. 146 [147. 237. 76. 39 |China nobi | e. nei tav. i df . i ET SCAN Behavi oral Lhusually fast inbound Telnet Connections, 1
Potential Scan or Brute Force
107.191. 55. 97 |147.237.76. 200 |Lhited Sates eitan.aka idf.il |ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry ‘Target Address |Ste Signature
92.241.53.150 |Jordan 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 48
Sreamng Engine: TP Invalid i i ssi
109. 253. 200. 44 |Israel 147. 237.77. 243 |nubi l e.i df .i 9 =g nval i d segnent retransmssi on. drop 30
Ret ransm ssi on Packet dropped.
Sreanming Engine: TCP Invalid i i SSi
2.53.16.17 I sr ael 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 15
Ret ransm ssi on Packet dropped.
o SYNretransmit wth different .
185.120.124.1 |l srael 147.237.77. 233 |atal .idf. il Bad TCP sequence wi ndow scal e noni t or 8
Sreanming Engine: TCP Invalid i i SSi
109. 253. 156. 82 |I srael 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 6
Ret ransm ssi on Packet dropped.
37.142.9.10 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 6
Sreaming Engine: TGP Invalid i i ssi
66.249.79.60  |Wited Sates |147.237.77.243|nobile.idf. il 9 =g Invalid segnent retransmssion. drop 6
Ret ransnm ssi on Packet dropped.
186. 204. 146. 78 |Brazil 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 6
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 6
66.249. 93. 194  |Europe 147.237.77.74 |lawidf.il Orectory Traversal directory traversal overflow noni t or 5
46. 120. 28. 83 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 4
o SYNVACK retransmt wth different .
87.69. 205.175 |l srael 147.237.72. 166 |aka.i df .i | Bad TCP sequence wi ndow scal @ noni t or 4
reamn ine: TCP Invali i i ssi
5.20.243.241  |israel 147.237.77. 243 |mobi e iop i |27 €M NG Engine: TCP Invalid  Jinvalid segnent retransission drop 4
Ret ransm ssi on Packet dropped.
46.120. 28. 83 | srael 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 4
46. 120. 28. 83 I srael 147.237.77. 216 |dover. i df .| Bad TCP sequence noni t or 4
2.53.17. 204 I srael 147.237. 72. 156 |anan.i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
79.178.187.25 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
109. 253. 157. 19 |l srael 147. 237. 72. 156 |anan. i df .| SYN At tack SYN -> SYN-ACK -> RST noni t or 3
186. 204. 146. 78 |Brazil 147.237. 77. 216 |dover.idf .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 3
Sreaming Engine: TCP Invalid i i ssi
46.19.85.131  |Israel 147.237. 77. 243 |robi | e i df . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
46.19. 86. 186 | srael 147.237.0.34 |tikshuv.idf.il Bad TCP sequence Invalid ACK nunber noni t or
77.139.122. 174 |France 147.237. 72. 156 |anan.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
46. 121. 232. 133 |l srael 147.237.72. 166 |aka. i df .i | dr op First packet isn't SYN drop
Sreamng Engine: TCP Invalid i i SSi
2.53. 1. 152 I'srael 147.237.77. 243 |nobi l e, i df .1 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
Sreaming Engine: TCP Invalid i i ssi
82.81.196.68  |Israel 147.237. 77. 243 |robi | e i df . i | 9 =g nval i d segnent retransmssi on. drop 3
Ret r ansn ssi on Packet dropped.
Sreamng Engine: TCP Invalid i i SSi
66.249.79.61  |lnited Sates [147.237.77. 243 |nubile.idf.il 9 =g Invalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
5.22.134. 168 I srael 147.237.72. 156 |anan.i df .i | Bad TCP sequence I'nval i d AGK nunber noni t or 3
Sreanmng Engine: TCP Invalid i i Ssi
109.67.48.83 | srael 147.237.77. 243 |robi | e. i of .| 9 =g nvalid segnent retransmssi on. drop 3
Ret ransnm ssi on Packet dropped.
87.69.127.169 |lsrael 147.237. 72. 156 |anan. i df . i | drop First packet isn't SN drop 3
46.121.232.133 [israel 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 3
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 3
5.22.134. 201 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 3
46.120.28.83  |Israel 147.237. 77. 216 |dover . i df . i Bad TCP sequence SINAK retransmt with different | oo s
w ndow scal e
Sreamng Engine: TCP Invalid i i ssi
79.177.185.193 | srael 147. 237.77. 243 |mobi l e, i f . i 9 =g nvalid segnent retransmssi on. drop 3
Ret ransm ssi on Packet dropped.
46.182.8.2 Irel and 147. 237. 76. 147 |chi nuch. aka. i df . i Il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
43.251.173. 145 [India 147.237.77. 216 |dover.idf .il SYN At tack SYN -> SYN-ACK -> Ti neout noni t or 2
37.26.149.172 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or 2
49.231.201.66 |Thailand 147.237.72. 166 |aka.i df .i | SYN At tack SYN -> SYN-ACK -> RST noni t or 2
46. 120. 28. 83 I srael 147.237. 77. 216 |dover.idf .i | Bad TCP sequence I'nval i d ACK nunber alert 2
. . SYNVACK retransmt wth different .
2.55.151. 69 | srael 147.237.76. 42 |refuah.idf.il Bad TCP sequence vi ndow scal e noni t or 2
46. 120. 28. 83 | srael 147.237.77. 216 |dover.idf.il Bad TCP sequence Invalid ACK nunber noni t or
46.19. 86. 187 I srael 147.237.72. 166 |aka i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or
Sreamng Engine: TCP Invalid i i ssi
141. 226. 161. 175|i srael 147.237. 77. 243 |robi | e. i df . i | 9 =g nvalid segnent retransmssi on. drop 2
Ret r ansn ssi on Packet dropped.
77.138.52. 97 France 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
66.249.93.192 |Europe 147.237.77. 74 |lawidf.il Drectory Traversal directory traversa overflow noni t or
37.142.221. 148 |l srael 147.237.72. 166 |aka.i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
68.12.85.27  |lnited Sates [147.237.77.243|mbile.icf.il  [Bad TCP sequence StNretransmt with i fferent monitor |1
w ndow scal e
216. 243.31. 2 Lhited Sates |147.237.0.200 |rdu.idf.il Geo- 1 ocati on enf or cenent Geo-l ocat i on i nbound enf or cenent |drop 1
37.26.149.172  |lIsrael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d AGK nunber alert
87.69.127.169 |l srael 147.237. 72. 156 |anan.i df .i | Bad TCP sequence Invalid ACGK nunber noni t or
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|Top Attackers In V\AF|

At acker

Devi ce

ountry Target Address |[Site S gnature Action ‘Count

2.53.16.17 | srael 147.237.77.243|nobi l e. i df . i | D stributed Suspicious Response Code B ock 5
141. 226. 162. 21 [l srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
79.177.103.51 [Israel 147.237.0.19 |[madimatal .idf.il|Dstributed Suspicious Response Code B ock 3
2.53.147.111  |israel 147.237.0.19 |madimatal .idf.il|DOstributed Suspicious Response Code B ock 3
2.55.37.76 I srael 147.237.0.19 |nadimatal .idf.il|Dstributed Suspicious Response Code B ock 3
84.108.74.66 |lsrael 147.237.77.243|nobi l e. i df . i | Lhaut hori zed LRL Access to nobile.idf.il/nekudot/index B ock 2
68. 12. 85. 27 Whited Sates [147.237.76.86 [navy.idf.il Dstributed PHP At enpt B ock 1
46.19.85.177 |israel 147.237.76.42 |refuah.idf.il ~ |[thothorized (R Aocess 1o aspxO404 Bl ock 1
212.34.11.93  |Jordan 147.237.77. 176 |nat pash. i df .i|  |Unknown HTTP Request Method .8 in URL B ock

77.139.31.204 |France 147.237.77.233|atal .idf.il Unhaut hori zed URL Access to 147.237.77. 233/ favi con.ico Bl ock

66.249.75.8  [Israel 147.237.76.42 |refuah.idf.il ﬂ?_“tzgg_r'?géfzﬁp :’;C;Sazglcf’i | es/ 212312, py Bl ock 1
31.154.81.5 | srael 147.237.76.42 |refuah.idf.il Dstributed PHP Attenpt B ock 1
68.12. 85. 27 Lhited Sates |147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to navy.idf.il/license. php B ock 1
46.19.86.192 |Israel 147. 237. 76. 147 [chi nuch. aka. i df . i|Unaut hori zed URL Access to waw chi nuch. aka. i df . i1/404. htm B ock 1
66.249.76.81 |lsrael 147.237.72. 166 [aka. i df . i | Unknown Paraneter catid in 147.237.72. 166/ mai n/ gi yus/ general . aspx  |B ock 1
31.154.81.5  [Israel 147.237.76.42 |refuah.idf.il m:;fbu‘;‘z: d@ﬁg ﬁﬂr;;;?pﬁhsccess on B ock 1
157.55.39.58 |lhited Sates |147.237.77.216|dover.idf.il Unaut hori zed URL Access to 147.237.77. 216/ 894- he/ dover . aspx B ock

74.91.23.166 |Wited Sates |[147.237.72.167|i shuri maka. i df.i|Unaut hori zed URL Access to 147.237.72. 167/ Bl ock

66.102.9. 5 Wited Sates |147.237.72.166 |aka. i df .i | m;:(:_ﬂt;d_ iﬂart‘;jhn‘;rr:;i‘; d';f;ﬂf?_;ggxmom R on B ock 1
84.95.208.20 |lsrael 147.237.77.233|atal .idf.il Mil tipl e Unaut hori zed URL Access from 84. 95. 208. 20 B ock 1
66.249.79.60 |Israel 147.237.77.243|nobi | e.i df . i | DO stributed Suspici ous Response CQode B ock 1
31.154.81.33 [Israel 147.237.76.42 |refuah.idf.il Ostributed PHP At tenpt B ock 1
188.48. 128. 131 [Saudi Arabia  |147.237.77.216|dover.idf.il Unaut hori zed LRL Access to www idf.il/ar/=1- Bl ock 1
74.91.23.166 |Wited Sates [147.237.77.216|dover.idf.il Unaut hori zed Method HEAD for 147.237.77. 216/ B ock 1
66.249.64.62 I srael 147.237.0.34  |ti kshuv.idf.il tff:;ﬁvo: geldl /%rﬁ::ss;/ ;i‘;pl ayel 150l d s, a5p Bl ock 1
66.249. 93. 194 |Israel 147.237.77.74 |lawidf.il DOstributed UR is Above Root Directory Bl ock

31.154.81.33 [Israel 147.237.76.42 |refuah.idf.il Uhaut hori zed URL Access to waw refua. atal .idf.il/xnrpc. php B ock 1
212.34.11.93  |Jordan 147.237.77. 176 |mat pash. i df .il  |Malformed LR B ock 1
77.138.32.64 |France 147. 237. 72. 166 |aka. i df . i | a;\:;li(:f;d. iﬂa#a;hn‘;rrjozn‘:c/‘ dr;?;:??;;xknom R on B ock 1
66.249.75. 4 I srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock 1
109. 253. 156. 82 |l srael 147.237.77.243|nobi | e. i df . i | D stributed Suspicious Response Code B ock 1
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