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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action Count
198. 204. 224. 237 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-traf 1 forward 2
69. 30. 193. 250 Lhited Sates 147.237.76. 30 hi nush.idf.il bl ock-sp-traf 1 forward 2
121.86.173.9 Japan 147.237.76. 197 e. hinush.idf.il B ack List drop 2
69. 30. 226. 219 Lhited Sates 147.237. 76. 86 navy.idf.il bl ock-sp-traf 1 f orward 2
204. 12. 220. 85 Lhited Sates 147.237.0. 19 nadi matal .idf.il bl ock-sp-traf 1 forward 1
69. 30. 227. 221 Lhited Sates 147.237.77. 226 W chanat z. aka. i df . i | bl ock-sp-traf 1 forvard 1
63. 141. 231. 194 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
63. 141. 242. 198 Lhited Sates 147.237.0. 17 m ny- kosher - kravi . i df .i | bl ock-sp-traf 1 forward 1
104. 238. 146. 105 Lhited Sates 147.237.76. 31 nakchal .idf.il B ack List drop 1
63. 141. 231. 194 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 f orvar d 1
198. 204. 224. 238 Lhited Sates 147.237. 76. 39 nobi | e. nei tav.idf.il bl ock-sp-traf 1 forward 1
63. 141. 231. 196 Lhited Sates 147.237.72. 167 i shurimaka.idf.il bl ock-sp-traf 1 forvard 1
204. 12. 220. 84 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-traf 1 forward 1
45. 32. 193. 80 Net her | ands 147.237. 76. 202 e.halag.idf.il B ack List drop 1
142.54. 174. 86 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forvard 1
63. 141, 231. 197 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |S gnat ure Devi ce Action |Oount
69. 30. 211. 2 Lhited Sates 147.237.77. 216 dover.idf.il C1000074: HITP: naj estic bot Per nit 184
163. 172. 49. 61 Uhi ted Ki ngdom 147.237.77. 216 dover.idf.il C1000074: HTTP. maj estic bot Per nirt 26
163. 172. 49. 61 Lhi ted Ki ngdom 147.237.77. 234 hal ag.idf.il C1000074: HTTP. naj estic bot Permt 8
163. 172. 49. 61 Uni ted Ki ngdom 147. 237. 76. 86 navy.idf.il C1000074: HITP: naj estic bot Per nit 7

69. 30. 211. 2 Lhited Sates 147.237.76. 31 nakchal .idf.il C1000074: HTTP. maj estic bot Per nirt 7
163. 172. 49. 61 Lhi ted Ki ngdom 147.237.77.74 lawidf.il C1000074: HTTP. naj estic bot Permt 2
163. 172. 49. 61 Uni ted Ki ngdom 147.237.77. 176 nat pash. i df . i | C1000074: HITP: naj estic bot Per nit 2
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|Top Attackers In |D|
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194.106. 139. 19 [147.237.76.198|Irel and e.yohal an.idf.il ET SCAN NVAP -sS w ndow 2048 1
46.161.40.17  |147.237.72.14 ?ég:;;”im dover.idf.il(old) |ET SCAN NVAP -sS wi ndow 1024 1
185. 153. 198. 10 [147.237.8.50 etikshuv.idf.il |ET SCAN Potential SSH Scan 1
185. 110. 132. 201|147. 237. 77. 216 |Wkrai ne dover.idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 201|147. 237. 76. 199 |Wkr ai ne e.nakchal .idf.il ET SCAN Potential SSH Scan 1
185. 110. 132. 201|147. 237. 76. 38 |krai ne eemitav.idf.il |ET SCAN Potential SSH Scan 1
185. 110. 132. 201147. 237. 0. 200 |krai ne . idf.il ET SCAN Potential SSH Scan 1
179. 43.141. 221 |147.237.0.33 |Sntzerland idf.il ET SCAN Potential SSH Scan 1
116. 108. 166. 171|147. 237. 72. 14 |M et nam dover.idf.il (ol d) ET SCAN Behavioral Lhusually fast inbound Tel net Connections, 1
Potential Scan or Brute Force
194. 106. 139. 19 [147. 237. 76. 198 |Irel and e.yohaan.idf.il |ET SCAN NMAP -sS wi ndow 4096 1
73.176.200.52 |147.237.77.205|thited Sates prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
194.106. 139. 19 [147.237.76.198|Irel and e.yohal an.idf.il ET SCAN NVAP -f -sS 1
40.121.139.43 |147.237.8.45 |lhited Sates e.eitanidf.il ET SCAN NVAP -sS wi ndow 1024 1
185. 153. 198. 10 |147.237.0. 15 kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
185. 110. 132. 201|147. 237. 77. 176 |krai ne nat pash. i df . i | ET SCAN Potential SSH Scan 1
185. 110. 132. 201(147. 237. 76. 39 |krai ne nobi | e. nei tav.idf.i|[ET SCAN Potential SSH Scan 1
185. 110. 132. 201|147. 237. 72. 166 |Lkr ai ne aka.idf.il ET SCAN Potential SSH Scan 1
179. 43. 141. 221 |147.237.77. 74 [Satzerland lawidf.il ET SCAN Potential SSH Scan 1
139. 162. 187. 89 [147.237.77. 179 |Wited Sates e.nazi.idf.il ET SCAN NVAP -sS wi ndow 1024 1
211.149. 197. 148(147. 237. 76. 44 |Chi na e.refuah.idf.il ET SCAN NVAP -sS w ndow 1024 1
83,217 218. 164|147 237 77 19 |RUSSI@N | oweforumi i | ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Federation Potential Scan or Brute Force
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|Top Attackers In FW |

A tacker

Attacker Address Country Target Address |Ste Signature
173. 245. 215. 248|hited Sates [147.237.76. 147 |chinuch. aka.idf.il [SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 257
108. 227.93.208 |Uhited Sates |147.237.76. 147 |chinuch. aka.idf.il |[SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 192
41.111. 0. 252 Ageria 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 79
41.111.0.252  |Ageria 147.237.77. 216 |dover. i df . i1 Bad TCP sequence vs\?'r\]'droitvrsacnaslm'et wth dfferent monitor |12
73.13. 205. 65 Lhited Sates |147.237.76. 147 |chinuch. aka.idf.il [SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 11
79.183.96.191 | srael 147.237.77. 243 |nobi l e. i of .| Streaming Engine: TCP Invalid invalid segnent retransnissi on. drop 9
Ret ransni ssi on Packet dropped.
46. 243. 150. 194 |Bahrain 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 9
46. 19. 85. 166 I 'srael 147.237.77.74 |[lawidf.il Bad TCP sequence Invalid ACK nunber alert 8
46. 19. 85. 166 I srael 147.237.77.74 |lawidf.il Bad TCP sequence I'nvalid ACK nunber noni t or 8
109. 65. 193. 52 | srael 147.237.72. 166 |aka.idf .il SYN Attack SYN - > SYN-ACK -> Ti meout noni t or 8
46.19. 85. 28 I 'srael 147.237.77. 216 [dover.idf .i Bad TCP sequence Invalid ACK nunber noni t or 6
46.19. 85. 28 I srael 147.237.77. 216 |dover. i df il Bad TCP sequence Inval i d ACK nunber aert 6
176. 13. 4. 201 I srael 147.237. 72. 156 |aman. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or 5
80. 178. 163. 240 |l srael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 5
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
41.111. 0. 252 Ageria 147.237.77. 216 |dover. i of .i | Bad TCP sequence I'nval i d ACK nunber noni t or 5
217.132. 184. 137|lI srael 147.237.77. 216 |dover. i df il SYN At t ack SYN -> SYN-ACK -> RST noni t or 5
109.65.193.52 |Israel 147.237.72. 166 |aka. i df .| Bad TCP sequence mﬁsg;ansm wthdifferent | onitor |
1.186.41. 84 Indi a 147. 237. 77. 216 |dover . i . i Bad TCP sequence m’g?v(src‘;t;ansmt wthdifferent | ontor |3
104. 153. 108. 155U ted Sates [147.237.76. 147 [chinuch. aka.idf. il [Bad TCP sequence iz'l;eetné:”sm wth dfferent alert 3
79.177.131.55  |Israel 147.237. 77. 243 |robi | e i df . | Streaning Engine: TCP Invalid invalid segnent retransmssion. drop 3
Ret r ansmi ssi on Packet dr opped.
104. 153. 108. 155U ted Sates [147.237.76. 147 [chinuch. aka.idf. il [Bad TCP sequence iz'l;eetné:”sm wth dfferent monitor |3
77.139.251.236 |France 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber alert 3
77.139.251. 236 |France 147. 237. 72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 3
1.186. 41. 84 I ndi a 147.237.77. 216 |dover. i df il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
77.139.108.37 |France 147.237.0.34  |tikshuv.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 3
104. 153. 108. 155|Uhited Sates |147.237.76. 147 |chinuch. aka.idf.il |[Bad TCP sequence Invalid ACK nunber noni t or 2
79.176.51. 186 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 2
68.180.231.57 |lhited Sates |147.237.77.216 |dover.idf.il drop First packet isn't SYN drop 2
46.19. 85. 143 I srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST noni t or 2
5.102.195.88  |Israel 147. 237.77. 243 |mbi le. i f . i1 Streaning Engine: TCP Invalid invalid segnent retransnission dr op 2
Ret r ansni ssi on Packet dropped.
79.181.243.40 |Israel 147.237.72. 166 |aka. i df i SYN At t ack SYN -> SYN-ACK -> RST noni t or 2
128. 232. 110. 28 LKJ?ir:;gom 147.237.76. 202 |e. hal ag.i df .il Geo-1 ocat i on enf or cement Geo-1 ocation inbound enf orcenent |drop 2
104. 153. 108. 155|Uhited Sates |147.237.76. 147 |chinuch. aka.idf.il [SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2
37.142.251. 110 |lsrael 147.237.76.42 |refuah.idf.il Bad TCP sequence Invalid ACK nunber noni t or 1
212.143.142. 44 |Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 1
77.139.108.37 |France 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber alert 1
141.212.122.20 |wited Sates [147.237.76.31 |nakchal .idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
62. 90. 255. 72 I srael 147.237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
5.29.125.19 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
69. 30. 211. 2 Lhited Sates |147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
139. 162. 37. 147 |Wnited Sates [147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46. 19. 85. 212 I srael 147.237.76.86 |navy.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
2.53.8.199 I srael 147.237.77. 216 |dover.idf .il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
77.139.108.37 |France 147.237.72. 166 |aka. i df .i Bad TCP sequence Inval i d ACK nunber noni t or 1
141. 226. 217. 225]I srael 147.237.72. 166 |aka.i df . i1 Bad TCP sequence Invalid ACK nunber noni t or 1
109. 253. 150. 242! srael 147.237.72. 166 |aka. i df i SYN Attack SYN -> SYN-ACK -> RST noni t or 1
104. 153. 108. 155|lhited Sates [147.237.76. 147 |chinuch. aka.idf.il [SYN Att ack SYN -> SYN-ACK -> RST aert 1
184.105.139. 84 |Uited Sates |147.237.8.27 |e.nadimatal.idf.il|Geo-1 ocati on enf or cenent Geo-| ocati on inbound enf or cenent |drop 1
141.212.122.19 |wited Sates [147.237.0.15 |kosher-kravi.idf.il[SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
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A tacker

Devi ce

Attacker Address Qount ry ‘Target Address |Site dgnature Acti on ‘Count
84. 95. 208. 20 I srael 147.237.76.200|ei tan. aka. i df . i | Mil tipl e Lhaut horized URL Access from 84. 95, 208. 20 B ock 30
182.42.52.199 [China 147.237.76.200|ei tan. aka.i df . il Ml tipl e Unhaut hori zed URL Access from 182.42. 52, 199 B ock 17
182. 42.52.199 |China 147.237.76.200(ei tan. aka. i df . i | Dstributed PHP Attenpt B ock
84. 95. 208. 20 | srael 147.237.77.216|dover. i df . i | Mil tipl e Unhaut horized URL Access from 84. 95. 208. 20 B ock
wwwv. chanat z. aka. i df ) .
84. 95. 208. 20 | srael 147.237.77. 226 i Mul ti pl e Unaut hori zed URL Access from 84. 95. 208. 20 Bl ock 3
84. 95. 208. 20 I srael 147.237.76.86 |[navy.idf.il Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 B ock
66. 249. 69. 224  |Israel 147.237.77. 216 |dover . i df . i | Mil tiple Unaut horized UR. Access from 66. 249. 69. 224 B ock
. . Unaut hori zed Met hod HEAD f or
213.133.110.35 |Ger many 147.237.72. 166 |aka. i df . i | ww aka i o i1/ turi maspl di spl ayonesol di er . asp Bl ock 1
66.102. 9. 8 Lhited Sates |[147.237.72.166|aka.idf i Wnaut hor | zed Method PCST for B ock 1
ww aka. i df . i |/ mai n/ hone/ def aul t . aspx
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il PHP At t enpt B ock 1
79.182. 106. 247 |[Israel 147.237.77. 170 [maar achot . i df . i | Unhaut hori zed URL Access to maarachot.idf.il/pdf/files/5/ B ock 1
66. 249. 65. 156 |l srael 147.237.77.233|atal .idf.il Uhaut hori zed URL Access to 147.237.77.233/robots. t xt B ock 1
41.111. 0. 252 Ageria 147.237.77.216|dover.idf . il Post Request - Mssing Content Type B ock 1
. . Uhaut hori zed URL Access to
66.249.75.32  [Israel 147.237.77. 216 [dover. i df . il 147, 237.77. 216/ 1133- 22810- ar / dover . aspx Bl ock 1
] . . Unaut hori zed Met hod HEAD for
66.147.244.101 |UWited Sates |[147.237.72.166|aka.idf.il wiww aka. i o i |/ nai v gi yus/ general . aspx B ock 1
. . Uhaut hori zed URL Access to
85. 64. 16. 23 | srael 147.237.77.216|dover.i df . i | v i |/ hi s/ si t ef he/ hi mush. asp B ock 1
84. 95. 208. 20 I srael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 1
66.249. 65. 160 [l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1133-he/ atal . aspx |B ock 1
41.111.0.252 Ageria 147.237.77.216|dover. i df .i | Unaut hori zed Met hod PCST for 147.237.77. 216/ Bl ock 1
84. 95. 208. 20 I srael 147.237.77. 216 |dover . i df . i | PHP Attenpt B ock 1
: . . Paraneter Type M ol ati on PageNumin
68.180.231.57 [Wited Sates |147.237.77.216|dover.idf.il v i df i 1/ 1380- he/ dover . aspx Bl ock 1
66.249. 64. 71 I 'srael 147. 237. 76. 147 |chi nuch. aka. i df . i | Lhaut hori zed URL Access to waw chi nuch. aka.idf.il/ni B ock 1
. . Unaut hori zed Met hod HEAD for
148. 251. 192. 100|Ger many 147.237.72. 166 |aka. i df . i | v aka i df i 1/ mai n/ home/ def aul t . aspx Bl ock 1
66.249.65.176 |l srael 147.237.77.74 [lawidf.il Uhaut hori zed URL Access to 147.237.77. 74/ robots. t xt Bl ock 1
182.42.52.199 |China 147.237.76.200|ei tan. aka. i df . i | Uhaut hori zed Met hod HEAD for wwwu ei tan. aka.idf.il/ None 1
46. 19. 85. 212 I srael 147.237.76.86 [navy.idf.il Mal forned LR B ock
77.139.236.27 |France 147.237.72. 166 |aka. i df . i | Whaut hor i zed Method PCST for . B ock 1
wa aka. i df . i |/ mai n/ gi yus/ m yun/ m yunsunmary. aspx
66.249.64.112 [Israel 147.237.77. 176 |mat pash. i df . i | Uhaut hori zed URL Access to waw cogat.idf.il/m B ock 1
2.53.131. 48 I srael 147.237.0.19 |nadimatal .idf.il Suspi ci ous Response Code B ock 1
157.55.39. 1 Lhited Sates |147.237.76.31 |nakchal .idf.il Lhaut hori zed URL Access to 147.237.76.31/robots. txt B ock 1
84. 95. 208. 20 I srael 147.237.76.86 [navy.idf.il PHP Att enpt B ock 1
182.42.52.199 [China 147.237.76.200|ei tan. aka. i df .i | Lhaut hori zed URL Access to vwn eitan. aka. i df.il/index. asp B ock 1
46. 19. 85. 212 I srael 147.237.76.86 |navy.idf.il Unknown HTTP Request Method .xm in UR Bl ock 1
84. 95. 208. 20 I srael 147.237.77.233|atal .idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 1
79.178.252. 132 |Israel 147.237.72. 166 |aka. i df . i | Unknown Parameter _M EVSTATEENCRYPTED | n None 1
wan aka. i df . i | / mai n/ sachar / nai | box. aspx
66. 249. 64. 137  |Israel 147.237.72. 166 |aka. i df . i | Uhaut hori zed URL Access to aka.idf.il/appl e-app-site-associati on |B ock
37.142.118.10 |[lIsrael 147.237.77.243|nobi l e. i df . i | Uhaut hori zed URL Access to nobil e.idf.il/nekudot/index B ock
180. 76. 15. 13 Chi na 147.237.72. 156 |anan. i df . i | Lhaut hori zed URL Access to list.ips.gov.il/list6. htm B ock
66. 249. 75. 8 I'srael 147.237.76.42 |refuah.idf.il thaut hori zed UR. Access to B ock 1

147. 237. 76. 42/ 994- 9032- he/ r ef uah. aspx
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