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Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
208. 110. 84. 68 Lhited Sates 147.237. 76. 200 eitan. aka. idf.il bl ock-sp-traf 1 forward 2
63. 141. 242. 198 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
198. 204. 224. 234 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il bl ock-sp-trafl forward 2
84. 95. 208. 20 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 2
204. 42. 253. 132 Lhited Sates 147. 237. 76. 202 e.halag.idf.il B ack List drop 1
69. 30. 193. 252 Lhited Sates 147.237. 72. 166 aka.idf.il bl ock-sp-traf 1 forward 1
142.54.174. 86 Lhited Sates 147.237.77. 235 svivaidf.il bl ock-sp-traf 1 forward 1
63. 141. 242. 196 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-traf 1 forward 1
69. 30. 226. 220 Lhited Sates 147.237.77.170 naar achot . i df.il bl ock-sp-trafl forward 1
191. 96. 249. 37 Chil e 147.237.76. 31 nakchal .i df.il B ack List drop 1
69. 30. 226. 221 Lhited Sates 147.237.72. 156 anan.idf.il bl ock-sp-traf 1 forward 1
45. 63. 53. 164 Lhited Sates 147.237.76. 39 nobi | e. nei tav.idf.il B ack List drop 1
66. 249. 69. 224 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 1
63. 141. 231. 210 Lhited Sates 147.237.77.176 nat pash. i df . i | bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount
5.9.62. 130 Ger many 147.237.72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per mit 2
106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il |CL000071: HTTP: User Agent Sogou+web+spi der Per it 2




09-24-2016-09:04:09 to 09-24-2016-10:04:09

|Top Attackers In |D|

‘Target Addr ess ‘Attacker Qountry Signature

185. 153. 198. 10 [147. 237. 77. 243 nobi | e.idf il ET SCAN Potential SSH Scan 1

107.191.55. 97 |147.237.0.17 |Lhited Sates mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1

91. 201. 236. 155 [147.237.8.50 |lkrai ne e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1

88.249.106. 23 |147.237.0.200 |Turkey mdu.idf il ET SCAN NVAP -sS w ndow 1024 1

40.121.139.43 |147.237.8.46 |lhited Sates e.chinuch.idf.il ET SCAN NVAP -sS wi ndow 1024 1

14. 148, 170.77 1147 237 0.35 |chi na akave. i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net 1
Gonnections, Potential Scan or Brute Force

216. 81. 230. 167 [147. 237. 76. 147 |Lnited Sates chinuch. aka. i df .i | ET SCAN NMAP -sS wi ndow 1024 1

185. 153. 198. 10 |147. 237. 77. 19 | awforumidf.il ET SCAN Potential SSH Scan 1

107.191. 55. 97 |147.237.0.15 |Lhited Sates kosher-kravi .idf.il ET SCAN Potential SSH Scan 1

88.249. 106. 23 |147.237.8.50 [Turkey e tikshuv.idf.il ET SCAN NVAP -sS w ndow 1024 1

74.82.47.8 147.237.76. 197 |Lhited Sates e. hinush.idf.il ET SCAN Behavi or al musugl ly fast Termnal Server Traffic, 1
Potential Scan or Infection

37.8.21.91 147.237.77. 216 zlcis;ii;‘;a” Territory:  dover i df .| ET SCAN NVAP -sA (2) 1
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|Top Attackers In FW |

Attacker Address

A tacker

Target Address

dte

Signature

Country

Sreamng Engine: TCP Invalid

Inval i d segnent retransnission.

w ndow scal e

85. 65. 4. 85 I srael 147.237.77. 243 |nobil e.idf . i1 .. dro 20
Ret ransni ssi on Packet dr opped. P
107.167.98. 132 |lLnited Sates |147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or 19
37.26.149.221 |lIsrael 147.237.77. 176 |mat pash. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 17
Sreaning Engine: TCP Invalid ' i ssi
84.95.208.20  |Israel 147. 237.76. 200 |6 tan. aka.i of . i 9 =g Invalid segnent retransmssi on. drop 6
Ret ransni ssi on Packet dr opped.
66. 69. 29. 123 Lhited Sates |[147.237.76. 147 |chi nuch. aka.idf.illSYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 5
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
156. 202. 42. 250 |Egypt 147.237.77. 216 |dover.idf.il drop Frst packet isn't SN drop
Sreaming Engine: TGP Invalid i i sSi
2.53.139.211  |israel 147. 237.77. 243 |nobi l e.i df .i1 9 =g Invalid segent retransmssion. drop 3
Ret ransni ssi on Packet dropped.
128. 232. 110. 28 E?';gegom 147.237.77. 121 |e. navy. i df il Geo- | ocati on enf or cenent Geo-l ocati on i nbound enf or cenent |dr op 2
84.95. 208. 20 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence Inval i d ACK nunber noni t or 2
87.69.222.132 [lIsrael 147.237.76.30 |[hinush.idf.il Bad TCP sequence Invalid ACK nunber aert 2
87.69.222.132 |Israel 147.237.76.30 [hinush.idf.il Bad TCP sequence Invalid AGK nunber noni t or 2
84. 95. 208. 20 | srael 147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
46.121.253.196 |Israel 147.237.77. 233 |atal i df . Bad TCP sequence SN retransmt with i fferent moni tor |2
w ndow scal e
C e SYNHAK retransmit with different .
84. 95. 208. 20 I srael 147.237. 77. 216 [dover.i df .i | Bad TCP sequence wi ndow scal e noni t or 2
2.53.167.211 [ srael 147. 237. 77. 216 |dover. i df .i Bad TCP sequence SINHAK retransmt with different Jooyvor |2
w ndow scal e
37.46.38.1 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 1
103. 48.194. 78  |M et nam 147. 237. 76. 147 |chi nuch. aka. i df . i I[SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 1
84.95.208.20 [l srael 147. 237. 77. 216 |dover. i of .i Conmand | nj ecti on 'C?epliacud L e detected in W pitor |
77.138.18.178 |France 147.237.72.166 |aka. i df .i | Bad TCP sequence Inval id ACK nunber noni t or 1
156.202. 42. 250 |Egypt 147.237.77. 216 |dover. i df . Bad TCP sequence SINAK retransmt with different | oo |g
w ndow scal e
46.121. 253.196 |lIsrael 147.237.77. 216 |dover.idf . i | Bad TCP sequence Inval id ACK nunber noni t or 1
5.22.134.220 I srael 147.237.72.166 |aka. i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
85. 65. 160. 49 | srael 147.237.77. 234 |hal ag.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
185. 20. 5. 157 LKTI;;(cjjom 147. 237.72. 166 |aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti meout aert 1
66.249. 69. 224 [Israel 147. 237.77. 216 |dover.idf .il drop First packet isn't SWN drop 1
146. 115. 132. 147|Wnited Sates |147.237.72. 156 |anan. i df .i| SYN At tack SYN -> SYN-ACK -> RST noni t or 1
45, 30. 245. 31 Lhited Sates [147.237.77.216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> RST noni t or
103.48.194.78 |V etnam 147. 237. 76. 147 |chi nuch. aka. i of . i |Bad TCP sequence S::J:;Cr:nsmt Wth different moni tor |1
84.108.119.30 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence Inval id ACK nunber alert 1
216.218.206.74 |Wited Sates |[147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
82.221.105.6 I cel and 147.237.77. 212 |e.dover.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent |dr op 1
176. 13.9. 157 | srael 147.237.72. 166 |aka.idf .il dr op First packet isn't SYN drop 1
46.121. 253.196 |lIsrael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d ACK nunber alert 1
139. 162. 37. 147 |lhited Sates [147.237.8.14 |e.orchot.idf.il Geo- | ocati on enf or cenent Geo- | ocation i nbound enf or cenent |dr op 1
5.22.134.231 I srael 147.237.72.166 |aka i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 1
84.95.208.20  |israel 147. 237.77. 216 |dover i df . SQ Injection ?S‘Oﬂ'cgjt,ec“ on detected in LR moni tor |1
185. 20. 5. 157 z‘;;gom 147.237.72. 166 |aka. i df . i SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
66.249.69. 224 |lsrael 147.237.77. 216 |dover.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19. 85. 181 I srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti meout noni t or 1
84.108.119.30 |l srael 147.237.72. 166 |aka i df .i | Bad TCP sequence I'nval i d ACK nunber noni t or 1
216.218.206.98 |lWited Sates |147.237.77.74 |lawidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
176.13.11. 136 |l srael 147. 237.77. 216 |dover.idf.i| SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46.121. 253.196 |lIsrael 147.237.77.233 |atal .idf. il Bad TCP sequence Inval i d ACK nunber noni t or 1
141.212.122.59 |Uited Sates |147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
31.210.187.82 [Israel 147.237.76.42 |refuah.idf.il Bad TCP sequence Inval i d ACK nunber noni t or 1
Lhi ted R SYNHAK retransmit with different .
185. 20. 5. 157 Ki ngdom 147. 237. 72. 166 |aka.i df . i Bad TCP sequence wi ndow scal e noni t or 1
66.249. 69. 224 |l srael 147.237.77. 216 |dover.idf.il SYN At tack SYN -> SYN-ACK -> Ti nmeout noni t or
156. 202. 42. 250 |Egypt 147. 237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 1
46.19.85.181  |israel 147. 237. 77. 216 |dover i df .1 Bad TCP sequence SINAK retransmt with different | oo 3
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Count
79.180.48.171 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Gode B ock 255
84.95.208.20 |[lIsrael 147.237.72. 166 |aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 135
84.95.208.20 |lsrael 147.237.77.216|dover.idf .il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 94
www. chanmat z. aka. i d . .
84. 95. 208. 20 | srael 147.237.77. 226 £l Ml tipl e Whaut horized URL Access from 84. 95. 208. 20 B ock 22
84.95.208.20 |Israel 147.237.77.216|dover.idf.il PHP At t enpt B ock 13
66. 249. 69. 224 |l srael 147.237.77. 216 |dover.i df . i Mil tipl e Unauthori zed URL Access from 66. 249. 69. 224 B ock 12
www. chamat z. aka. i d .
84. 95. 208. 20 | srael 147.237.77. 226 fil Dstributed PHP Attenpt B ock 10
84.95.208.20 |lsrael 147.237.77.233|atal .idf .il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 8
37.46.41. 147 |Israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 6
84.95.208.20 |[lIsrael 147.237.76.200|ei tan. aka. i df . i | Mil ti pl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock 5
84.95.208.20 |lsrael 147.237.72. 166 [aka. i df . i | Dstributed PHP Attenpt B ock 5
84.95.208.20 |Israel 147.237.77.234|hal ag. i df . i | Ml tipl e Unaut horized URL Access from 84.95. 208. 20 Bl ock 4
. . . Unaut hori zed URL Access to
85.65.10.198 |l srael 147.237.77.243|nobi l e.idf . il nobi | e, i o . i 1/ cat egoryt enpl at es/ | i st chi | ddocunent s/ 1362 Bl ock 4
84.95.208.20 |lsrael 147.237.0.15 |kosher-kravi.idf.il |Miltiple Wauthorized URL Access from 84.95. 208. 20 B ock 3
84.95.208.20 |[lIsrael 147.237.77.233|atal .idf.il PHP Attenpt B ock 3
84.95.208.20 |Israel 147.237.0.34 |tikshuv.idf.il Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 3
84.95.208.20 |Israel 147.237.76.86 |[navy.idf.il Mil tipl e Unaut hori zed URL Access from 84.95. 208. 20 Bl ock 3
109. 253. 246. 36 |l srael 147.237.0.19 |madimatal .idf.il O stributed Suspicious Response Code B ock 2
84.95.208.20 |Israel 147.237.77. 176 |nat pash. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock 2
66. 249. 69. 232 |l srael 147.237.77. 216 |dover.i df .l Mil tipl e Unauthori zed URL Access from 66. 249. 69. 232 B ock 2
66. 249. 69. 228 |Israel 147.237.77.216|dover. i df . il Mil tipl e Lhaut hori zed UR. Access from 66. 249. 69. 228 B ock 2
46. 121. 253. 196 [l srael 147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/ 1134-he/ at al . aspx B ock 1
66. 249. 69. 228 |l srael 147.237.77. 216 |dover.i df . il Unaut hori zed URL Access to waw i df.il/atal 1/izkor/vi ew text.asp B ock 1
. . Unaut hori zed URL Access to
84.95.208.20 |[lIsrael 147.237.77. 216 |dover.idf.il v i df i 1/t enpl at es/ honepage/ pi vi k. php Bl ock 1
84.95.208.20 |lsrael 147.237.72. 156 [aman. i df . i | PHP At t enpt B ock 1
. . Uhaut hori zed URL Access to
66.249.75.32 [l srael 147.237.77. 216 |dover . i df . i | 147.237.77. 216/ 1133- 22777- ar | dover . aspx Bl ock 1
; . . D stributed Uhaut hori zed Method for Known URL on
66.102.9.5 Lhited Sates [147.237.72.166|aka.idf.il v aka. i df . i 1/ mai v hoe/ def aul t . aspx Bl ock 1
84.95.208.20 |Israel 147.237.0.15 |kosher-kravi.idf.il PHP At t enpt B ock 1
176. 13. 243. 88 |l srael 147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ 1518- he/ ref uah. aspx  |Bl ock 1
: . . Par aneter Type M ol ati on PageNumin
68. 180. 230. 216 |Lhited States [147.237.76.31 |nakchal .idf.il vaw nakhal i df i 1/ 1111- he/ nakhal . aspx Bl ock 1
: . ] D stributed Unhaut hori zed Method for Known URL on
66.102.9.8 Lhited Sates [147.237.72.166|aka.idf.il v aka. i df . i 1/ mai v home/ def aul t . aspx Bl ock 1
84.95.208.20 |Israel 147.237.77. 176 |mat pash. i df . i | PHP Att enpt Bl ock 1
176.228. 175. 10 |Israel 147.237.72. 166 |aka. i df . | Paraneter Read iy Molation in - None 1
wwn aka. i df . i |/ mai n/ gi yus/ m yun/ m yunpr ocessquest i onnai r e. aspx
. . Unaut hori zed URL Access to
66. 249. 69. 232 |l srael 147.237.77. 216 |dover.i df . il ww i df i 1/internati onal traini ng/ cour se phot 0. asp Bl ock 1
84.95.208.20 |Israel 147.237.77.234|hal ag. i df . i | PHP Attenpt B ock 1
84.95.208.20 |[lIsrael 147.237.0.34 |tikshuv.idf.il PHP Attenpt B ock
213.8.204.67 |lIsrael 147.237.72. 166 [aka. i df . i | Ml tipl e Unaut hori zed URL Access from 213. 8. 204. 67 B ock
. . Uhaut hori zed URL Access to
66. 249. 75. 4 I srael 147.237.76.42 |refuah.idf.il 147. 237. 76. 42/ 994- 9004- he/ r ef uah. aspx Bl ock 1
37.142.2.145 |Israel 147.237.77. 170 [maar achot . i df . i | Ml tipl e Unaut horized URL Access from 37.142. 2. 145 B ock 1
Ww\. chanat z. aka. i d i
84.95.208.20 |Israel 147.237.77.226], . Wnaut hori zed LRL Access to o B ock 1
foil W chamat z. aka. i df . i1/ tenpl at es/ honepage/ di v.item
79.181.21.49 |Israel 147.237.77.216|dover.i df . il Lhaut hori zed URL Access to waw idf.il/https:/vwidf.il/ B ock
84.95.208.20 |Israel 147.237.72. 156 [aman. i df . i | Ml tipl e Unaut horized URL Access from 84. 95, 208. 20 B ock
213.8.204.67 |Israel 147.237.72. 166 |aka. i df . i | PHP Att enpt B ock 1
66.249.75.12 |Israel 147.237.76.42 |refuah.idf.il tnaut hor| zed URL Access to B ock 1

147.237. 76. 42/ si p_storagel fi | es/ 4/ 3274. j pg
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