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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count|
109. 226. 40. 40 | srael 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
2.53.136. 150 | srael 147.237.77. 216 dover.idf.il TCP handshake vi ol ation, first packet not syn |drop 3
8. 37. 225. 86 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under Attack Con Htp drop 3
54.72.0.55 Irel and 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
185.94.111. 1 Russi an Federation 147.237.76. 198 e.yohal an.i df.il|B ack List drop 1
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|Top Attackers In IPS|

Attacker Address ‘Attacker Gountry Target Address |Site |Sgnat ure Devi ce Action |Count
203. 77. 76. 152 Tai wan 147.237.77. 216 dover.idf.il |Cl1000074: HITP. najestic bot Per nit 2
198. 20. 69. 74 Lhited Sates 147.237.72. 156 anan.idf.il 13840: TLS (penSSL Heartbeat Packet B ock 1




09-24-2016-08:04:04 to 09-24-2016-09:04:04

|Top Attackers In |D|

Attacker Address

Target Address

At acker
Gountry

Signature

93.174.93.130 |147.237.72.14 |Netherlands  |dover.idf.il (ol d) ET SCAN Potential WNC Scan 5900- 5920 1
93.174.93.130 [147.237.0.17 |Netherlands mny-kosher -kravi .idf.il [ET SCAN Potential VNC Scan 5900- 5920 1
211.149.244.79 |(147.237.77.74 |China lawidf.il ET SCAN NVAP -sS w ndow 1024 1
91.201.236.50 |147.237.76. 148 |krai ne ggcenter. aka. i df .i | ET SCAN NVAP -sS w ndow 2048 1
185. 153. 198. 10 [147.237.77.170 maar achot . i df . i ET SCAN Potential SSH Scan 1
91.201.236.50 |147.237.76. 148 |krai ne gqcent er . aka. i df .i | ET DRCP Sparhaus DRCP Listed Traffic | nbound 1
179. 43. 141. 221 |147.237.8.27 [Satzerland e.nadimatal .idf.il ET SCAN Potential SSH Scan 1
139. 162. 187. 89 [147.237.77.216|Whited Sates |dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
93.174.93.130 [147.237. 77. 243 |Net her| ands nobi | e.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
93.174.93.130 [147.237.76.198|Netherlands  |e.yohal an.idf.il ET SCAN Potential WNC Scan 5900- 5920 1
93.174.93.130 |147.237.72.217 |Netherlands  |e.idf.il ET SCAN Potential VNC Scan 5900- 5920 1
93.174.93.130 [147.237.0.35 |Netherlands  |akavs.idf.il ET SCAN Potential VWNC Scan 5900- 5920 1
91.201.236.50 [147.237.76. 148 |krai ne ggcenter. aka. i df.il ET SCAN NMAP -sS wi ndow 4096 1
198. 20. 69. 74 147.237.72. 156 |Lhited Sates |aman.idf.il ET OROP Dshiel d B ock Listed Source 1
91.201.236.50 |147.237.76. 148 |krai ne gqcent er. aka. i df .i | ET SCAN NVAP -f -sS 1
179. 43. 141. 221 |147.237.77.212|Snit zerl and e. dover.idf.il ET SCAN Potential SSH Scan 1
81.170.162.82 |147.237.77. 233|Sweden atal.idf.il ET SCAN NVAP -sS wi ndow 1024 1
140. 246. 105. 194|147 237, 76. 148 | i na aqcenter. aka i df il ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
139.162.187.89 [147.237.0.16 [lhited Sates [ny-kosher-kravi.idf.il |ET SCAN NVAP -sS wi ndow 1024 1
93.174.93.130 [147.237.77.227 |Netherlands  |e. hanaz. i df .il ET SCAN Potential VWNC Scan 5900- 5920 1
93.174.93.130 |147.237.76.86 |Netherlands navy. i df.il ET SCAN Potential VWNC Scan 5900- 5920 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address count ry ‘Target Address |Ste Signature Action ‘Count
8. 37.225. 86 Lhited Sates 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 347
8. 37.225. 86 Uhited Sates |147.237.77.216|dover.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout moni t or 50
Sreaning Engine: TGP Invalid i i sSi
109. 253. 200. 44 | srael 147.237.77. 243 |nobil e.i df . 9 =9 Invalid segnent retransmssion. |, 30
Ret ransm ssi on Packet dropped.
104. 160. 179. 230|Uited Sates  |147.237. 76. 147 |chi nuch. aka. i df .i | Bad TCP sequence Invalid ACK nunber noni t or 17
104.160. 179. 230U ted States  |147. 237. 76. 147 [chinuch.aka.idf i1 [Bad TCP sequence i’:t:eer:é:nsmt wWth different 1 ert 16
104.160. 179. 230|Wnited Sates  |147.237.76. 147 [chinuch. aka.idf.il  [Bad TCP sequence i’:l;:rgcr:nsmt wWthdifferent — oonitor |15
155. 254, 215. 247|Bahrai n 147. 237. 77. 216 |dover.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 6
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 5
37.26.148.244 |Israel 147. 237.77. 216 |dover.i df .i | drop First packet isn't SN drop 4
41. 33. 231. 86 Egypt 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 4
104. 160. 179. 230|Uited Sates  [147.237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 4
176.13. 9. 157 I srael 147.237.72. 166 |aka. i df .i | SYN Att ack SYN -> SYN-ACK -> RST noni t or 4
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop 3
141. 226. 217. 115]l srael 147.237.72. 166 |aka. i df . il dr op First packet isn't SN drop 3
122.170.22.189 |[India 147. 237.77. 216 |dover.i df .i | SYN Att ack SYN -> SYN-ACK -> Ti meout noni t or 3
Sreanming Engine: TCP Invalid i i ssi
84.95.208.20  |Israel 147.237.76.86 |navy.idf.il 9 =g Inval i d segnent retransmssion. |y, 3
Ret r ansmi ssi on Packet dr opped.
77.139. 161. 235 |France 147. 237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> RST nmoni t or
84.108. 104. 100 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Invalid AGK nunber noni t or
. e . Geo- | ocati on i nbound
187.87.204.200 |Brazil 147.237.76.201|e.atal .idf.il Geo- | ocati on enf or cenent enf or cement drop 2
84.108. 104. 100 |l srael 147.237.77. 216 |dover.idf .il SYN Att ack SYN -> SYN-ACK -> Ti nmeout moni t or
192. 249. 66. 247 |Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
158.60. 120. 186 |United Sates  |147.237.76. 147 |chinuch.aka idf.il  |Bad TOP sequence i’;‘ur:rt]é:”s”"t wehdifferent ) ert 2
109. 64.172.53 |l srael 147.237.72. 166 |aka.idf.il SYN At ack SYN -> SYN-ACK -> Ti neout moni t or 2
Russi an D -
194. 58. 73. 192 Federat i on 147.237.77. 176 |nat pash. i df .i | dr op First packet isn't SN drop 2
104. 160. 179. 230|Uited Sates  |147.237. 76. 147 |chi nuch. aka. i df .i | SYN Att ack SYN -> SYN-ACK -> Tineout |alert
68.180.231. 57 |lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SYN drop
77.125.48.7 I srael 147.237.72. 167 [i shurimaka. i df . i | SYN Attack SYN -> SYN-ACK -> RST noni t or
Russi an s -
194. 58. 73. 192 eration 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 2
109. 226. 40. 40 |l srael 147.237.77. 216 |dover.idf i | Bad TCP sequence Inval i d ACK nunber monitor |1
185.3.147.104 |Israel 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d ACK nunber noni t or 1
85. 250. 214. 228 |lsrael 147.237.77. 216 |dover.idf.il drop Frst packet isn't SYN drop 1
157.55.39.121 |lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop 1
131.253.29.133 |Wited Sates  |147.237.76.147 [chinuch aka.idf.il  [Bad TCP sequence i’:l;:rgcr:nsmt wWthdifferent — oonitor |1
198. 20. 69. 74 Uited Sates |147.237.72. 156 |anan.idf.il SYN Attack SYN -> SYN-ACK -> RST moni t or
184.105.139. 74 |Uhited Sates |147.237.77.61 |e.cogat.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.43 Uited Sates |[147.237.72. 156 |aman.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
Lhi ted o
128.232.110.28 | . ngdom 147. 237. 72. 156 |anan. i df . i | drop SAMrule drop 1
216.218.206. 114|thited Sates  [147.237.77. 216 |dover.idf.il SYN At t ack SYN -> SYN-ACK -> RST monitor |1
109. 226. 40. 40 |l srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d sequence nunber nonitor |1
158. 69. 120. 186 |lLnited Sates |147.237. 76. 147 |chi nuch. aka. i df . i | SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
79.178.0. 111 I srael 147.237.72. 166 |aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti nmeout moni t or 1
141.212.122.51 |Uhited Sates [147.237.76.39 |nobile.neitav.idf.il [SYN Attack SYN -> SYN-ACK -> RST noni t or 1
54.72.0.55 Irel and 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> Ti nmeout noni t or 1
120.132.68.87 |onina 147. 237. 76. 199 |e. nakchal . i df . i1 Geo- 1 ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent
184.105. 139. 92 |wnited Sates |147.237.0.16 i”I""‘OSher'kraV"'df' SYN At t ack SYN -> SYN-ACK -> RST monitor |1
141. 226. 217. 115|I srael 147.237.72. 166 |aka.i df . il Bad TCP sequence Invalid ACK nunber noni t or 1
74.82.47.58 Lhited Sates |147.237.0.200 [rau.idf.il Geo- 1 ocati on enf or cenent Geo-locati on i nbound drop 1
enf or cenent
128.232. 110, 28 | ted 147.237.76. 34 |yohal an.idf.il drop SMrule drop 1
Ki ngdom
109. 226. 40. 40 |l srael 147.237. 77. 216 [dover. i df . i SYN At t ack SYN -> SYN-ACK -> Ti neout alert 1
104. 160. 179. 230|United Sates  |147.237. 76. 147 |chi nuch. aka. i df .i | Bad TCP sequence Invalid sequence nunber noni t or 1
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|Top Attackers In V\AF|

A tacker

Devi ce

ount ry Target Address |Site Sgnature Acti on ‘Count
79.180.48.171 |israel 147.237.0.19 |madimatal .idf.il D stributed Suspici ous Response Code B ock 32
46.19.85.165 |[Israel 147.237.0.19 |nadimatal .idf.il D stributed Suspici ous Response Code B ock 10
66. 249. 69. 224 |Israel 147.237.77.216|dover.idf .l Ml tipl e Unaut horized URL Access from 66. 249. 69. 224 B ock
66. 249. 69. 224 |l srael 147.237.77.216|dover.i df.i |l Paraneter Type M ol ation aspxerrorpath in wawidf.il/error. htm Bl ock
157.55.39. 168 |United Sates [147.237.76.42 |refuah.idf.il Unaut hori zed URL Access to 147.237.76. 42/ robot s. t xt B ock
. . Unaut hori zed URL Access to
66.249.75.4  |Israel 147.237.76.42 (refuah.idf.il 147. 237. 76. 42/ 994~ 9043- he/ r ef uah. aspx B ock 1
. . Unaut hori zed Met hod HEAD for
46.4.74. 42 Ger many 147.237.72.166 [aka. i df . i | ww aka. i df . i 1/ br ot her s/ ski ral def aul t . asp Bl ock !
. . Unaut hori zed Met hod CPTI ONS for
213.57.223.65 |l srael 147.237.72.166 [aka. i df . i | wwy aka. i df.i |/ mai n/ gi yus/ aut henti cati onservi ce. asnx/ get aut huser Bl ock !
78.46.23.198 |Ger many 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method HEAD for waw aka. i df.il/rights/asp/info.asp |B ock 1
66.249.66.10  |Israel 147.237.76.86 |navy.idf.il thaut hori zed LR Access to Bl ock 1
W navy. i df . i | / navy/ navy/ gener al . aspx
188. 32. 178. 199 |USSI a1 147. 237.72. 166 |aka. i df . i | Wnaut hori zed Method PCBT for . B ock 1
Federation waw aka. i df . i |/ mai n/ gi yus/ m yun/ m yunsunmary. aspx
. . D stributed Lhaut hori zed URL Access on
66.249.75.8  |[Israel 147.237.76.42 |refuah.idf.il 147. 237, 76. 42/ 994~ 9043- he/ r ef uah. aspx Bl ock 1
] . . Unaut hori zed URL Access to
207.46.13.188 [lnited Sates [147.237.77.74 (lawidf.il v | aw i o i | /i p storagel fil es/ & 638, p Bl ock 1
. . Unaut hori zed URL Access to
66.249.75.12 |[lIsrael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel fi | es/ 4/ 3294, | pg B ock 1
46.19.85.165 |lsrael 147.237.0.19 |madimatal .idf.il Mil tiple Untraceabl e SSL Sessions from46.19.85. 165 ((pen Mde) |None 1
84.95.208.20 |[lIsrael 147.237.0.15 |kosher-kravi.idf.il [Wauthorized LR. Access to wwu kosher-kravi.idf.il/defaul t.aspx [B ock
213.8.204.67 |Israel 147.237.76.200|ei tan. aka. i df . il PHP Att enpt B ock
www. chanat z. aka. i d _ o
66. 249. 75. 46 | srael 147.237.77. 226 £l Unaut hori zed URL Access to www chanat z. aka. i df . i |/404. aspx B ock 1
46.19.85.165 |[Israel 147.237.0.19 |[nadimatal .idf.il SSL Untraceabl e Connection - Cpen Mde None 1
84.95.208.20 |Israel 147.237.72. 156 [aman. i df . i | Lhaut hori zed URL Access to ww aran. idf.il/robots.txt B ock 1
. . Unhaut hori zed URL Access to
66.249. 69. 228 |l srael 147.237.77. 216 [dover . i df . i | wwy i df . i | /tenpl at es/t enpl at econt rol s/ generi c/ Bl ock !
. . Unaut hori zed Met hod PCST for
5.22.134.224 |Israel 147.237.72. 166 |aka. i df . i | v aka. i df i 1/ mai r/ hone/ def aul t . aspx B ock 1
213.8.204.67 |Israel 147.237.76.200|ei tan. aka. i df .i | Lhaut hori zed URL Access to v ei tan. aka.idf.il/xnbrpc. php B ock 1
] . . Par anet er Type M ol ati on PageNumin
68.180.231.57 |Lhited Sates  [147.237.77.216|dover.idf.il v i df i 1/ 1393- en/ dover . aspx Bl ock 1
46.121. 208. 103 |l srael 147. 237.77. 216 |dover . i df . i | Paraneter Type Mol ation Searchext in Bl ock 1
wan i df . i | / 1065- he/ dover . aspx
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