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|Top Attackers | n DDoS- Def ence |
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Attacker Address |Attacker Country |Target Address | site |Signature |Device Action  |Count |
63. 141. 231. 197 Lhited Sates 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
204. 12. 220. 86 Lhited Sates 147. 237. 76. 200 eitan aka.idf.il bl ock-sp-traf 1 f orward 2
204. 12. 220. 85 Lhited Sates 147.237.77. 233 atal.idf.il bl ock-sp-traf 1 forward 1
185.94.111.1 Russi an Federation 147.237.76. 200 eitan. aka.idf.il B ack List drop 1
63. 141. 242. 194 Lhited Sates 147.237.77.176 nat pash. i df .i | bl ock-sp-traf 1 forward 1
185. 128. 40. 162 Sntzerl and 147.237.76. 30 hi nush. i df .i | B ack List drop 1
63. 141. 242. 196 Lhited Sates 147.237. 72. 156 anan.idf.il bl ock-sp-traf 1 forward 1
198. 204. 224. 234 Lhited Sates 147.237.0.19 nadi matal .idf.il bl ock-sp-traf 1 f orward 1
142.54. 174. 86 Lhited Sates 147.237.76. 86 navy.idf.il bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address Site Sgnature Devi ce Action




09-24-2016-07:04:08 to 09-24-2016-08:04:08

|Top Attackers In |D|

At acker

Signature

‘ Target Address

Gountry

66.249. 73. 163 [147.237.77.170|Uited Sates naarachot.idf.il |ET SCAN NVAP -sA (2) 563
192, 223. 94. 108 |147.237. 76. 147 |Bolivia chi nuch. aka.i of .i|ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
179. 43. 141. 221 [147. 237. 77. 179 |Sni t zer | and e nazi.idf.il ET SCAN Potential SSH Scan 1
121. 46. 101. 38 |147.237.72.14 |India dover.idf.il (ol d) |ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
91. 201. 236. 158 |147. 237. 77. 212 |krai ne e.dover.idf.il ET SCAN NVAP -sS wi ndow 1024 1
89. 248. 172. 103 [147.237.0.35  |Netherl ands akavs. i df .i | ET SCAN Potential VNC Scan 5900- 5920 1
66.249. 64. 112 [147.237.77.176 |Lhited Sates natpash.idf.il  |ET SCAN NVAP -sA (2) 1
185. 153. 198. 10 |147. 237. 76. 38 eeneitav.idf.il [ET SCAN Potential SSH Scan 1
139. 162. 187. 89 |147. 237. 77. 205 [Lhited Sates prisha.idf.il ET SCAN NVAP -sS w ndow 1024 1
111. 227. 111. 94 |147. 237. 77. 212 |Chi na e.dover.idf.il ET SCAN Behavi oral Lhusually fast inbound Telnet Connect i ons, 1
Potential Scan or Brute Force
89. 248. 172. 103 [147. 237. 76. 30 |Net her| ands hi nush. i df . i | ET SCAN Potential VNC Scan 5900- 5920
46.161.40.17 [147.237.8.14 :32;3} on e.orchot.idf.il [ET SCAN NVAP -sS wi ndow 1024 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature
72.184.165.61 |Wited Sates  |147.237. 76. 147 [chi nuch. aka. i df .il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 215
8.37.225. 154 Lhited Sates 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 98
108.251.80.98 |Wnited Sates  |147.237. 76. 147 |chinuch. aka. i df i Bad TCP sequence i’;'l;ee;é:"s““ wth dfferent alert 50
198.251.80.98 |lhited Sates  [147.237.76. 147 [chi nuch. aka. i df . i Bad TCP sequence Inval i d AGK nunber noni t or 49
108.251.80.98 |Wnited Sates  |147.237. 76. 147 |chi nuch. aka. i df . i Bad TCP sequence SZ';J;;;:“S““ wth dfferent monitor |46
198.251.80.98 |[lhited Sates  [147.237. 76. 147 [chi nuch. aka. i df . i SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 38
216.52.148. 4 Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 37
198.251.80.98 |wnited Sates  [147.237. 76. 147 chi nuch. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti meout al ert 36
216.52.148.4  |Wited Sates  |147.237. 76. 147 chi nuch. aka. i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 28
104. 160. 179. 230|Wited Sates  [147. 237. 76. 147 [chi nuch. aka.i df . i Bad TCP sequence izlJeer:erEMt Wth different rroni t or 10
104. 160. 179. 230|Whited Sates  [147. 237. 76. 147 |chi nuch. aka.i df .i1 Bad TCP sequence I'nval i d AGK nunber noni t or 9
104.160. 179. 230|Wnited Sates  [147. 237. 76. 147 |chi nuch. aka. i df . i Bad TCP sequence izlureetncr:m"“ with different alert 9
108.31.120.41 |thited Sates  [147.237.77. 216 [dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
212.143.142.56 [Israel 147.237.77. 216 |dover.idf .il drop First packet isn't SWN drop 4
158.69.120. 186 |Wnited Sates  |147. 237. 76. 147 |chi nuch. aka.i df .i Bad TCP sequence ig'l;eer:crgm"“ Wth different rmoni t or 4
79. 180. 6. 32 I srael 147.237.76.86 [navy.idf.il SYN At ack SYN -> SYN-ACK -> RST noni t or 4
158. 69. 120. 186 |Uhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | Bad TCP sequence Inval i d ACK nunber noni t or 4
158. 69. 120. 186 |Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 4
142.4.215.150 |Canada 147. 237. 76. 147 |chi nuch. aka. i df . i Bad TCP sequence f:’(\]ﬁeer:é:ns”“ wth different moni t or 3
158.69.120. 186 |United Sates  |147. 237. 76. 147 |chi nuch. aka i df .1 Bad TCP sequence i’(\;l;eer:c'gm"“ wth dfferent alert 3
158.69.120. 182 |Whited Sates  [147.237. 76. 147 |chi nuch. aka.i df .il SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 3
142.4.215.150 |Canada 147. 237. 76. 147 |chi nuch. aka. i of . i | Bad TCP sequence izlureetncr:m"“ with different alert 3
142. 4.215.150 |Canada 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or
192. 99. 160. 125 |Canada 147. 237. 76. 147 |chi nuch. aka. i df .i SYN Attack SYN -> SYN-ACK -> RST noni t or
104. 160. 179. 230|Uhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or
158.60.120. 182 [Wnited Sates  |147.237. 76. 147 |chi nuch. aka. i df . i1 Bad TCP sequence i’;'l;ee;é:"s““ wth dfferent oni t or 2
46.19. 86. 159 | srael 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop
158.69.22.223 |lhited Sates  [147.237.76. 147 |chi nuch. aka.i df .il Bad TCP sequence I'nval i d AGK nunber noni t or
31.209. 105. 220 |Cyprus 147. 237.77. 226 :’W“’“ha”atz' aka.tdf-T 4 op First packet isn't SWN drop 2
104. 160. 179. 230|ULhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout aert 2
142.4.215.150 |Canada 147. 237. 76. 147 [chi nuch. aka. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 2
109. 253. 132. 125|l srael 147.237. 77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 2
158. 69. 120. 182 |Lhited Sates 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> Ti neout aert 2
142. 4. 215.150 |Canada 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 2
104. 160. 179. 230|thited Sates  [147. 237. 76. 147 [chi nuch. aka. i df . i | SYN At ack SYN -> SYN-ACK -> Ti neout noni t or 2
192. 99. 160. 125 |Canada 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN Attack SYN -> SYN-ACK -> RST aert 2
46. 19. 86. 54 I srael 147.237.77. 216 |dover.idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 1
218.93.206.21 [China 147.237. 77. 216 |dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1

. . S Geo-1 ocation o
141.212.122.53 |lhited Sates 147.237.8.24 |e.lifestyle.idf.il Geo-1 ocation i nbound enf or cenent |drop 1

enf or cenent

74.82.47.42 Lhited Sates  [147.237.77.233|atal .idf.il SYN At ack SYN -> SYN-ACK -> RST noni t or 1
158.69.22.223 |Wnited Sates  |147.237. 76. 147 |chi nuch. aka.i df i Bad TCP sequence izlureetncr:m"“ Wth different froni t or 1
128.232. 110. 28 |United Kingdom|147.237.72. 167 |ishurimaka.idf.il drop SAMrul e drop 1
141.212.122.53 |thited Sates  [147.237. 77. 216 [dover.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
158.69. 120. 182 [thited Sates  [147.237. 76. 147 [chi nuch. aka. i df . i Bad TCP sequence Inval i d AGK nunber noni t or 1
142. 4. 215.150 |Canada 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout alert 1
128.232.110.28 |United Ki ngdom(147.237.77. 216 [dover.idf.il drop SAMrul e drop 1
192.99. 160. 125 |Canada 147. 237. 76. 147 |chi nuch. aka. i of . i Bad TCP sequence izll;eer:cr?s”“ Wth different alert 1
46. 19. 86. 159 I srael 147.237.77. 216 [dover.idf. il Bad TCP sequence I'nval i d AGK nunber alert
158.69.22.223 |wnited Sates  [147.237. 76. 147 chi nuch. aka. i df .il SYN At tack SYN -> SYN-ACK -> Ti neout alert

. o Geo- | ocat i on o
184.105.139.92 |lhited Sates 147.237.8.14 |e.orchot.idf.il Geo- | ocation i nbound enforcenent |drop 1

enf or cenent
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|Top Attackers In V\AF|

A tacker

Devi ce

ountry ‘Target Address |[Site Sgnature Action ‘Oount

87.71.42.63 | srael 147.237.72. 156 |anman. i df . i | D stributed Suspici ous Response Gode Bl ock 12
66. 249. 69. 224 |l srael 147.237.77. 216 |dover.i df . i | Mil tipl e Unhaut hori zed URL Access from 66. 249. 69. 224 B ock 2
85. 250. 109. 150 |I srael 147.237.0.19 |nadi matal . i df.i|Suspicious Response Code B ock 2
89.237.75. 254 |France 147.237.72. 166 |aka. i df . i | Mil tiple Unauthorized Method for Known URL from 89.237.75. 254 Bl ock 2
2.53.163.104 |lIsrael 147.237.72. 156 |anman. i df . i | D stributed Suspicious Response Code B ock 1
186. 125. 42. 245 |Argentina 147.237.72. 166 [aka. i df . i | Uhaut hori zed LRL Access to v aka. i df.il/main/giyus ingles B ock 1
84.95.208.20 |[lsrael 147.237.77.216|dover.i df .i | Unaut hori zed URL Access to ww i df.il/defaul t.aspx B ock 1
89.237.75.254 |France 147.237.72.166 |aka. i df . i | m“;grii jfelc: I“,‘:;T?J? mﬁp{ o e hore. asp Bl ock 1
115.28.28.62 |China 147.237.77.216|dover . i df . i | PHP Attenpt B ock 1
66. 249. 69. 224 |l srael 147.237.77.216|dover.i df .i | Unaut hori zed LRL Access to wawidf.il/atal 1/izkor/view ingtop.asp  |B ock 1
85. 250. 190. 153 |I srael 147.237.72. 156 [aman. i df . i | Suspi ci ous Response Code B ock 1
115.28.28.62 |China 147.237.77.216|dover . i df . i | Uhaut hori zed URL Access to wwuidf.il/wp-1ogin. php B ock 1
66.249.75.4  |israel 147.237.76.42 [refuah.idf.il  [Ja"forized LR Aocess to aspx B ock 1
157.55.39.65 |Lhited Sates 147.237.77.233|atal .idf.il Abnornal |y Long Request URL B ock

66. 249. 75. 32 | srael 147.237.77.216|dover. i df .i | Unaut hori zed URL Access to 147.237.77.216/ robot s. t xt B ock 1
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