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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country |Target Address |Site |Signature |Device Action |Count |
40. 77.169. 101 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 6
77.138.52. 97 France 147.237.77. 216 dover.idf.il SYN H ood out of context dr op 4
68. 180. 231. 57 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 4
66. 249. 69. 232 | srael 147.237.77.216 dover.idf.il SYN H ood out of context drop 3
45. 35. 64. 142 Lhited Sates 147.237.77. 216 dover.idf.il SYN H ood out of context drop 3
8. 37.225. 154 Lhited Sates 147.237.77. 216 dover.idf.il JLM Under _Attack Con_Htp drop 3
63. 141. 242. 198 Lhited Sates 147.237.76. 39 nobi | e.nei tav.idf.il bl ock-sp-trafl forward 2
63. 141. 242. 196 Lhited Sates 147.237. 76. 147 chi nuch. aka.i df .il bl ock-sp-traf 1 forward 2
173. 208. 197. 205 Lhited Sates 147.237.76. 31 nakchal .idf.il bl ock-sp-trafl forward 2
63. 141, 231. 214 Lhited Sates 147.237.76. 30 hi nush. i df . il bl ock-sp-trafl forward 2
204. 12. 220. 82 Lhited Sates 147.237.0. 17 mny-kosher-kravi .idf.il bl ock-sp-traf 1 forward 1
69. 30. 226. 219 Lhited Sates 147.237.77. 234 hal ag.idf.il bl ock-sp-trafl forward 1
204. 12. 220. 85 Lhited Sates 147.237.72. 166 aka.idf.il bl ock-sp-trafl forward 1
69. 30. 227. 219 Lhited Sates 147.237.72. 167 ishurimaka.idf.il bl ock-sp-traf 1 forward 1
63. 141. 242. 196 Lhited Sates 147.237.77. 170 naar achot . i df .i | bl ock-sp-trafl forward 1
198. 204. 224. 234 Lhited Sates 147.237.77. 74 lawidf.il bl ock-sp-trafl forward 1
45. 63. 53. 164 Lhited Sates 147.237.76. 42 refuah.idf.il B ack Li st drop 1
208. 110. 84. 69 Lhited Sates 147.237.0. 15 kosher-kravi .idf.il bl ock-sp-trafl forward 1
69. 30. 227. 222 Lhited Sates 147.237.77. 226 wan chanat z. aka. i df . i | bl ock-sp-trafl forward 1
63. 141. 242. 198 Lhited Sates 147.237.0. 34 tikshuv.idf.il bl ock-sp-traf 1 forward 1
198. 204. 224. 236 Lhited Sates 147.237.77. 235 sviva.idf.il bl ock-sp-trafl forward 1
69. 30. 193. 250 Lhited Sates 147.237.77. 216 dover.idf.il bl ock-sp-traf 1 forward 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnalure Devi ce Action |Oount
162. 210. 196. 100 Lhited Sates 147.237.77. 216 dover.idf.il CL000074: HTTP. maj estic bot Per mit 65
162. 210. 196. 100 Lhited Sates 147.237. 72. 166 aka.idf.il C1000074: HTTP. naj estic bot Per nit 24
162. 210. 196. 100 Lhited Sates 147. 237.76. 31 nakchal .idf.il C1000074: HITP. naj estic bot Per it

162. 210. 196. 100 Wited Sates 147.237. 76. 86 navy.idf.il C1000074: HTTP: naj estic bot Permit

162. 210. 196. 100 Lhited Sates 147.237.77. 176 nat pash. i df . i | C1000074: HTTP: naj estic bot Permit 2
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|Top Attackers In |D|

Attacker Address

Target Address

At acker

Signature

Gountry

66.249.64. 112 |147.237.77.176|Wited Sates |natpash.idf.il ET SCAN NVAP -sA (2) 96
27.72.57.38 147.237. 77. 216 |M et nam dover . idf.il Xenu Link Seuth User Agent 2
180. 213.5.205 |147.237.8.27 |China e.nadimatal .idf.il ET SCAN NVAP -sS w ndow 1024 1
60.179.175.22 |147.237. 76. 148 |Chi na gocenter. aka. i df .i | ET SCAN Behavi oral Lhusual ly fast inbound Tel net Connections, 1
Potential Scan or Brute Force
179. 43. 141. 221 |147.237.72. 217 |Sn t zer| and eidf.il ET SCAN Potential SSH Scan 1
93.174.93.21 147. 237. 77. 243 |Net her | ands nobi | e.i df.il ET SCAN Potential VWNC Scan 5800- 5820 1
93.174.93.21 147.237.77.61 |Netherlands  [e.cogat.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
93.174.93.21 147.237.76.38 |Netherlands |e.e.neitav.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
93.174.93.21 147.237.8.46 |Netherlands  [e.chinuch.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
93.174.93.21 147.237.0.35 |[Netherlands  |akaws.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
_ L ET SCAN Behavi oral Uhusual |y fast Terminal Server Traffic,
188. 204. 118. 102(147. 237.0.19 |Netherlands  |nmdimatal.idf.il ) ) 1
Potential Scan or Infection
93.174.93.21 147.237.0.17 |Netherlands mny-kosher-kravi.idf.il |ET SCAN Potential VNC Scan 5800- 5820 1
185. 153. 198. 10 [147.237.0.35 akavs. i df . il ET SCAN Potential SSH Scan 1
180, 93. 246, 2 147 237 0.16 I\t et nam ny- kosher-kravi i df. i1 ET SCAN Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
139. 162. 187. 89 [147.237.77.176|lhited Sates |matpash.idf.il ET SCAN NMAP -sS wi ndow 1024 1
93.174.93.21 147.237.77. 227 |Netherl ands ~ |e. hanaz. i df . i | ET SCAN Potential VWNC Scan 5800- 5820 1
93.174.93.21 147. 237. 76. 86 |Net her| ands navy. i df.il ET SCAN Potential VNC Scan 5800- 5820 1
93.174.93.21 147.237.72.217 |Netherlands  |e.idf.il ET SCAN Potential VNC Scan 5800- 5820 1
93.174.93.21 147.237.8.45 |Netherlands [e.eitan.idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
93.174.93.21 147.237.0.19 [Netherl ands nadi matal .idf.il ET SCAN Potential VWNC Scan 5800- 5820 1
185. 153.198. 10 |147. 237.76. 30 hi nush. i df . il ET SCAN Potential SSH Scan 1
88.249.106.23 |147.237.77. 170 |Turkey naar achot . i of . i | ET SCAN NVAP -sS w ndow 1024 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Action ‘Count
8. 37.225. 154 Lhited Sates 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop 237
8.37.225. 154 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 49
198.251.80.98 |Lhited Sates 147.237.76. 147 |chinuch. aka.idf .il |Bad TCP sequence Invalid ACK nunber noni t or 42
198.251.80.98 [lLhited States 147.237.76. 147 |chinuch. aka.idf .il |Bad TCP sequence SYNretransmt wth different sequence |nonitor 36
198.251.80.98 |Lhited Sates 147.237.76. 147 |chinuch. aka.idf .i| |Bad TCP sequence SWNretransmit wth different sequence |al ert 34
198. 251. 80. 98 Lhited Sates 147.237.76. 147 |chinuch. aka. i df .il |SYN A t ack SYN - > SYN- ACK -> Ti meout noni t or 19
198. 251. 80. 98 Lhited Sates 147. 237.76. 147 |chinuch. aka.idf .i1 |SYN At t ack SYN -> SYN-ACK -> Ti meout alert 12
46. 19. 86. 58 I srael 147.237.77. 216 |dover. i df .il Bad TCP sequence Inval i d AGK nunber aert 6
46. 19. 86. 58 I srael 147.237.77. 216 |dover.idf .| Bad TCP sequence I'nval i d AGK nunber noni t or 6
46. 19. 86. 58 I 'srael 147.237.77. 233 |ata .idf.il Bad TCP sequence Inval i d ACK nunber alert 5
212.143.142.56 |lsrael 147.237.77. 216 |dover.idf.il drop First packet isn't SN drop 5
46. 19. 86. 58 I srael 147.237.77.233 |atal .idf. il Bad TCP sequence I'nval i d AGK nunber noni t or 5
46. 19. 85. 209 | srael 147.237.77.176 |nat pash. i df . i1 SYN Attack SYN -> SYN-ACK -> RST noni t or 3
177.23.177. 146 |Brazil 147. 237. 77. 216 |dover i df .1 Header Rej ection :‘gitrej ection pattern found in moni t or 3
46. 19. 85. 209 I srael 147.237.77. 176 |nat pash. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or
84.94. 60. 195 | srael 147.237.72. 166 |aka.idf .il Bad TCP sequence Invalid ACK nunber alert
66.249. 69. 232  |lsrael 147.237.77. 216 |dover.idf.il dr op First packet isn't SYN drop
128.232. 110. 28 |United Ki ngdom |147.237.76. 199 |e. nakchal .idf .il @o-1 ocati on Geo-1 ocation i nbound enf or cenent drop 2
enf or cenent
84.94. 60. 195 I srael 147.237.72. 166 |aka.i df .il Bad TCP sequence Inval i d AGK nunber noni t or
97.33.67.228 Lhited Sates  [147.237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or
46. 19. 85. 209 | srael 147.237.77. 176 |nat pash. i df .i | Bad TCP sequence I nval i d ACK nunber alert
187.61.109.18 |Brazil 147.237.77. 212 |e.dover.idf.il @0-1 ocati on Geo-1 ocati on i nbound enf or cenent drop 2
enf or cenent
77.138.52.97 France 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 2
184. 105. 247. 247|lhited Sates 147.237.77.235|sviva.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
139.162. 37. 147 |Whited Sates 147.237.76. 148 |gocent er. aka. i df . i | |dr op drop 1
218.22.211.69 |China 147.237.76.39 |nobile. neitav.idf.i|SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
198. 199. 89. 155 |Lhited Sates 147.237.8.28 |e.nobile-ks.idf.il Go-l ocati on Geo- | ocat i on i nbound enf or cenent drop 1
enf or cenent
45. 35. 64. 142 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN- ACK -> Ti meout noni t or 1
184. 105. 139. 110|Uhited Sates 147.237.77. 121 |e. navy.idf.il @o-1 ocati on Geo-1 ocation i nbound enf or cenent drop 1
enf or cenent
77.138.52. 97 France 147.237.77. 216 |dover. i df . i | Bad TCP sequence I'nval i d AGK nunber noni t or 1
184. 105. 247. 250|Lhited Sates 147.237.8.50 |e.tikshuv.idf.il @o-1 ocati on Geo-1 ocation i nbound enf or cenent drop 1
enf or cenent
139.162. 37. 147 |Whited Sates 147.237.77. 176 |nat pash.i df .i | SYN Attack SYN -> SYN-ACK -> RST noni t or 1
66. 249. 69. 232 | srael 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
46. 19. 85. 98 I 'srael 147.237.77. 216 |dover.idf .il Bad TCP sequence Inval i d ACK nunber noni t or 1
184. 105. 139. 119|ULhited Sates 147.237.77. 178 |e.natpash. i df .i | G0-1 ocat i on Geo-1 ocati on i nbound enf or cenent drop 1
enf or cenent
128.232. 110. 28 |United Ki ngdom |147.237.76. 200 |eitan. aka.idf.il dr op SAMrul e drop 1
77.138.52. 97 France 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti meout noni t or 1
199. 30. 17. 49 Lhited Sates  [147.237.77. 216 [dover.idf.il Bad TCP sequence I'nval i d AGK nunber noni t or 1
185. 32.179.74 | srael 147.237. 72. 156 |anan.i df .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
40.77.169. 101 Lhited Sates 147.237.77. 216 |dover.idf.il dr op First packet isn't SN drop 1
74.82.47. 32 Lhited Sates 147.237.77.234 |hal ag.idf .il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
184. 105. 247. 222|lhited Sates 147.237.0.15 kosher-kravi .idf.il|SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
128.232.110. 28 |United Kingdom |147.237.77.19 |lawforumidf.il drop SAMrul e drop 1
78.40. 225. 156  |Tur key 147.237. 72. 156 |anan.i df .il B OCk_ HTTP Non Response out of state noni t or 1
Conpl i ant
212.143.142. 44 |Israel 147.237. 77. 216 |dover.idf.il dr op First packet isn't SN drop 1
40.77.169.101 |lLhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
184. 105. 139. 110|lhited Sates 147.237.0.200 |rdu.idf.il @o- ocati on Geo- | ocat i on i nbound enf or cenent drop 1
enf or cenent
125.77. 28. 26 Chi na 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47.38 Lhited Sates 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
184. 105. 247. 247|lhited Sates 147.237.0. 33 idf.il dr op drop 1
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|Top Attackers In V\AF|

A tacker

count ry Target Address |Site Sgnature
84.95.208.20 |Israel 147.237.77.74 |lawidf.il PHP At tenpt B ock
84.95.208.20 |Israel 147.237.77.74 |lawidf.il Mil tipl e Unaut hori zed URL Access from 84. 95, 208. 20 B ock
66.249.69. 224 |Israel 147.237.77.216|dover.idf . il Mil tipl e Unaut hori zed URL Access from 66. 249. 69. 224 B ock
. . Uhaut hori zed URL Access to
78.40.225. 156 |Turkey 147.237.72. 156 |anan. i df . i | - Jidh.i1/sip storagelfil es/8/ 70768, | pg Bl ock 1
207.46.13.143 |Whited Sates |147.237.77.233|atal .idf.il Unaut hori zed URL Access to 147.237.77.233/robots. t xt B ock
66.249. 69. 228 |Israel 147.237.77.216|dover . i df .i | Unaut hori zed URL Access to wawidf.il/atal 1/izkor/vi ew text.asp [B ock
213. 151. 35. 213 |I srael 147.237.72. 166 |aka. i df . i | Whauit hori zed Method PCST T or B ock 1

wwv aka. i df.il/kamhar/klali/defaul t.asp

. . Unaut hori zed URL Access to o
66. 249. 75. 8 I srael 147.237.76.42 |refuah.idf.il 147. 237.76. 42/ si p storagel {1 | es/ 0/ 2690. ] pg ock 1

; ; Uhaut hori zed LRL Access to
66.249.75.32  [Israel 147.237.77. 216 (dover.idf . il 147.237.77. 216/ 1133- he/ dover . aspx Bl ock 1

. . Unaut hori zed URL Access to o
84.95.208.20 |Israel 147.237.77.74 |lawidf.il v | aw i df i1/t enpl at es/ general / pi wi k. php B ock 1

66.249.64.45 |Israel 147.237.72.166 |aka. i df . i | Uhaut hori zed URL Access to 147.237.72. 166/ robot s. t xt B ock 1

Paraneter Type Mol ati on PageNumin

68.180.231.57 [lLhited Sates |[147.237.77.216|dover.idf.il wiw i df . i 1/1397- en/ dover . aspx

Bl ock 1

_ wwv. chamat z. aka. i df . _ o
157.55.39. 255 |lLhited Sates |147.237.77.226 il Uhaut hori zed URL Access to ww chamat z. aka. i df . i1/404. aspx B ock 1
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