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|Top Attackers | n DDoS- Def ence |

Attacker Address

|Attacker Country

|Target Address

Site

Signature

Device Action

179. 99. 200. 39 Brazil 147.237.76. 42 refuah.idf.il bl ock-sp-traf 1 forward 2
93.174. 93. 218 Net her | ands 147.237.77.176 nat pash. i df.i | bl ock-sp-traf 1 forward 2
134.147. 203. 115 Ger nany 147.237. 76. 196 e.sviva.idf.il B ack List drop 2
52.53.222.9 Lhited Sates 147.237. 76. 147 chi nuch. aka.idf.il B ack List drop 1
61. 147.247. 161 Chi na 147. 237. 0. 200 . i df i | JLMPurple Gon Lint_Tcp drop 1
185. 128. 40. 162 Sntzerl and 147.237.76. 39 nobi | e.neitav.idf.il |Back List drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qount ry Target Address |Site |S gnature Devi ce Action |Oount

188. 135. 45. 237 Oman 147.237.77. 216 dover.idf.il [5670: HITP. SQ Injection (SELECT) B ock 2
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|Top Attackers In |D|

Attacker Address |Target Addr ess Attacker Gountry [Ste |Signature

188. 135. 45. 237 147.237.77.216 |Oman dover.idf.il SQ Injection - Select Fom 3
179. 43.141. 221 147. 237.76. 39 Siit zerl and nobi | e. mei tav.idf.il ET SCAN Potential SSH Scan 1
113. 240. 250. 154  |147.237.76.196 |China esvivaidf.il ET SCAN NMAP -sS wi ndow 1024 1
113. 240. 250. 154  |147.237.76. 86 Chi na navy. i df.il ET SCAN NVAP -sS w ndow 1024 1
31.220.29. 229 147.237.77. 74 Italy lawidf.il ET SCAN NVAP -sS w ndow 3072 1
194. 60. 242. 6 147.237.77.212 |Wkraine e.dover.idf.il ET DRCP Spanhaus DRCP Listed Traffic | nbound 1
185. 153. 198. 10 147.237.76. 31 nakchal .idf.il ET SCAN Potential SSH Scan 1
179. 43.141. 221 147.237.76. 44 Shi tzerl and e.refuah idf.il ET SCAN Potential SSH Scan 1
179. 43. 141. 221 147. 237. 8. 50 Shi tzerl and e tikshuv.idf.il ET SCAN Potential SSH Scan 1
113. 240. 250. 154  |147.237.76.176 |China test.ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
46. 183. 223. 228 147.237.0. 16 Latvia ny- kosher-kravi . i df . il ET SCAN Potential SSH Scan 1
31.220. 29. 229 147.237.77. 74 Italy lawidf.il ET SCAN NVAP -sS w ndow 1024 1
179. 43. 141. 221 147.237.77. 61 St zerl and e.cogat.idf.il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Attacker Address count ry Target Address |Ste Signature

187.190.28. 190 |Mexi co 147. 237. 76. 147 |chi nuch. aka. i df .i | SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 59
198.251.80.98 |Wited Sates [147.237.76. 147 |chinuch. aka.idf .l Bad TCP sequence i:'ur:rtmr:”smt Wth different o ert 36
198.251.80.98 |[United Sates |147.237.76.147|chinuch.akaidf.il  |Bad TOP sequence i’;‘;g\é:’mt wehdfferent —foonitor |36
198.251.80.98 [lhited Sates [147.237.76. 147 |chinuch. aka.idf.il Bad TCP sequence Inval i d AGK nunber nonitor |35
198.251.80.98 |lhited Sates |147.237.76. 147 |chinuch. aka. i df.i SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 29
198.251.80.98 |[Uhited Sates |[147.237.76. 147 |chinuch. aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout alert 22
65. 78. 75. 14 Lhited Sates |147.237.76. 147 |chi nuch. aka. i df . i | SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 17
101. 184. 159. 194 |Austral i a 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti meout noni t or 8
212.143.142.56 |[Israel 147.237.77. 216 |dover.idf.il dr op Frst packet isn't SN drop 5
24.216.171.200 |lLhited Sates |147.237.76. 147 |chi nuch. aka.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 4
65. 94. 242. 63 Canada 147. 237. 76. 147 |chi nuch. aka. i df . i | SYN At t ack SYN -> SYN-ACK -> Ti nmeout noni t or 3

Sreamng BEngine: TCP Invalid i i ssi
109.253.203.1 |Israel 147. 237.77. 243 |nobi l e. i . i 9 =g Invalid segnent retransmssion. |, 3
Ret r ansni ssi on Packet dropped.
99.195.50. 107 |lhited Sates |147.237.76. 147 |chi nuch. aka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
93.174.93.218 |Netherlands [147.237.77. 176 |nat pash.idf.il Bl ock HTTP Non Conpl i ant Response out of state noni t or 2
171.13.14.5 Chi na 147.237.72. 156 |anan. i df . i Bad TCP sequence Inval i d ACK nunber noni t or 2
67.166. 152. 219 |lhited Sates |147.237.76. 147 |chi nuch. aka.idf . il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
184. 105. 247. 220|Whited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
141.212.122.62 |Wited Sates |147.237.0.17 fmlnly kosher-kravi. 1d |qun At t ack SYN -> SYN-ACK -> RST monitor |1
68. 198. 10. 40 Lhited Sates |147.237.72.166|aka idf.il SYN At t ack SYN -> SYN-ACK -> RST moni t or
179.99.200.39 |Razil 147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
139. 162. 37. 147 |Uhited Sates [147.237.77.74 [lawidf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82. 47. 60 Lhited Sates |147.237.77. 227 |e. hanaz.idf il Geo- | ocati on enf or cenment Geo-| ocati on i nbound drop 1
enf or cenent
216.52.148.178 [Lhited Qates |147.237. 76.147 |chi nuch. aka.i df .i | Bad TCP sequence Ss;zlur:r:cr:nsmt Wth different o ert 1
37.26.149.218 |lIsrael 147. 237. 77. 216 |dover. i df .i | SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
157.55.39. 113 |Uhited Sates [147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
74.82.47.9 Lhited Sates |147.237.72.167 |i shurimaka.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
184.105.139. 74 |lhited Sates |147.237.0.19 |nadimatal.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.50 |[Uhited Sates |[147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
77.139.204. 175 |France 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
216.52.148.178 |Uited Qates |147.237. 76. 147 [chi nuch. aka.i df .l Bad TCP sequence i’:ureert‘é:ns”"t wth different moni tor |1
198.199. 89. 155 |lLhited Sates |147.237.76.176|test.ncore.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or
171.13.14.5 Chi na 147.237.72. 156 |anan.i df .i | Bad TCP sequence Invalid ACK nunber alert 1
104.200. 151. 11 |Lhited Sates |[147.237.76.42 |refuah.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout moni t or
74.82.47. 41 Wited Sates |147.237.76. 199 |e. nakchal .idf . il Geo-1 ocati on enf or cenent Geo-I ocati on i nbound drop 1
enf or cenent

184. 105. 139. 102|thited Sates |147.237.77.235]|sviva idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.51 |Uhited Sates [147.237.72. 166 |aka.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
216.218.206.76 |lLhited Sates |147.237.72.167 |i shurimaka. idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
74.82.47. 45 Lhited Sates |147.237.0.15 |kosher-kravi.idf.il SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
184.105. 247. 212|United Sates |147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
141.212.122.61 |wited Sates [147.237.0.17 ?’inl”'kOSher'kra""'d SYN At t ack SYN -> SYN-ACK -> RST monitor |1
93.174.93.218 |Netherlands [147.237.77. 176 |nat pash.idf.il SYN At ack SYN -> SYN-ACK -> RST noni t or 1
218.22.211.69 [China 147.237.0.19 |nadimatal .idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 1
171.13.14.5 Chi na 147.237.72. 156 |anan. i df .i | SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 1
125. 77. 28. 26 Chi na 147.237.8.45 |e.eitan.idf.il SYN At t ack SYN -> SYN-ACK -> RST moni t or 1
74.82.47. 45 Lhited Sates |147.237.76. 148 |gqcenter. aka.idf.il drop drop 1
216.52.148.178 |Wnited Sates |147.237.76. 147 |chinuch. aka. i df.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
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|Top Attackers In V\AF|

At acker

Devi ce

count ry Target Address |Site Sgnature Acti on ‘Oount
66.249. 69. 224 |l srael 147.237.77.216|dover.idf .i|l |Miltiple Unauthorized LR Access from 66.249. 69. 224 B ock 9
93.174.93.218 [Netherl ands 147.237.77. 176 [nat pash. i df . i [|Mil tipl e NULL Character in Method from93.174. 93. 218 B ock 3
157.55.39. 113 |Lhited Sates 147.237.72. 156 [aman. i df . i | Uhaut hori zed URL Access to www anan. i df . il/robots. t xt B ock 1
66. 249. 69. 232 |l srael 147.237.77.216|dover.idf.i| |Wauthorized URL Access to wwwidf.il/atal 1/izkor/vi ewing. asp Bl ock 1
180. 76. 15. 162 |chi na 147. 237.77. 216 |dover . i df . i | :hf"‘“t hori zed LR Access to ww i df.il/shared/clientscripts/jquery/” +url g o 1
93.174.93.218 |Netherlands 147.237.77. 176 |nat pash. i df . i [|[Mi tiple I11egal Byte Gode Character in Mthod from93.174.93. 218 B ock 1
188. 135. 45. 237 |Oman 147.237.77.216|dover.idf .i| |Unhauthorized LRL Access to ww idf.il/ post B ock 1
204.79.180.88 |Lhited Sates 147.237.72.166|aka. i df . i | Uhaut hori zed Met hod PCST for www aka. i df.il/ishurinm mai n/ B ock 1
66. 249. 66. 6 I srael 147.237.76.86 |navy.idf.il Uhaut hori zed URL Access to vww navy. i df.il/nobil e/ B ock 1
93.174.93.218 [Netherl ands 147.237.77. 176 |nat pash. i df . i [|[NULL Character in Method B ock 1
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