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|Top Attackers | n DDoS- Def ence |

Attacker Address |Attacker Country Target Address Signature Device Action
204. 42. 253. 132 Lhited Sates 147.237. 76. 44 e.refuah.idf.il B ack Li st drop 1
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|Top Attackers In IPS|

Attacker Address |Attacker Qountry Target Address |Site |Sgnature Devi ce Action |Oount

106. 38. 241. 106 Chi na 147.237.77. 216 dover.idf.il [CL000071: HTTP: User Agent Sogou+web+spi der Per nit 31
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|Top Attackers In |D|

Target Address

At acker
Count ry

Signature

183.60.48.25 [147.237.0.200 |China . i df il ET SCAN Potential SSH Scan 1
66.249. 73. 167 [147.237.77.170|Wited Sates  |nmarachot.idf.il ET SCAN NVAP -sA (2) 1
58. 218. 200. 137 [147. 237. 76. 196 |Chi na e.svivaidf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 |147. 237. 76. 148 |Chi na ggcenter. aka. i df i ET SCAN Potential SSH Scan 1
58. 218. 200. 137 |147.237.0.15 |Chi na kosher -kravi . i df.il ET SCAN Potential SSH Scan 1
189. 161. 104. 96 |147. 237. 77. 227 |Mexi co e. hamaz. i df . il ET SCAN NVAP -sS w ndow 4096 1
189. 161. 104. 96 [147. 237. 77. 227 |Mexi co e. hamaz. i df .il ET SCAN NVAP -f -sS 1
185.127.16. 66 |147.237.76. 177 |United Ki ngdom|ncore.idf.il ET SCAN NMAP -sS wi ndow 1024 1
183.60.48.25 |147.237.76.31 |China nakchal . i df .i | ET SCAN Potential SSH Scan 1
183.60.48.25 [147.237.0.17 |China mny-kosher-kravi.idf.il [ET SCAN Potential SSH Scan 1
50,61 251 176|147 237.0.15 |cni na vosher-kravi i df i1 ET SCN\I Behavi oral Lhusual |y fast inbound Tel net Gonnecti ons, 1
Potential Scan or Brute Force
58. 218. 200. 137 [147. 237. 76. 177 |Chi na ncore.idf.il ET SCAN Potential SSH Scan 1
58. 218. 200. 137 [147.237.0.35 |China akaws. i df i | ET SCAN Potential SSH Scan 1
201. 150. 38. 110 |147. 237. 76. 34 |Mexi co yohal an. i df .i| ET SCAN NVAP -sS w ndow 4096 1
46.161.40.17 |147.237.77. 205 ';:Z:::{‘ion prisha.idf.il ET SCAN NVAP -sS wi ndow 1024 1
189. 161. 104. 96 |147. 237. 77. 227 |Mexi co e hamaz.idf.il ET SCAN NVAP -sS wi ndow 2048 1
185. 127. 16. 66 |147.237.76. 177 |Uni ted Ki ngdom |ncore.idf.il ET SCAN NVAP -sS w ndow 4096 1
183.60.48.25 [147.237.76. 197 |Chi na e. hinush. i df .il ET SCAN Potential SSH Scan 1
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|Top Attackers In FW |

A tacker

Devi ce

Attacker Address Country ‘Target Address |Ste Signature Action ‘Count
162. 248. 88. 78 Lhited Sates |147.237.76. 147 |chinuch. aka.idf.il [SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 187
50. 27. 36. 10 Lhited Sates [147.237.77.216|dover.idf.il drop First packet isn't SN drop
185. 32.179. 133 |[Israel 147.237.72. 166 |aka.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or
212.143.142.56 |[Israel 147.237. 77. 216 |dover.idf.il dr op Frst packet isn't SN drop
199.30.25.100 |Wited Sates |147. 237. 76. 200 |ei tan aka ict i1 | SN N9 Engine: TP Invalid finvalid segnent retramsmssion. |, 4
Ret r ansni ssi on Packet dr opped.
99.98.12. 211 Lhited Sates |[147.237.76. 147 [chinuch. aka.idf.il |[SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 4
173.64.8.9 Lhited Sates |147.237.76. 147 |chinuch. aka.idf.il [SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 3
24.252,241.198 |lhited Sates |[147.237.76. 147 [chinuch. aka.idf.il |[SYN Att ack SYN -> SYN ACK -> Ti meout noni t or 3
31.168. 56. 118 I srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> Ti neout noni t or 3
99. 231. 112. 254 |Canada 147.237. 76. 147 |chinuch. aka. i df .i | [SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 2
51.255.131.66  |France 147. 237.76. 147 |chinuch. aka. i of .11 |Bad TOP sequence i’;Jeetné:nsmt wth different aert 2
51.255.131.66  |France 147. 237. 76. 147 |chi nuch. aka.i df .i 1 |Bad TCOP sequence SSZZ'J:;:“S"“ wth dfferent monitor |2
51.255.131.66 |France 147.237.76. 147 |chinuch. aka.i of .i | |Bad TCP sequence Invalid ACK nunber noni t or 2
157.55.39.234 |lited Sates |147.237.76.86 |navy.idf.il Streamng Engi ne: TCP I nvalid |invalid segnent retransnissi on drop 2
Ret r ansni ssi on Packet dr opped.
51.255.131.66 |France 147. 237. 76. 147 [chinuch. aka. i df .i | [SYN At t ack SYN -> SYNACK -> Ti meout alert 1
195. 154. 189. 212|Fance 147.237.76.42 |refuah.idf.il SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 1
2.55.19. 115 | srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
184. 105. 247. 240|lhited Sates |147.237.76.201 e atal.idf.il Geo- | ocati on enf or cenment Geo-1 ocati on inbound enf or cenent [dr op 1
125.77. 28. 26 Chi na 147.237.76.201 e atal .idf.il Geo- | ocati on enf or cenent Geo- | ocat i on inbound enf or cenent [drop 1
68.8.187.154  [lnited Sates [147.237.76.147 |chinuch.akaidf.il [Bad TCP sequence SSZZ'J:;:“S"“ wth dfferent monitor |1
216.218.206.84 |lLnited Sates |147.237.77.178|e.matpash.idf.il [Geo-| ocati on enf or cenent Geo-l ocat i on inbound enf or cenent [drop 1
37.26. 148. 191 I srael 147.237.72. 166 |aka.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
195. 154. 189. 212|Fance 147.237.0. 35 akaws. idf.il dr op drop 1
101. 199. 108. 58 |Chi na 147.237.77. 216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
51.255.131. 66 |Fance 147. 237. 76. 147 |chinuch. aka. i df .i 1 |SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
195. 154. 189. 212|F ance 147.237.76. 44 |e.refuah.idf.il Geo- | ocati on enf or cenent Geo- | ocati on i nbound enf or cenent |drop 1
2.55.58.219 I srael 147.237. 72. 166 |aka. i df .i | Bad TCP sequence Inval i d ACK nunber aert 1
128. 232. 110. 28 z‘i;;gom 147. 237. 76. 147 |chi nuch. aka. i of . i1 |dr op sMrule drop 1
73.134.93. 137 Lhited Sates |147.237.77.216 |dover.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
46.119. 127. 129 |krai ne 147.237.77. 176 |nat pash. i df .i | drop SAMrul e drop 1
195. 154. 189. 212 |Fance 147.237.76.30 |hinush.idf.il SYN At t ack SYN -> SYN-ACK -> Ti neout noni t or 1
109. 253. 206. 247 |l srael 147.237.76.42 |refuah.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
195. 154. 189. 212|Fance 147.237.77. 216 |dover.idf.il SYN Att ack SYN -> SYN-ACK -> RST noni t or 1
2.55.58. 219 | srael 147.237.72. 166 |aka.idf.il Bad TCP sequence I'nval i d ACK nunber noni t or 1
195. 154. 189. 212 |France 147.237.0.15 |kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
139. 162. 37. 147 |lhited Sates |147.237.0.19 madi matal .idf.il [SYN Attack SYN -> SYN-ACK -> RST noni t or 1
74.82.47. 44 Lhited Sates [147.237.8.27 |e.madimatal.idf.i|Geo-| ocati on enf or cenent Geo-l ocation i nbound enf or cenent |drop 1
195. 154. 189. 212 |Fance 147.237.76.31 |nakchal .idf.il SYN Attack SYN -> SYN-ACK -> Ti nmeout noni t or 1
177.104. 253. 47 |Brazil 147.237.77. 212 |e. dover . i df . i Geo- | ocati on enf or cenent Geo-l ocat i on inbound enf or cenent [drop 1
125. 77. 28. 26 Chi na 147.237.8.28 |e.nobile-ks.idf.il |Geo-| ocat i on enf or cenent Geo-l ocation i nbound enf or cenent |drop 1
195. 154. 189. 212 |Fance 147.237.0.19 madi matal .idf.il |SYN Atack SYN -> SYN-ACK -> RST noni t or 1
139. 162. 37. 147 |Uhited Sates |147.237.76.201 e atal .idf.il Geo- | ocati on enf or cenent Geo-l ocat i on inbound enf or cenent [drop 1
195. 154. 189. 212|Fance 147.237.76.34 |yohalan.idf.il dr op drop 1
184. 105. 247. 236|United Sates |147.237.0.15 |kosher-kravi.idf.i|SYN At t ack SYN -> SYN-ACK -> RST noni t or 1
125.77.28. 26 Chi na 147.237. 76. 148 |gocent er. aka. i of . i |dr op drop 1
68. 8. 187. 154 Lhited Sates |147.237.76. 147 |chinuch. aka.idf.il [SYN Att ack SYN -> SYN-ACK -> Ti neout noni t or 1
195. 154. 189. 212 |Fance 147.237.0.34 |tikshuv.idf.il SYN Attack SYN -> SYN-ACK -> RST noni t or 1
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A tacker

Devi ce

ountry ‘Target Address |[Site Sgnature Acti on ‘Oount
66. 249. 69. 224 |l srael 147.237.77.216|dover.idf .i| [Miltiple Unauthorized URL Access from 66.249. 69. 224 B ock 3
66.249.75.8  |Israel 147.237.76.42 |refuah.idf.il ﬂ?f’tzg;’_r;é%?pfgfsf;g;ﬁ | es O/ i 26100X0/ 2430, pg Bl ock 1
204.79.180.69 |lhited Sates [147.237.72.166|aka.idf.il Unaut hori zed Method PCST for waw aka. i df.il/niluinitenpl at es/ hone. asp B ock 1
Uhaut hori zed URL Access to
66. 249. 64. 108 |l srael 147.237.77. 176 |mat pash. i df . i [jwaw cogat . i df . i |/ coor di nat i ongaza/ news_gaza/ ar chi v/ pages/ agr egat i n25456. a |Bl ock 1
spx
66.249.75.12  |Israel 147.237.76.42 |refuah.idf.il ﬂ?f’tzg;’_r;é%?pfgfsf;g;ﬁ | es/ 715l 26100X0) 3467 | pg Bl ock 1
66.249.66.72 |lIsrael 147.237.76.86 |navy.idf.il Unaut hori zed URL Access to navy. i df.il/giyus/foruniasp/ showf or um asp B ock 1
66.249.76.79 |[lsrael 147.237.72.166|aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ B ock 1
68.180.231. 57 |lhited Sates [147.237.77.216|dover.idf.i| |Parameter Type Violati on PageNumin wa i df . il/1362- he/ dover. aspx B ock 1
66.249. 75. 4 I srael 147.237.76.42 |refuah.idf.il |Wauthorized URL Access to 147.237.76. 42/ si p_storage/ fil es/ 8/ 3048. ] pg B ock 1
118.8.27.72 Japan 147.237.72. 166 |aka. i df . i | Lhaut hori zed Method PCBT for aka.idf.il/giyus/ B ock 1
66.249.64.12 |Israel 147.237.72. 166 [aka. i df . i | Unaut hori zed URL Access to 147.237.72. 166/ robots. t xt B ock 1
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